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2. BBepgeHue
21 LUenb

2.2 KoHtekcT

2.3 OnpepeneHue, aKPOHUMbI U COKpaLLEHUSA

24 Ccbuku

25 OO0Lwas KOHUenumus oubnuoreku

BubnuoTeka NULEH3MPOBaHMA NpegHasHaveHa Ans NpoBepky cobniofeHNs MULEH3MOHHOTO
cornaLLeHusi Nornb3oBaTenem, UCMorb3yoLuM NpofykTsl JlaGopatopun Kacnepckoro.

BubnnoTeka NuueH3npoBaHns paspabaTbiBaeTcs ANs UCMONb30BaHUA B KAYECTBE e4MHOT0
MeXxaH13ma NPOoBEPKU NMLEH3MM ANA BCeX NpoaykTos JlabopaTtopumn Kacnepckoro.

26 ®yHKUMM GUONMOTEKM

BubnvoTeka NMUEH3MpoBaHNS BbINOMHAET cneayoLme dyHKLWN:

B NPOBEPSAET YKa3aHHbIM NULEH3NOHHBIN KoY Ha COOTBETCTBME NTULIEH3VIOHHOMY COrMaLLeHUIo 1
Mo pesynbTaTaM NPOBEPKM BO3BPALLEET MPUIIOKEHNIO UHGOPMAaLIMIO O peXume ero paboTbl.
MpoBepka BKNtoYaeT B cebs creayoLLve OeiiCTBUA:

B MPOBEPKY CPOKa AENCTBUSA NIMLIEH3VIOHHOTO KITHoYa;

B [POBEPKY HanM4ns CEPUNHOrO HOMEPA NMULIEH3NOHHOIO KIoYa B «4EPHOM CMUCKE»
(black.lst);

B npoBepKy hakTa py4yHON 3aMeHbl aHTUBMPYCHBIX 6a3 AaHHbIX NOCNE OKOHYaHWSA Cpoka
OEeNCTBUS Krtova no ganny onucaHus obHoeneHus kavset.xml;

B BO3BpaLU@ET MOMHYI0 MHAOPMaLMIO U3 NoBOro ykasaHHOro e MIULEH3NOHHOIO KIoYa;
B PErUCTpUpYeT yCTaHaBNMBaEMbIE NIMLEH3NOHHBIE KIOYN;

B Bejet 6a3y AaHHbIX C I/ICTOpI/IEVI korga-nmbo 3apEerncTpmpoBaHHbIX KNroYen ons gaHHoro
NPUNOXEeHNA B TE4EeHUE €ro >XM3HEHHOro LMkKna Ha aHHOM KOMMbHOTEpPE.

3. Peanusauua oMonuoreku

3.1 Oowme cBeneHun



BubnnoTteka nuueH3npoBaHus paspabaTbiBaeTcs B BUAE CTaTUYECKOn B1bnunoTeku, MMHKYEMON npu
cOOpKe K KaxKA0MY MOAYII0, 3anpaLlLmnBatoLLeMy NPOBEPKY BbINOSHEHNS NINLEH3NOHHOMO
cornalleHusi.

Asblk peanusaumm Gubnuotekn — C++. [ns NpUnoXeHni, HanmcaHHbIX Ha A3bike C, npegocTaBneH
UHTepdenc GbnMoTeEKN Ha 3TOM SI3bIKE.

32 MpuHUMNLI paboTbl BUGNMOTEKU NTMLIEH3UPOBaHUS

321 O6Lwwme cBeneHUs

Bnbnnoteka JIMLUEH3MPOBaAHNA OCYLLIECTBIAET NPOBEPKY cobnoaeHns nonb3oBaTenem
JIMLUEH3MOHHOIo cornatleHmna nytem CconocraBleHna I/IHCbOpMaLl,I/II/I N3 NMMLUEH3NOHHOIO KIko4a C
I/IHCbOpMaLl,VleI7I O NPUNOXEeHUK, 3anpoCUBLLEM NPOBEPKY NMULIEH3UN.

JINLUEH3MOHHBIN KIHOY NOCTaBNSETCA NONb30BATENO B BUAE OTAENBHOrO (bal?]ﬂa. JINUEH3NOHHbIN
KoY 4OrmKeH BbITb ABHO 3aperncTpmpoBaH nonb3oesarenem, B NpOTUBHOM Cly4ae OH HE
YUUTbIBAETCA Npu onpeaeneHnmn pexmMva pa6OTbI NPUNOXeHnA.

NHdopmaums o NpUnoxXeHUn BHEAPSIETCA Ha YPOBHE NCXOOHOrO KOAA B Kaxabld MOAYIb
NPUNOXEHNS, KOTOPbIN ByAET CaMOCTOSATENBHO 3anpaLumMBaTh NPOBEPKY NULEH3NUN (POpMaT 1 CoCTaB
WHpopMaLMM O NPUNOXEHUN NPUBEAEH B pasaene NHdopmauums o npunoxexuuv). bubnmoteka
NMLUEH3NPOBAHUS CTAaTUYECKU NIMHKYETCH C KXKABIM TaKUM MOAYNEM.

Ha npunoXexHme Bo3naraeTcqa 00s13aHHOCTb npenocraBnTb Brnbnunoteke JIMUEH3NPOBaHUA:

B HEKOTOpble HAaCTPOMKKM, HeobxoanMble Anga paboTel GubnuoTekn (cM. BxoaHasa nHdopmaums Ans
OrMbnnoTeknN NNLEH3MPOBaHMS);

® rpouenypbl COXpaHEHWs U 3arpysku JaHHbIX GUGNUOTEKU NULIEH3MPOBAHMS.

322 BxopgHas uHdopMaums ot GUONMOTEKU NULIEH3UPOBaHUA

MNMepen Havyanom paboTbl GUBNMoTEKa NULEH3MPOoBaHWS TpebyeT nHnumanusauuu. NepeyeHs
napameTpoB UHULMaNU3aummn NpUBEaEH HUXe:

e npoueaypbl AOCTYNa K XPaHWUNULLY AaHHbIX OUBNNOTEKN NULEH3NPOBAHMUS (CM. XpaHunvile
[aHHbIX BUONMOTEKN NTNLIEH3NPOBAHUS);

®  peanusauus HTepdenca k KoHKpeTHoMy ncnonbsyemomy XML parser’y. 3ta peanusaums
npefocTaBneHa GubnMoTeKoi, BbI3bIBAIOLLMIA KOA AOIMKEH TOMBKO BbIOpaTh Xenaemyo
peanusaumio U3 UMELLMXCA 1 nepenaTtb ee bubnmoTteke;

®  CMMCOK NMyTei K aHTUBMPYCHbIM 6a3awm;
®  PEXUM NPOBEPKM (NOMHbIA, BKIKOYas NPOBEPKY dhakTa NogMeHb! aHTUBUPYCHBIX 6a3 1

NPOBEPKY KIto4a MO «4EPHOMY CTICKY», NI YNPOLLEHHbI, 3aKM0YaloLLMIACS B NPOBEPKe
JaTbl ICTEYEHMS CPOKA AEWCTBUS KIoYa).

323 XpaHunuiie OaHHbIX GUONMOTEKM NMULIEH3UPOBAaHUA

3.23.1 OOwme cBepeHus

BubnnoTeka nuueHsnpoBaHns BeaeT 6asy AaHHbIX 3aperncTPUPOBaHHbLIX KIHOYEN, KOTOPYIO it
HY>KHO COXpaHsITb MY CeaHcaMu CBOei paboThl. YUNTbIBaS, YTO Ha PasnuyHbIX Niatopmax vy



PasnNUYHBLIX MPUNOXKEHWUIA CNOCODbI XpaHeHWs 3ToV MHdopMaLmmK oTnnyaroTes, GubnuoTeka
FNIMLEH3NPOBAHNS HE COAEPXKUT COBCTBEHHONO MEXaHM3Ma XpPaHEHUs 3TUX AaHHbIX. BmecTo aToro
BubnuoTeka onpefensieT NHTEPEENC COXPaHEHNS U 3arpy3kn AaHHBIX, peanv3aums KoToporo
BO3MaraeTcs Ha NpunoxeHne (onncaHue uHTepderica HaxoauTcs B pasgene Mintepdelic gocryna k
XPaHWUNULLLY AaHHbIX GUONUOTEKU NMLEH3NPOoBaHWS). [Mpn nHumMannsaumum GubnnoTekn NPUNoXeHne
NpefocTaBnsaeT en 3Ty peanusauumio. MNpunoxeHne [OMKHO BOCNPUHUMATL 3anncbiBaeMble 1
CUNTbIBaeMble BUONMOTEKONW AaHHbIE KaK MPOCTOM BaTOBbIA MOTOK U HE AOIMKHO KaKUM-1nbo
06pa3oM MHTEPNPETUPOBATL WU M3MEHSATD UX.

[aHHble Bubnnotekn NNUEeH3npoBaHUA cogepXXat KpUTU4eCcKyo ansa obecneyeHns BbINOMHEHNSI
NLEH3MOHHOIOo cornalleHnsa nHpopmauuto, no3ToMy Ha 6VI6]'IVIOTeKy BO3araeTca OTBETCTBEHHOCTb
3a CoxpaHeHne cBoux AaHHbIX B BUAe, obecneuynBaroLLeM nxX COXpPaHHOCTb N HEU3SMEHHOCTb.

324 YnpaBneHue JIMLEH3MOHHbLIMU KIto4amMu

324.1 OOwme cBepeHus

Mcnonb3oBaHne NMUEH3NOHHOrO Krtova HEBO3MOXHO 6es ero perncrtpaunn B BubnunoTeke
NMUEH3NpOoBaHNA.

B kaxapblii MOMEHT BPEMEHN MOXET ObITb YCTaHOBJIEHO HE Gonee AByX KINoYemn: 0auH N3 HUX
ABNAETCA aKTUBHbIM, BTOpOI7I ABNAETCA pe3epBHbIM C narom YCTaHOBKA ([J,aTOI7| Ha4vyana AeﬂCTBMﬂ),
paBHOI7| [aTe OKOHYaHWst OENCTBUSI aKTUBHOrO Krtoda. o ucreyeHmm CpOKa LEeNCTBUS aKTUBHOMO
Krno4a pe3epBHb||7| K04 aBTOMaTtn4eCKn CTaHOBUTCA aKTUBHbIM.

3242 XpaHeHue SIMLIEH3MOHHbLIX KIto4Yen

Mpwy permcTpaunm NMLEH3NOHHOTO KIoya BUbnnoTeka NMULEH3NPOBaHNSA COXPaHSAET TENO Kova
(oBpas kno4eBoro gaiina) B CBOEM XpaHuUnmLle daHHbiX. Brubnuoteka nuueH3npoBaHns NpoBepsieT
aKTVBHBIN KIOY B CBOEM XPaHUIMLLE 1 He TpeByeT Hanm4uns COOTBETCTBYIOLLENO KMHOYEBOro dhaiina
Ha ancke. Teno pe3epBHOro MUMLEH3VOHHOIO KIova TakKe COAEPKUTCS B XPaHUINLLE AaHHbIX
Gnbnunotekn.

3243 CoBmecTMMOCTDL C Krnto4amMu NpeabIiayLumx Bepcyum NpoayKTos

BubnnoTeka nuueH3npoBaHns obecneynBaeT COBMECTUMOCTb C KMoYaMu NpeablayLLUmx Bepcuii
npoaykToB JlaGopaTtopun Kacnepckoro npo3payHbIM Ans NpUnoxeHus obpasom. Knroum
npeablayLLUyX BEPCUIl YCTaHABNMBAKOTCA HapaBHE C HOBbIMW B COOTBETCTBUW C CyLLECTBYIOLLUMU
npaBunamu onpemeneHns CPOKOB >KN3HW U CPOKOB AeNCTBUSA NNLIEH3MOHHBIX KITHOYEii.

BubnnoTeka nuueH3npoBaHns obecneynBaeT UMMNopT MHopMaLmMn 06 YCTaHOBMNEHHbIX Koyax
npeablayLLyX BEPCUii NPOAYKTOB Mo 3anpocy UCMOMNb3YHLLEro ee ModyIs.

3.3 lNoapepimBaeMbie MnatopMb|
3.3.1 lNepeyeHb nnarcopm

BrbnuoTeka nuueH3npoBaHus paspabaTtbiBaeTcs 418 paboTbl B COCTaBE NPUNOXKEHUA HA
cnegyroLwmx nnatgopmax:

m  Microsoft Windows 9x/Millenium/NT 4.0/2000/XP

m  Novell Netware



m  FreeBSD
m  Linux
m  OpenBSD

BubnnoTeka nepeHocMMa Ha BCe NepeYncrieHHble NnaTgopMbl Ha YPOBHE UCXOAHOMO Koaa.

3.32 TpeboBaHMA K KOMNUIISITOpPaM

[nsa cOopkm BUBNMOTEKN Ha pasnuyHbIX NnaTopmax HeobXoAMMO UCNoNbL30BaTh CreayoLme

KOMMUNATOPbI:
MnaTtdopma KomnunsaTop
Microsoft Windows Microsoft Visual C++ 6.0 Service Pack 5
Novell PDK for Netware 5.0
FreeBSD gcc 3.2.2 WM BbIIIe
Linux gcc 3.2.2 WY BbIIIe
OpenBSD gcc 2.95.3 Wiu BbIlIe

34 Wcnonb3yemble Npu peanusaLmm 6MGNMOTeKU BHELLHUE peLLeHUs

Mpy peanusaummn BUBGNMOTEKM NULEH3MPOBAHUS UCNONb3YOTCH CrnefytoLne roToBble peLleHns
Jlabopartopum Kacnepckoro:

m  GubnuoTeka paboTbl ¢ AepesoM (property.lib);
m  BubnmoTteka NnpeobpaszoBaHus Aepesa B nocnegoatensHyto gopmy (kldiser.lib) ;

m  BubnmoTeka Nnposepkn LMdpoBo nognucu caiinos (sign.lib).

Wcnonb3ytoTes cnegytoLme rotoBble peLLEHUst CTOPOHHKX NPOU3BOANTENENA:
m  Microsoft XML Parser 2.5 nnu Bbiwe (Toneko Ha Windows-nnatdopmax);
m  Expat XML Parser (Ha unix-nnatcpopmax n nog Novell);

m  Arabica XML Parsers wrapper;

m  STLPort5.0.

3.5 lMporpammHbLIe uHTepchenchbI

Hwke npueefeHbl NporpamMmmMHble MHTEPAEChI 1 onpeaeneHnst CTPYKTYP AaHHbIX GubnmoTeku
NULEH3NPOBAHMSI.




35.1 OOGLume onpeneneHus

#if !defined (__LIC_DEFS_H_ )
#define  LIC DEFS H

#if defined (. MSC_VER)
// disable warning 4786
// 'identifier' : identifier was truncated to 'number' characters in the
// debug information
#pragma warning (disable : 4786)
#pragma once
#endif

1

#if defined (WIN32)
#include <tchar.h>
#include <windows.h>

#endif

#include <string>
#include <vector>

#include <err_defs.h>

1

#if defined ( MSC_VER)
#pragma warning (push, 4)
#endif

namespace LicensingPolicy {

/
typedef unsigned long dword_t;
typedef unsigned short word_t;

typedef std::basic_string<_TCHAR> string_t;
typedef std::vector<string_t>  string_list_t;
typedef std::string file_image_t;

struct date_t

{
int operator < (const date_t& d) const;
int operator == (const date_t& d) const;

unsigned int year;
unsigned int month;
unsigned int day;

|5



enum functionality_level_t

{
flUnknown = 0,

fINoFeatures,
fINoUpdates,
flFullFunctionality

|5

1

}; // namespace LicensingPolicy

#if defined (. MSC_VER)
#pragma warning (pop)

#endif

#endif

352 WHrepdpenc bubnmotekm nuueHsupoBaHus Ha C++

#if !defined (__LICENSING_INTF_H_ )
#define  LICENSING INTF H

#if defined ( MSC_VER)
// disable warning 4786
// 'identifier' : identifier was truncated to ‘number’ characters in the
// debug information
#pragma warning (disable : 4786)
#pragma once
#endif

1

#include <string>
#include <vector>

#include <datatree.h>
#include <keyfile.h>
#include <blacklist.h>
#include <lic_storage_intf.h>
#include <xmlhelper.h>

#include <appinfo_struct.h>

1

#if defined ( MSC_VER)
#pragma warning (push, 4)
#endif



I

namespace LicensingPolicy {

using helpers:: IXMLHelper;

1

class ILicensingPolicy

public:

key

/! Possible key invalidity reason
enum key_invalid_reason_t
{
kirUnknown =0,
kirValid,
kirExpired,
kirCorrupted,
kirNotSigned,
kirWrongProduct,
kirNotFound,
kirBlackListed,
kirTrialAlredyUsed

|5

/I Checking modes
enum checking_modes_t

{

cmUnknown =0,
cmFullCheck =1 //'< Do bases update checking using kavset.xml
//'< and key serial number checking against black.Ist
cmKeyOnly = //'< Check key against system date only
b
/" Licensing key checking results
struct check_info_t
{
string_t keyFileName; //'< Key file name (without path)
key_info_t keyInfo; //'< Info from key file
key_invalid_reason_t invalidReason; //'< Key invalidity reason (or kirValid)
date_t keyExpirationDate; //!< Key expiration date
date_t appLicenseExpDate; //!< App license expiration date
dword_t daysTillExpiration; //!< Days left till app expiration day
functionality_level _t funcLevel; //'< Application functionality level provided by this
I
typedef std::vector<key_info_t> key_info_list_t;

typedef string_list_t file_list_t;



typedef unsigned int product_id_t;

typedef std::pair<string_t, check_info_t> check_info_pair_t;
typedef std::map<string_t, check_info_t> check_info_list_t;

//! Library initialization method. All methods will return E_FAIL if init hasn’t been called yet
virtual HRESULT  init (ILicenseStorage  *licenseStorage,
const _app_info_t& applnfo,
void *context,
const string_list_t& basesPaths,
checking_mode_t checkMode = cmFullCheck
)=0;
/! Sets news app info struct
virtual HRESULT  setAppInfo (const _app_info_t& applnfo) = 0;
virtual HRESULT  setBasesPaths  (const string_list_t& basesPaths) = 0;

R Licensing checking routines

/I Checks application licensing mode against active key
virtual HRESULT  checkActiveKey (check_info_t *pChecklInfo) = 0;

/! Returns licensing checking info for pointed key file

virtual HRESULT  checkKeyFile (const string_t&  keyFileName,
check_info_t *checkInfo
)=0;

//! Returns licensing checking info for key file preloaded from disk
virtual HRESULT  checkKeylnMemory (const string_t&  keyFileName,

const char *fileBody,

size_t fileSize,

check _info_t *checkInfo
)=0;

/' Checks if active key serial number found in provided black list
virtual HRESULT  checkBlacklistFile (const string_t& blacklistFileName) = 0;

//! Returns licensing checking info for key files found in pointed location
virtual HRESULT  checkKeyFiles  (const string t&  dir,
check_info list t *checkList
)=0;

/' Checks if active key serial number found in provided black list
virtual HRESULT  checkBlacklist  (const char *blackList,
size_t  size
)=0;
/! Check arbitrary license key against arbitrary black list
virtual HRESULT  checkKeyBlacklist (const string t& keyFileName,
const string_t&  blacklistFileName
)=0;
virtual HRESULT  checkKeyBlacklist (const char *keyFileBody,



size t keyFileSize,
const char *blacklistBody,

size t blacklistSize
)=0;
I e Licensing managment routines
//! New key registration
virtual HRESULT  addKey (const string_t& fileName) throw () = 0;
virtual HRESULT  addKey (const string_t& fileName,
constcha r  *fileBody,
size t fileSize
)=0;

//! New key registration with explicit black list checking
virtual HRESULT  addKeyBlacklist (const string_t& keyFileName,
const char *keyFileBody,

size t keyFileSize,
const char *blacklistBody,
size t blacklistSize
)=0;

virtual HRESULT  addKeyBlacklist (const string_t& fileName,
const string_t&  blacklistFileName
)=0;
/I Active key deletion
virtual HRESULT  revokeActiveKey () =0;
/' Registered key deletion using key serial number
virtual HRESULT revokeKey (const key_serial_number_t& serNum) = 0;

//! Reads information about old format keys
virtual HRESULT  importLegacyKeysInfo(installed_keys_list_t *keysList) = 0;

R Licensing managment helper routines

/! Returns active licensing key info
virtual HRESULT  getActiveKeyInfo (key_info_t *keyInfo) = 0;

/! Returns info about installed keys alone with licensing chcking info
virtual HRESULT  getInstalledKeysInfo(check_info_list_t *checkInfo) = 0;

/1! Returns licensing key info

virtual HRESULT  getKeyFileInfo  (const string_t& fileName,
key_info_t  *keyInfo
)=0;

//! Returns info from license keys found in pointed dir
virtual HRESULT  getKeyFilesInfo (const string_t& dir,
key_info_list_t *keysList
)=0;

virtual HRESULT  checkFileSign ~ (const string_t& fileName) = 0;



virtual HRESULT

(const string_t&  fileName,
const std::string& fileSign
)=0;

validateSign

//! Returns stored system error. Meaningfull only when LIC_E_SYS_ERROR returned

virtual sys_err_code_t getStoredError

0=0;

/! Returns string description for key invalidity code

virtual HRESULT

getKeyInvalidReasonStr (key_invalid_reason_t invalidReason,
string_t *message
)=0;

}; // class CLicensingIntf

1

}; // namespace Licensing

#if defined ( MSC_VER)

#pragma warning (pop)
#endif
#endif
HassaHuve KommeHTapui
init Mpoueaypa nHnunanusaummn Gudnuotekun. [Jo BbiI3oBa aTON Npoueaypbl padoTa ¢
BMBNNoTEKON HEBO3MOXKHA.
checkActiveKey MpoBepsieT cobnogeHne NULEH3NOHHOro CornaLleHusi, ConocTaBnsst MHOpPMaLMIo O

checkKeyFile

checkKeyFiles

checkBlacklist

addKey (const string_t&
fileName)

addKey (const string_t&
filename, const char
*fileBody, size_t
fileSize)

NPUMOXEHUN C AaHHBIMU U3 aKTUBHOTO KItoya. Bo3BpallaeT NpunoXeHmo pexmm
paboTbl, COOTBETCTBYHOLLMIA STOMY KITHOMY.

MpoBepseT cobnogeHne NMUEH3NOHHOTO COrMaLLeHUsi, CONOCTaBNAA MHAOpMaLmio O
NPUMOXEHNN C YKa3aHHbIM KIo4eBbIM dhaiiniom Ha gucke. BosBpallaeT NpunoXeHuio
pexumM paboTbl 3TOro NPUNOXKEHUs, obecneynBaeMblii Npu YCTaHOBKE 3TOTO KItoya B
KauecTBe akTuBHOro. Mims knroveBoro daina AOMmKHO BbITb 334aHO0 MOHOCTbIO.

BoinonHset aHanormyHyto checkKeyFile nposepky, HO AnNs Kax4oro HaAeHHOTo B
YKa3aHHOM KaTarore nMUeH3NOoHHOro doaina. BosspallaeT npunoXeHnto
WHdOpMaLMIo Mo pesynbTaTamM NPoBEPKN Kaxkaoro daina.

MpoBepsaeT Hannudne akTUBHOIO JIMLEH3NOHHOIO KroYa B 3aaHHOM dhaiine «4epHoro
cnucka». MNpoueaypa nonyyaet obpas guckosoro daiina.

Mpouenypa perncTpaumm HOBOro SIMLEH3NOHHOTO Krtova. Koy cumthiBaeTcs
BUBnNMOTEKON NULIEH3NPOBaHNA U3 YKa3aHHOIo QUCKOBOrO darna.

Mpoueaypa permcTpaumm HOBOro NMMLEH3NMOHHOIO Kitova. Kntod nepegaetcs B Buae
obpasa guckosoro daina. ms daina nepegaetcsi 4si COXPaHEHNs! ero B
XpaHunuile GubnnoTeKkn NULIEH3NPOBAHUS N OTOBPaXKEHNS €r0 NONb30BATENIO B
CnpaBoYyHbIX Lensdx. bubnmoTteka He NbiTaeTcsa YuTaTb hainn ¢ STUM UMEHEM C AMCKa.




revokeActiveKey

revokeKey

getActiveKeylnfo

getlnstalledKeysInfo

getKeyFilelnfo

getKeyFilesInfo

checkFileSign
setBasesPaths
setAppinfo
checkKeylnMemory

checkBlacklistFile

checkBlacklist

checkKeyBlacklist

addKeyBlacklist

checkFileSign
validateSign
getStoredError

getKeylnvalidReasonStr

OTMeHSIET NCMonb30BaHUe TeKyLLEro akTUBHOTO kntoda. Ecnm npu aTom yctaHoBneH
PE3EPBHbIii KoY, €70 YCTAHOBKA aBTOMaTUYECK/ OTMEHSIETCS, Npu aTom B 6ase
3apEerncTpUpPOBaHHbIX KIto4ei cTupaeTcs UHgopmaLmst 06 aTom kritode. C aToro
MOMeHTa BUBIMoTeKa NMULIEH3NPOBAHNSI CYUTAET, YTO STOT KIKOY HUKOrAa He
perucTpupoBarncs.

OTMeHsIET NCNoNb30BaHWE NULIEH3NOHHOMO KITtoYa C yKa3aHHbIM CEPUAHBIM HOMEPOM.
Ecnun ykasaH cepuiiHblin HOMEP aKTUBHOIO KITHoYa, BbINOMHAETCH npoueaypa
revokeActiveKey.

BosBpalLaeT nonHy UHopMaLio 13 akTUBHOIO Kroya. dopmart 1 coctas
VHGopMaLy NpuBeaeH B pasgene JIuueH3noHHas nHdopmaLms, Bo3BpallaeMas
BrBNMOTEKO NULIEH3MPOBAHMS.

BosBpallaeT NonHyo MHGOoPMaLMIO U3 BCEX YCTAHOBIEHHbIX Krtodeil. dopmat u
COCTaB MHDopMaLMM NPUBEAEH B pasaene JIMUeH3noHHas HdopMaLs,
BO3BpaLlaemas GUBNMOTEKON NNLIEH3MPOBaHNS

BosBpalLaeT nonHyo NULUEH3MOHHYK MHAOPMALIMIO U3 YKa3aHHOTO KITH4EBOro
arna.

BosBpalLaeT NomnHy NMUEH3VOHHYH MHGOPMALMIO M3 BCEX KIOYeBbIX (haiinos,
HalOEeHHbIX B YKa3aHHOM kaTanore.

BbinonHseT nposepky LMGPOBOiA Noanmcm.

YCTaHaBNMBaET HOBOE 3HAYEHWE NYTU K aHTUBUPYCHLIM Gasam
3apaeT HoBoe onucaHue npoaykra

MpoBepsieT NULEH3VOHHBIN KoY, NepeaaHHblii B BuAe obpasa gaiina

MpoBepseT CepUitHbI HOMEP aKTUBHOIO NIMLEH3VUOHHOIO KIoYa Ha NPUCYTCTBIUE B
3afjaHHOM chaiine «4epHoro crnvncka»

MpoBepseT cepuiiHbIi HOMEP aKTUBHOTO MULIEH3MOHHOIO KIto4a Ha NPUCYTCTBME B
3afaHHOM baiine «4epHOro crucka». «4epHblil CnUcok» 3agaeTcs obpasom danna

MpoBepsieT cepuiiHblii HOMep 3a4aHHOTO NIMLEH3NOHHOTO KIKoYa Ha MPUCYTCTBYE B
3afjaHHOM chaiine «4epHOro Crnckas.

PervctpupyeT HOBbI NIMLIEH3VOHHBIN KK, NPOBEPSIS €r0 No 3aaaHHOMY dhaiiny
«4EePHOTrO CMUCKa».

MpoBepseT LMcpoByIO NOANUCH 3a4aHHOro darna
NpoBepsieT cooTBeTCTBUE 0Opa3Ly LMdPOBON NOANUCY 3aAaHHOTO daina
BosBpallyaeT ko nocnegHern 3anoMHEHHON CUCTEMHON OLUMGKU.

BosBpallaeT CTpoKy onvcaHus oLwmbKmM No ee Kogy.

35.3 WHrtepdbenc aoctyna K XpaHWMLLY AaHHbIX GUONMOTEKM JIMLIEH3UPOBaHUSA

#if \defined (_LIC_STORAGE_H_ )
#define _ LIC_STORAGE_H__




#if defined ( MSC_VER)
#pragma warning (disable : 4786)
#pragma once

#endif

1

#if defined ( MSC_VER)
#pragma warning (push, 4)
#endif

1

typedef int ("READ_SECURE_DATA_PROC) (char **data, unsigned int *size, void
*context);

typedef int ("WRITE_SECURE_DATA_PROC) (const char *data, unsigned int size, void
*context);

typedef struct
{

READ SECURE DATA_PROC readSecureData;
WRITE_SECURE _DATA_PROC writeSecureData;

} ILicenseStorage;

1

#if defined (. MSC_VER)

#pragma warning (pop)
#endif

#endif

HassaHuve KommeHTapui

READ_SECURE_DATA_PROC | YkasaTtenb Ha (pyHKUMIO, BO3BpALL@IOLLYIO AaHHbIE U3 XpaHunuwa
BubnmoTekn nuueHanpoBaHus. Namatb nog AaHHbIE BbIAENSETCA 3TON
doyHKUMEN C noMOLLbO YHKLMKM CTaHaapTHon GubnuoTekm C malloc,
ocoboxgaeTcs bubnuoTekon nuUEeH3npoBaHmns. BosspallaeT KonnyecTso
NpoYMTaHHbIX 6alT UMK oTpULaTENBHOE YUCHIO B Cry4Yae BO3HUKHOBEHUS
OLLINOKM.

WRITE_SECURE_DATA_PROC | YkasaTenb Ha (yHKLMIO, 3anuUcbiBaloLLYI0 AaHHble B XpaHunuLe 6ubnuoteku
nmueHsmposaHus. NamaTb ocBoboxaaeTcs camon GubnmoTekon
nuueHsnposaHusi. BosspallaeT Konm4ecTBO 3anncaHHbIX 6anT nnm
oTpuLaTeNbHOE YMCHO B Cry4Yae BO3HUKHOBEHUS OLLMOKN.




354 JlnueHanoHHas uHcpopmaLms, Bo3BpaLLaemMas OMGIMOTEKON NIULIEH3UPOBaHUSA

struct key_info_t

{

dword_t keyVer; //'< key file structure version

date_t keyCreationDate; //'< key file creation date
key_serial_number_t keySerNum; //'< key file serial number

key_type_t keyType; //'< key type (commercial, trial, ...)
dword_t keyLifeSpan; //'< key validity period since installation (days)
date_t keyExpDate; //'< key limit validity period (days)
dword_t licenseCount; //'< license number (key ver 1-3)
string_t productName; //'< product name

dword_t appld; //'< application name

dword_t productld; //'< product id

string_t productVer; //'< major product version
licensed_object_list_t licensedObjLst; //'< licensed objects with license count
string_t licenselnfo; //'< descriptional license info

string_t supportInfo; //!< support company properties
dword_t marketSector; //!< market sector
components_level_list_t compFuncLevel; //!< components functionality levels list
string_t customer_info; /1< customer info

|5

35.5 WHdopmaums o npunoxeHun
#if !defined (__ APPINFO_STRUCT H_ )

#define __ APPINFO_STRUCT_H__

#define uint unsigned int

/I Component description

typedef struct
{
uint componentld; /I component id
uint funcLevel, /I component functionality level

} _component_info_t;

// Components list
typedef struct

{

uint componentsNumber; // number of list elements
_component_info_t *componentList; // pointer to components info vector
} _component_list_t;

// Product description
typedef struct
{
uint prodld; / product id
char *prodName; // product name

char *prodMajorVer;  // product major version



uint publicKeyld; // publick key id
} _product_info_t;

// Products list
typedef struct
{
uint productsNumber; // number of list elements
_product_info_t *productsList;  // pointer to products info vector
} _product_list_t;

// Public key GUID description

typedef struct
{
uint ID;
char *account; // developer account
char *devGUID; // developer id
char *pubStrl;
char *pubStr2;
char *pubStr3;
char *pubStr4;
} _pub_key_info_t;
// GUIDs list
typedef struct
{
uint GUID_number; // number of list elements

_pub_key_info_t *GUID_list; /I pointer to GUIDs info vector
} _pub_key_info_list_t;

// Old application compatibility information

typedef struct
{
uint appld; /[ application id
char *appName; /I application name

} _app_compat_info_t;

// Old application compatibility list

typedef struct

{
uint appsNumber; /[ number of list elements
_app_compat_info_t *appsList; // Compatible applications list

} _app_compat_list_t;

typedef struct

{
unsigned int year;
unsigned int month;
unsigned int day;

} _date_t;

typedef enum

{



aitUnknown = 0,

aitApplicationInfo,

aitComponentInfo
} _app_info_type_t;

/I Component functionality level bit mask in particular app context
typedef struct
{
uint  appld; // 1d of application, which can contain component
uint funcLevelMask; /I component functionality level bit mask for this app
} _app_component_info_t;

typedef struct
{

uint appsNumber;  // number of list elements
_app_component_info_t *list;
} _app_component_list_t;

/I Application info

typedef struct
{
char *description;  // "Kaspersky lab application info"
uint appInfoVer;  // application info structure version
_date_t appInfoDate; // application info creation date
_app_info_type_t  infoType; /I application info type (app or component)
uint id ; /Il app or component id
char *name; /[ app or componet name
char *ver; /[ app or componet version
int isRelease;  // 0 - beta, not O - release
_component_list_ t  compList; // components list (app only)
_app_component_list_t appList; // applications list (component only)

_product_list_t productList;  // products list

_pub_key_info_list_t GUID_list;  // public key GUIDs list
_app_compat_list_t appCompatList; //old applications compatibility info
} _app_info_t;

#endif

35.6 WHTtepdenc oMbnmotekmn NULEH3NMPOBaHUs Ha Asblke C

#if \defined (_ LICENSING_POLICY_C_INTF H_)
#define _ LICENSING_POLICY_C_INTF H__

#if defined (. MSC_VER)
// disable warning 4786
// 'identifier' : identifier was truncated to 'number' characters in the
// debug information



#pragma warning (disable : 4786)
#pragma once
#endif

#include <lic_storage_intf.h>
#include <err_defs.h>
#include <appinfo_struct.h>

#if defined (. MSC_VER)
#pragma warning (push, 4)
#endif

#if defined (__cplusplus)
extern "C"

{
#endif

/* */

typedef unsigned int _dword_t;
typedef struct
{
unsigned int day;
unsigned int month;
unsigned int year;
} _date_t_;

typedef struct

{
_dword_t memberld;
_dword_t appld;
_dword_t serNum;

} _key_serial_number_t;

typedef struct

{

_dword_t objld;
_dword_t licenseNumber;
} _licensed_object_t;

typedef struct
{
_dword_t size;
_licensed_object_t *vector;
} _licensed_obj_list_t;

typedef struct
{

_dword_t componentld;
_dword_t funclevel;
} _component_level_t;



typedef struct
{
_dword_t size;
_component_level_t *vector;
} _components_level_list_t;

/! Possible key invalidity reason

typedef enum

{
kirUnknown =0,
kirValid,
kirExpired,
kirCorrupted,
kirNotSigned,
kirWrongProduct,
kirNotFound,
kirBlackL isted,
kirTrialAlredyUsed,
kirlllegalBaseUpdate

} _key_invalid_reason_t;

typedef enum

{
ktUnknown =0,
ktBeta,
ktTrial,
ktTest,
ktOEM,
ktCommercial

} _key_type_t;

typedef enum

{
flUnknown = 0,
fINoFeatures,
fINoUpdates,
fIFullFunctionality

} _functionality_level_t;

/I Checking modes

typedef enum
{
cmUnknown =0,
cmFullCheck =1, //'< Do bases update checking using kavset.xml
//'< and key serial number checking against black.lst
cmKeyOnly =2 /I'< Check key against system date only

} _checking_modes_t;

typedef struct
{

_dword_t keyVer; //'< key file structure version



_date_t keyCreationDate; //!< key file creation date

_key_serial_number_t keySerNum; //'< key file serial number
_key_type_t keyType; //'< key type (commercial, trial, ...)
_dword_t keyLifeSpan;  //!< key validity period since installation (days)
_date_t keyExpDate; //'< key limit validity period (days)
_dword_t licenseCount;  //!< license number (key ver 1-3)
_TCHAR* productName;  //!< product name
_dword_t appld; //'< application name
_dword_t productld; //'< product id
_TCHAR* productVer; //'< major product version
_licensed_obj_list_t licensedObjLst; //!< licensed objects with license count
_TCHAR* licenselnfo;  //!< descriptional license info
_TCHAR* supportlnfo;  //!< support company properties
_dword_t marketSector;  //!< market sector
_components_level_list t compFuncLevel; //!< components functionality levels list
_TCHAR* customer_info; //!< customer info

} _key_info_t;

/! Licensing key checking results

typedef struct

{
_TCHAR* keyFileName; //'< Key file name (without path)
_key_info_t* keyInfo; //'< Info from key file
_key_invalid_reason_t invalidReason;  //!< Key invalidity reason (or kirValid)
_date_t keyExpirationDate; //!< Key expiration date
_date_t appLicenseExpDate; //!< App license expiration date
_dword_t daysTillExpiration; //!< Days left till app expiration day
_functionality_level t funcLevel; //'< Application functionality level provided by this key
unsigned int componentFuncBitMask;//!< Component functionality level bit mask

} _check_info_t;

typedef struct

{

unsigned int ~ size;
_key_info_t *vector;
} _key_info_list_t;

typedef struct

{

unsigned int ~ size;
_check_info_t *vector;
} _check_info_list_t;

typedef struct

{

_key_serial_number_t keySerialNumber;
_key_invalid_reason_t invalidReason;
_date_t keyExpDate;

int isActiveKey;

} _light_check_info_t;

typedef struct



{

unsigned int size;
_light_check_info_t *vector;
} _light_check_info_list_t;

typedef struct
{
unsigned int  size;
char *Image;
} _key_file_image_t;

typedef struct
{
unsigned int size;
_key_file_image_t *vector;
} _key_file_img list_t;

1
HRESULT  init (ILicenseStorage  *licenseStorage,
_app_info_t *applnfo,
const _TCHAR *basePath,
_checking_modes_t checkMode
);
I e Licensing checking routines

/! Checks application licensing mode against active key
HRESULT  checkActiveKey  (_check_info_t *pCheckInfo);
/! Checks key file and installes it if the key is new
HRESULT  checkKeyAndlInstall (const TCHAR *fileName,
char *fileBody,
unsigned int  fileSize,
_check_info_t *checkInfo
);
/! Checks key presented as file image
HRESULT  checkKeyInMemory (const _TCHAR *fileName,
char *fileBody,
unsigned int fileSize,
_check_info_t *checkInfo
);
/! Returns licensing checking info for pointed key file
HRESULT  checkKeyFile (const_TCHAR *keyFileName,
_app_info_t *applnfo,
_check_info_t *checkInfo
);
//! Returns licensing checking info for key files found in pointed location
HRESULT  checkKeyFiles (const _TCHAR *dir,
_check_info_list_t *checkList
);



/! Checks if active key serial number found in provided black list
HRESULT  checkBlacklist (const _"TCHAR *blackList,
size t size

);

//#if defined (__ MWERKS_ )

HRESULT syncKeys (const _key_file_img_list_t *keyFilesList,

_light_check_info_list_t *keysCheckInfo,
_date_t *appLicExpDate,
_functionality_level_t *funcLevel
);

/Htendif

R Licensing managment routines

//! New key registration

HRESULT  addKey (const _TCHAR  *fileName,
_TCHAR *fileBody,
size t fileSize
)i

/! Active key deletion

HRESULT  revokeActiveKey ();

/! Registered key deletion using key serial number

HRESULT  revokeKey (const _key_serial_number_t *serNum);

I e Licensing managment helper routines

/! Returns active licensing key info
HRESULT  getActiveKeyInfo (_key_info_t *keyInfo);

/! Returns installed keys info alone with licensing checking info
HRESULT  getlnstalledKeysInfo (_check_info_list_t *checklInfo);

/! Returns licensing key info

HRESULT  getKeyFileInfo (const_TCHAR *fileName,
_key_info_t  *keylnfo
);

//! Returns info from license keys found in pointed dir
HRESULT  getKeyFilesInfo (const _TCHAR  *dir,
_key_info_list_t *keysList
);

HRESULT  getKeyInfo (const char *fileBody,
size_t fileSize,
_key_info_t *keyInfo
);



/! Frees memory allocated for key_info_t structure members
HRESULT  freeKeylnfo (_key_info_t *keylInfo);

/' Frees memory allocated for key_info_list_t structure members
HRESULT  freeKeysInfo _key_info_list_t *keysInfo) ;

/! Frees memory allocated for check_info_t structure members
HRESULT  freeChecklnfo  (_check info_t *checklInfo);

/' Frees memory allocated for check_info_list_t structure members
HRESULT  freeCheckInfoList (_check_info_list_t *checkInfo);

/! Frees memory allocated for _light_check_info_list_t structure members
HRESULT  freeLightCheckInfoList
(_light_check_info_list_t *checkInfoList);

HRESULT  checkFileSign (const _TCHAR *fileName);

1

#if defined (__cplusplus)
}; // extern "C"
#endif

#if defined ( MSC_VER)

#pragma warning (pop)
#endif

#endif



