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1.1

O6Lwwne cBeaeHns

O nporpamme

AHTVBMpPYCHaa yTunuTta AVZ ABISETCA MHCTPYMEHTOM /15 UCCNEeLOBaHUA U
BOCCTaHOBJ/IEHUS CUCTEMBI, U NpefHa3HayeHa 415 aBTOMaTUYeCKOro Uan py4yHoro rnouncka un
yLaNeHns:
SpyWare, AdvWare nporpamm 1 Mogynei (370 04HO U3 OCHOBHbIX Ha3HauYeHWI
YTUNATBI);
PYTKUTOB 1 BPeLOHOCHbIX MPOrpaMmM, MacKUpYHLLMX CBOU MPOLLECChI
CeTeBbIX 1 NOYTOBbIX YEPBEIA;
TposHCKMX nporpamMm (BK/OYast BCe MX Pa3HOBUAHOCTU, B YaCTHOCTU Trojan-PSW,
Trojan-Downloader, Trojan-Spy) n Backdoor (nporpamm fns CKpbITHOIO YAafieHHOro
yrpaBsneHnsi KOMMbIOTEPOM);
TposHCKMX nporpamMmM-3BoHW/IOK (Dialer, Trojan.Dialer, Porn-Dialer);
KnaBmaTypHbIX LUMNMOHOB M NPOYMX NMPOrpaMm, KOTOpble MOTYT NMPUMEHSATLCA 415
CNIEXEHWA 3a M0/b30BaTeNeM;

Ytunuta AVZ 3apeructpupoaHa B Poccuiickom OTpacnesom ®oHae AnroputMos u
Mporpamm, Homep ceugetensctea OPAIl 6427, kog ECIA .52038851.00116-01.
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YTnnuta aBnsetca npsaMbIM aHanorom nporpamm Trojan Hunter n LavaSoft Ad-aware 6.
MepBMYHOI 3aaa4elt Nporpammbl ABnseTca yaaneHme AdWare, SpyWare 1 TPOSHCKUX
nporpamm.

Cpasy crneflyeT OTMETUTb, YTO Nporpammbl Kateropuii SpyWare, AdWare no
OnpeaeNieHnIo He ABNAKTCA BUpYycaMy UM TPOAHCKMMU nporpammamn. OHK LUMUOHAT 3a
MosIb30BaTEeNIEM U 3arpy>KaroT MH(OPMaLMIO U NPOrpamMMHbIA KOZ, Ha MOPaXKEHHbIA
KOMIMbOTEP B OCHOBHOM 13 MapKETUHIOBbIX COOOPaXKeHWiA (T.e. nepefaBaemas

NH OPMaLMS He COLEPXKUT KPUTUYECKUX AaHHbIX — Naposieil, HOMePOB KpeaMTHbIX KapT
N T.N., & 3arpy>kaeMas MHpopmaums ABISeTCA pekiamoin unm o6HoBneHNaMKM). OfHaKo
0YeHb 4acTo rpaHb Mexkay SpyWare 1 TPOSHCKOM NPorpamMmmMoit 40CTaTOuHO YCI0BHA U
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TOYHasA KnaccumKkaumsa saTpygHUTebHa. Mos METOAMKA KnacCUprKauum n Kputepum
onucaHbl B JaHHOM CrpaBoYHOl cucTeme. JONONHUTENbHYO UHDOPMaLMIO O
BPEAOHOCHbIX MPOrpaMmMax MOXHO HainTh B Moeli KHure "Rootkits, SpyWare/AdWare,
Keyloggers & BackDoors. O6Hapy»eHve 1 3awmTa’”

Oco6eHHOCTbIO Nporpammbl AVZ SBASETCS BO3MOXHOCTb HACTPOWMKM peakLmn
NPOrpaMmbl Ha KXy 13 KaTeropuin BpeJOHOCHbLIX NPOrpaMMbl — HarnpuMep, MOXHO
3a/1aTb PEXMM YHUUTOXKEHWS HAREHHbIX BUPYCOB M TPOSAHCKUX MPOrpamm, HO
3abnokmpoBaTh yaaneHme AdWare.

[pyroii 0co6eHHOCTbI0 AVZ ABNAKOTCA MHOTOYUCIEHHbIE 9BPUCTUYECKIME NPOBEPKM
CUCTEMbI, He OCHOBaHHbIEe Ha MeXaHW13Me NMouncka rno curHatypam — ato novck RootKit,
KnaBMaTypHbIX LUMWOHOB, pa3ninyHbIX Backdoor no 6a3e Tunosbix noptos TCP/UDP.
Mofo6Hble METOAbI NOMCKA MO3BOMAT HAXOANTL HOBbIE PA3HOBUAHOCTU BPELOHOCHbIX
nporpaMm.

Kpome TMNOBOro 415 Nporpamm faHHOro Kiacca novcka ¢aiinos no curHatypam B AVZ
BCTpoeHa 6a3a ¢ LM(POBbIMU MNOANUCAMM LECATKOB ThICAY CUCTEMHbIX (DaAN0B.
MprMeHeHWe AaHHOR 6a3bl NO3BONSET YMEHbLUNTL KOMYECTBO NIOXHbIX cpabaTbiBaHWi
3BPUCTUKM 1 NO3BOSISET peLlaTh pag 3ajad. B yacTHOCTK, B cUCTEMeE MomcKa (haiinoBs ecTb
(UNbLTP 4NA UCKHOYEHNS N3BECTHbIX (halifoB U3 pe3ynbTaToB MOWCKA, B AucreTyepe
3anyLeHHbIX MPOLLECCOB M HaCTPOeK SPI Npon3BOANTCA LiBETOBOE Bble/leHMe N3BECTHBIX
npoLeccos, Npu fo6asneHMn (HainoB B KapaHTUH NPOU3BOAUTCS 6/TI0KMPOBKa
n06aBNeHns N3BECTHLIX AVZ 6e30nacHbIX (alinos.

Kak nokasana mosi npakTrka, 04eHb YacTo nporpamma Tuna SpyWare MOXeT 6bITb
KnaccuguumposaHa kak AdWare 1 Hao6opoT (MPUYMHBI NPOCTLI — LieNbHo LUMNMOHaXa B
OONbLUMHCTBE CyYaeB ABAETCA LieieBas peknama). [ Takmx cny4vaes B CBOEN
KaccugmkaLmm 5 Been 0006LLAIOLLYHO KaTeroputo Spy, Kotopas rpy6o Moxet
TpakToBaTbcs kak AdWare+SpyWare. TepMyH Spy NepeBOAMTCA KaK «LLMUOH», «TaliHbIN
areHT», «CNeanTb», «NOArNAAbIBaTb», «COBATb HOC B YyXXMe Aena». ATOT TePMUH
[,0CTaTOYHO XOPOLLO MOAXOAMT K MporpaMmamM nogo6Horo Knacca.

OrpaHnyeHusa nporpammbl:

1. T.K. yTunuTa Hanpas/ieHa B MepByto ovepefb Ha 60pbby ¢ SpyWare n AdWare
MOLY/ISIMW, 1 B HACTOSLLMIA MOMEHT OHa He MOAAePXXMBAET MPOBEPKY apXMBOB
HEeKOTOpbIX TUMOB, PE yNakoBLUMKOB 1 AOKYMeEHTOB. ns 60pbbbl CO SpyWare B 3TOM
MPOCTO HET HaobHOCTU. TeM He MeHee, YTUNNTA COBEPLLEHCTBYETCA U MOSABNEHWE
NoA06HbIX DYHKLMIA NIaHNPpYeTCs;

2. YTunuta He NIe4nT NporpamMmbl, 3aparkeHHble KOMMbIOTEPHbLIMY Bupycamu. [ns
KayeCTBEHHOI0 N KOPPEKTHOIO JIeYeHWs 3apaXXeHHO NporpaMMbl HEO6X0AMMbI
CreLmann3npoBaHHble aHTUBMPYChI (Hanpumep, aHTuBMpyc Kacnepckoro, DrWeb,
Norton Antivirus, Panda 1 1.n.). [lenatb He4TO NOX0Xee Ha HUX (M306peTas TeM CambiM
BE/IOCUMEA) Y MEHS HET HUKAKOIO YXeflaHus, TeM 60/iee YTO BMPYChbl TaKOro poja
BCTPeYaroTCa BCE pexe.
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1.2  JlInyeH3noHHOe cornalleHuve

1. Bce aBTOpCKMe NpaBa Ha nporpaMMy npuHagaexar ee aTopy - 3aiuesy Onery (
http://z-oleg.com/secur).;

2. [aHHas Bepcua pacnpocTpaHsaeTca 6ecniaTHO 1 npegHasHavyeHa 4719 HEKOMMEPYECKOro
NPUMEHEHUS;

3. ABTOp ocTaBnsieT 3a co60i NpaBo OTMEHUTbL AENCTBME AAHHON NUUEH3UW ANs 6o 13
cnegyrowmx sepcuii AVZ;

4. AVZ pacnpocTtpaHsieTcs cB060AHO, NPU YC/I0BMK, YTO HACTOAWMIA  ANCTPUBYTMB HE N3MEHEH.
Hun ogHO YacTHOe /MU0 UM opraHu3auus He MOXeT 6paTb nnarty 3a pacnpoctpaHeHue AVZ
6e3 NMCbMEHHOro paspeLleHna asTopa.

5. Ytunuta AVZ noctasnsieTcs no npuHuuny "AS IS" ("kak ecTb"). Hukakve rapaHTum He
npunaralTcsa U He NpegycmaTpusaloTcs. Bbl ncnonb3yete gaHHOe NporpaMMHoe
obecneyeHne Ha CBOI CTpax U puck. ABTOp nporpaMmbl He 6yeT OTBeYaTb HU 3a Kakune
noTepu UIN UCKaXKEHUA AaHHbIX, HapyLleHns paboToCcnoco6HOCTY APpYrUX NporpamMmm v
CUCTEMbI, a TaKxKe 3a NIy YNyLLEeHHYI0 BbIro4y B MpoLecce UCMNonNb30BaHNAa Unm
HenpasUIbHOTO UCNOJ1b30BaHWA AAHHOTO NPOrpaMmMHoOro npogykra. o ymonyaHuio ytunuta
paboTaeT B aHa/IMTUYECKOM PeXUMe U HUYEro He USMEHSIET B NPOBEPSEMONi CUCTeME.
PelueHne 0 BKIOYEHUY pexumMa fleYeHns NPYHUMAETCA CaMUM MoJ1b30BaTeNneMm;

6. Bbl He MOXeTe ucnosb3oBaTb, KOMMPOBaTb, 3IMyNMPOBAaTb, CO34aBaTb HOBble Bepcuw,
cfiaBaTtb B HAeM UNn apeHay, npojasatb, U3MEHATb, EKOMMNUIMPOBATb,

Ansaccem6mpoBarb, U3ydaTb KO Nporpammbl ApyruMm cnocobamu u Ucnosib3oBaTb
nporpaMmy u ee KOMMOHEHTbI Haye, YeM OnpesesieHO HACTOALWNM NINLEH3VOHHbBIM
cornatweHveM. /lloboe Takoe HesnerasbHOe UCMoJb30BaHWe O3HaYaeT aBToMaTuyeckoe u
HeMen/IeHHOe npekpalleHe AeNCTBUS HACTOSALLErO CornalleHns 1 MOXeT npecsiefoBaTbcs no
3aKOHY.

7. Bce npaBa, He npepgocTaBneHHble 3[eCb SBHO, COXPaHATCA 3a aBTOPOM.

8. YcraHoBKa M Ucnosb3oBaHve AVZ 03HayaeT, YTO Bbl NMOHMMAETE MOJIOXKEHUA HACTOALLEro
JIMLEH3MOHHOr0 CorfialleHus U CornacHbl C HUMW.

9. Ecnu noyemy-nnbo Bbl HE COrMIACHbI C 3TUM JIMLEH3NOHHBIM corflalleHnem, Bam Heo6xoaumo
yaanuTb ainnbl auctpmbytmea AVZ C BalMX YCTPONCTB XpaHeHus uHdopmauum un
NpeKpaTUTb NCMONb30BaHNE YTUNUTDI.

1.3 NHcTannayms n cucteMHble TpeboBaHUA

AHTUBMPYCHas yTuamTa AVZ He TpebyeT nHcTannsuum Ha MK (y Tekylieli Bepcumn B KOMMNIEKTE
HeT UHCTaUIATOpa Y AEUHCTA/I/IATOPA - B HUX NPOCTO HET HagobHoCTH). EcTecTBEeHHO, He
TpebyeTca N AeUHCTaIALMS.

EAnHCTBEHHO TpeboBaHve 19 HOPMaSIbHOTO (PYHKLMOHUPOBaHUSA YTUNTLI - pa3MellieHne 6a3 ¢
onvcaHMeMm BUPYCOB (OHU UMEIT paclumpeHue *.avz) B nogkatanore BASE yTuiunTol.
AHTUBMPYCHasA yTuamTa AVZ npu BbIKNIOYEHHOM SledyeHn (3TO pexxvM Mo ymosiyaHuio) B npouecce
paboTbl HUYETO HE N3MEHSIET B HACTPOLiKaxX CUCTEMbI U peecTpe, He YCTaHaB/IMBAaET U He yaanseT
k1accbl U 6UBIMOTEKN, NOITOMY NPOBEPKA KOMIMbIOTEPA MPU BbIK/THOYEHHOM JIeYeHNU He
okasbiBaeT Ha MK 1 onepawumoHHy0 CUCTEMY HMKAKOro BO34eNCTBMA. EAVNHCTBEHHbIM
N3MeHeHVeM, BHOCMMbIM Ha BpeMs paboTbl B KOHAIUIypaLuuio KOMNbIoTepa, ABMSETCA 3arpyska
ApainBepa AVZ.SYS, KOTOpbIi Ha BpeMS NPOBEPKU konupyeTcs B katastor Driver n yaansercs
nocrie 3aBepLUeHns NpoBepky. ITOT ApaliBep yCTaHAB/IMBAETCS U 3arpyxaeTcs TONbKO nNpu
BK/IIOYEHHOM PEeXMME NMoucKa PYTKUTOB.

PaboTta yTunnTbl B pexvmMe fieyeHns BHOCUT U3MEHEHMS - B 3TOM cnyyae ¢ MK yaansawTcs
Hal4eHHble BpefOHOCHbIE NporpamMmbl 1 (B psfe Ciyyaes) COnyTCTBYHOLLAA UM MHhopmauus
(kntoun peectpa, APbIKA K T.N.)

AHTUBMPYCHas yTunuTa AVZ He BbIgBUraeT 0cobbiX CUCTEMHbIX TPEGOBaHWIA - ee
pa60ToCcnoco6HOCTL NPOBEPEHA HAa COTHSX KOMMBIOTEPOB C ONepaLyoHHO cuctemoit WOx,
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Windows NT, 2000 Professional n Server, XP Home Edition n XP Professional (SP1, SP2),
Windows 2003 (SP1), Windows Vista. TexHonorum AVZPM, AVZGuard, BootCleaner He
noagepxmeatotca B Win 9x 1 B 64-bit Bepcusix onepaymoHHbix cuctem XP/Vista.

AHTMBUPYCHaA yTunmTa AVZ He obMeHuBaeTcsl MHpopmMaumeli ¢ ceTblo U VIHTepHeT (He nepegaeT
N HE NPUHUMAET AaHHble, He NPOCNYLUNBAET MOPTLI), NO3TOMY A/18 ee 3KCcnayataumm He
TpebyeTcsa gononHuTebHasi HacTpoiika Firewall. VickniouyeHuem siBnsieTcs obHoBAeHne AV 6a3,
KOTOpOe 3anyckaeTcs N0 KOMaHAe Nosb3oBaTens - 4nasi 06HoBAeHMA 6a3 AVZ obpallaeTcs K
yKka3aHHOMY B HacTpoiike cality no nopTy 80 ¢ ucnosnb3osaHvem npotokosa HTTP.

B cnyyae Heo6X0AMMOCTI MOXHO NPOM3BECTU NPUHYAUTENBHOE YaasIeHNe KITHoUel peecTpa 1
thaiinos, koTopble AVZ MOT CO34aTb Ha AWUCKE, YTO IKBMBASIEHTHO €r0 AENHCTaINALMA - AN1st 3TOTO
cneflyeT BOCMO/b30BATLCA MUKPONPOrpamMmmoit Homep 6 B pasaesne CTaHAAPTHbIE CKPUMThI| 631 UIn
BbINO/IHATb CKPUMT:

begin
ExecuteStdScr(6);
end.

1.4  CrpyKTypa nanok nporpamMmmsbl

Ytunuta AVZ MOXET yCTaHaBNMBaTLCA B 060 Manky, HO 4/19 OnpeAenieHHOCTH
Oyfem cumnTath, YTO 3TO Marka ¢ umeHem AVZ.
CTpyKTypa nanok:
AVZ
Base ba3bl AVZ ¢ onvcaHusMU BpeOHOCHbIX MPorpaMmM U METOANK UX
neyeHuns. 3arpyXeHHble 06HOBNEHMS HE0OX0AMMO NOMeLLaTb UMEHHO B 3Ty Manky
Backup Manka c pe3epBHbLIMU KONMUAMU KPUTUYECKUX HACTPOEK
cucTeMbl. PesepBHble KONUK CO34at0TCA aBTOMATUYECKN B NMPOLLECCe IeYeHns 1
BOCCTaHOB/IEHUS CUCTEMbI U/IN BbINONHAKTCA MO KOMaH/e nosb3osartend. MNanka
COAEPXUT nogkatanorn ¢ uMmeHamu suga «F Trr-MM-A40», rae I'TTT —rog, MM —
mecay, A — feHb.
Infected Manka ¢ KonmaMW yaaneHHbIX BPeLOHOCHbIX 00bEKTOB
Quarantine KapaHTUH — nanka ¢ KonusMun Nogo3puTe/ibHbIX 06bEKTOB
Manku Infected n Quarantine BHYTpW cofiepXXaT NoAKatasory ¢ UMeHamu Buga
«TTT-MM-O0», rpe I'TTT —roa, MM — mecay, A — feHb. Takaa opraHusaumsa
CYLLECTBEHHO YMPOLLAET Noc/eAyoLyto paboTy ¢ 3TMMK nankamu (B YaCTHOCTH,
YMpPOLLAeTCs X 04YMCTKA M MPOCMOTP).

Ha 3ameTKy:

Mankn Infected n Quarantine MOryT 6bITb NEPEMELLEHbI B /L0001 KaTasior ¢ NOMOLLbHO Kova
KoMaH/Hol cTpoku QuarantineBaseFolder| 96

1.5 TexHunyeckaa nognepxka

HecmoTps Ha To, uTo yTunuTa AVZ saensietca 6ecnnatHoli NporpaMMon, Y Hee NMMeeTCs TeXHUYeckast
NoALepXKa No 3/1EKTPOHHON noyTe:

avz@z-oleg.com - no 3aTomy agpecy Bbl MOXeTe 3aaTh BONPOCkl N0 paboTe nNporpaMMbl, COOGLNTE
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1.6

06 owmnbkax unm npucnatb NpesokeHns no yCoBepLLEHCTBOBAHNIO NPOrpaMmMbl U METOAUK ee
paboThbl;

newvirus@z-oleqg.com - Ha 3TOT aApec c/aedyeT npucbinaTtb HegeTekTupyembie AVZ Bupychl /
npoTokonbl AVZ / nogo3spuTtenbHble daiinibl ANs NpoBepKy (OTnpaBka NoJo3puTeNIbHOT0 06bekTa
[OJ/DKHA MPON3BOANTLCS B apXMBE C NapOsiEM).

Virusinfo.Info - B 3TOI KOHYEPEHLMM BUPYCONOrOB €CTb pa3gen "lMomornte", B KOTOPOM MOXHO
onucatb CBOI NpobaemMy U NPUNOXKUTL NPOTOKO UCCNefoBaHus cuctembl AVZ (NogpobHOCTM
3anpoca noMoLu onucaHbl B NpaBuiax gaHHoW koHhbepeHuun). AVZ B 4aCTHOCTM 0ByvaeTcs no
HaAeHHbIM B AaHHOI KOHhbepeHLUun BpeA0HOCHbIM NporpaMmmMam, aHasin3 npoTOKOS10B U
hopMuMpoBaHre pekoMeHdaL il MPONCXOANT AOCTATOYHO OMNepPaTUBHO - B BO/LLUNHCTBE CNyYyaeB
npobaemy ygaetcs pewntb B AeTb 06palleHns 3a nomollblo. C noMoLlpto cepeuca "lMpucnatb
yncTbie danbl" AaHHOro calita MOXHO NpucnaTb apxmB C YACTbIMK hainnammn ans 6asbl
6e3onacHbix AVZ, a B pasaene "Beta TecTupoBaHme" naet 06cyxaeHne HoBbIX Bepcuiit AVZ n
npeanoxeHnii No ero gopaboTke.

Mo agpecy http://www.z-oleg.com/secur/avz/report.php pacnosoxeHa opma, Npu NOMOLLM KOTOPOVA
MOXHO COO6LMTL 06 OLWINBKE, BO3HMKAIOLLEN B Npolecce paboTtbl ¢ AVZ. CnegyeT NOHMMaTb, YTo
ob6paueHre yepe3z WEB dhopMy aHOHUMHO M pEKOMEHAYETCHA NPUMEHATL €€ AJ/18 panopToB 06
owmnbkax. HeT cmbicna 3agaBaTtb Yepe3 3Ty (hopMy BOMPOCHI, HE yKka3aB NapamMeTpbl 06paTHO
CBS3M

Mo agpecy http://www.z-oleg.com/secur/avz/uploadvir.php pacnonoxeH cepsuc, NpeaHa3HavYeHHbIl
4Ns oTNpaBKky NOA03PUTENbHBIX (PhaiinoB ANa aHanns3a 1 BPeAOHOCHbLIX NPOrpamMm, KOTopble He
petekTupytotes AVZ ansa nx BrkIYeHUs B 6asbl

Mpu HanucaHun NMcbMa XenaTeslbHO YeTKO chopMyIMpoBaTb TEMY NUCbMA, KPaTKO U TOYHO
N3N0XUTb CyTb NPOG/IEMbI, NOXenaHnsa unu sonpoca. OT aToro 6yaeT 3aBNCeTb BPEMS peakuuy Ha
NMCbMO (CornacuTech, 3arosioBoK "Moao3puTeNbHbIN 06BLEKT A1 NPOBEPKN” ropasio
nHpopmaTusHee, yem "Cnacute !", "lMomorute”, "SOS" 1 T.n.). ECnn Bbl Npucbinaete
noAo03puTENbHbIN 06BLEKT, 0 KOTOPOM Y Bac ecTb MHpopmauums (Hanpumep, AVZ 3anofo3pus HEKYHo
DLL kak KnaBuaTypHbIli LUNMOH, a Bbl 3HaeTe, 4TO OHa ABNSAETCSH KOMNOHEHTOM NPorpaMmmbl X) -
NoXanyncra, yKaxuTe ee - 3TO yNpoCTUT U YCKOPUT aHasn3.

Mpwn HanncaHMn NMCbMa XenatenbHO NPUAEPKMBATLCA CNeayoWnX NpasBus:

1. Co3gaBatb NUCbMa € MH(POPMAaTMBHLIMU 3arofIoBKaMu. 3TO YNPOCTUT aHa/IM3 1 YCKOPUT BpeMms
peakumn. Hanpumep "Moao3putensHblii ainn (cpabatbiBaHne aHTVKennorrepa)” uam "rogospexHue
Ha RootKit" - kyga nHcopmaTuBHee, Yem 3aronoskun Tuna "SOS", "Cnacute", "Momornte", "Kapayn",
"oT Bacu lNMynknHa" n T.10.

2. B TekcTe nucbMa XxenartenbHo ykasartb:

2.1 Bepcuto onepaunoHHOol CUCTEMbI

2.2 Kpatkyto hopMynnpoBKy Npo6siemMsl (T.€. UTO 1 rae 06HapYXnUnoch, rae, Kakme CUMNTOMbI)
2.3 XXenaresnbHO NpuIoXKnTb NPOTOKON AVZ 1 pesy/bTaTbl UCCNef0BaHNA CUCTEMbI
(Paiin/ccnepgoBaHne CUCTEMBI)

3. B cnyyae, ecnu nogo3sputesnbHble dhainbl B apxmMBe 3aHMMaKT 60bLLOR 06beMm (6onee 1-2 MB), To
Heobxo4MMO NpeaBapuTesIbHO NpUCAaTh NMMCbMO C ONUcCaHMeM NPo6eMbl, NPOTOKOIAMA 1
yKazaHneM pasmepa nofo3puTesibHbIX hainnos.

Ha3HaueHune nporpamMmmbl

Ha3HauyeHnem nporpamMmMbl AB/IAETCA:
AV 6a3a. [o3BonseT gnarHocTmpoBatb U3BecTHble AVZ malware-nporpammbl 1 yAaNTb UX.
YpaneHue npegnonaraeT aBTOMaTUYECKY0 3a4UCTKY KPUTUYHBIX 4715 paboTbl CUCTEMbI CNESOB
BPEA0HOCHO nporpamMbl B peectpe 1 INI dpaiinax. B aTom niaHe ygo6Ho npumeHaTs AVZ ans
3KCMPEeCC-3a4nCTKN 3apaXKeHHOro KOMNbIOTEPa Nepes NpMMeHeHeM "Tsxenon aptuanepun” -
YCTaHOBK/ MOLLIHOTO aHTUBUPYCHOIO NakeTa U NPOBEeAEHNE CKaHUPOBaHNSA C ero nomoLblo. CkaHep
MOXET NPOBEPATb apXMBbl PACNPOCTPAHEHHbIX TUNOB, (dalinbl 3/IEKTPOHHON NoYThl, NOTOkM NTFS.
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AV cKaHep MOXeT UHTerpupoBaTbcs ¢ TheBat npyu nomowy nnarmHa. bassl AVZ o6HoBAsAOTCA
exenHeBHO.

OnepaTnBHOE aBTOMATUYECKOE UCC/e0BaHe KOMMboTepal 571 ¢ (hopMMpoBaHNeM NPOTOKoNa B
dhopmaTte HTML. B xoge uccnegoBaHnsi aBTomaTnyeckue oTuibTpoBbIBAKOTCS qoaiisbl,
npoluesline nposepky no 6ase 6e3onacHbix AVZ n katanory 6esonacHoctu Microsoft, uto
CYLLECTBEHHO YMEHbLLAET pa3mep NPOTOKOMO0B. JaHHbIA pexunv yao6eH A1si onepaTuBHOro
N3y4YeHMs NOJ03PUTEIBHOTO KOMMbLIOTEPA aAMUHUCTPATOPOM, a Tak-Xe A/ YAa/IEHHOro
Uccef0BaHNst CMCTEMbI. BO3MOXHOCTb 3amycka CKaHMPOBaHUS CUCTEMbI M KapaHTMHa 13 cKpunTa
Mo3BO/ISIET NOIHOCTLIO aBTOMATU3MPOBaTh AaHHYI0 Onepauuio, ceeas AeincTBMSA NoNb3oBaTens Ha
MecTe K 3anycky bat cainna;

ABTOMATNYECKNIA KapaHTWH haiinos| s, He nMetowmx LM Microsoft 1 He onucaHHbIX B 6a3e
6e3onacHbix AVZ A58 nX NOCeAyoWero n3y4yeHns BpyYHyto Ui aHTMBMPYCHbIMU NporpamMmmamu.
[aHHbIn pexxm yaobeH ansa 6bICTporo cbopa BCEX HEOMO3HaHHbIX (haiifioB AN Nx nocneayoLlero
aHanusa. Kpome toro, B AVZ npeayCMOTPEH KapaHTWH MO CAWUCKY U KOMaHAbl A06aBneHns B
KapaHTUH B CKpUMTax, YTo ynpolwaeT ANCTaHUMOHHbIA CO0p Nog0o3puTebHbIX dhalinios ¢
NpoBepsieMbIX KOMMbIOTEPOB;

BbinosiHEHME novcka pyTKATOB M MHbIX NepexsaTumkoB APl ¢ doyHKUMeld nomcka CKpbITbIX
npoueccoB. Kpome aHanunsa nepexsatoB AVZ o6nagaeT oyHKUMii HeliTpasim3aumnm nepexsarymkoB
UserMode n KernelMode;

BbINO/IHEHNE BOCCTAHOB/IEHUE CUCTEMBI |59, AVZ COLEPXUT MUKpONporpamMmbl Ans
aBTOMAaTNYECKOro UcnpasneHns TUNOBbIX NOBPEXaeHWl HacTpoek Internet Explorer n npoBogHuka,
cbpoca HacTpoek paboyero cTona, HelTpannsaunsi yctaHaBMBaeMbIX TROSAHCKMMY NporpaMmamu
npaswn Policy. JaHHble onepaLmn He NPOU3BOAATCS aHTMBMPYCaMU Y OYEHb YacTo NOC/e yaaneHue
TPOSAHCKOW nporpammbl v SpyWare HopmasibHas paboTta cucteMbl He BocCTaHaB/MBaeTCA
ABTOMaTU4Yeckas npoBepka HacTpoek SPI/LSP 1 ncnpasneHne oIM60K B aBTOMaTUYECKOM PexuMe.
Mo3BONSET yCTPaHMTL 6OLLUMHCTBO TUMOBLIX NP0o6/1eM ¢ LSP, Bo3HUKaOWMX Nocne yaanieHns
HekoTopbix AdWare. B ciy4yae HEBO3MOXXHOCTU BOCCTAHOB/IEHMS HACTPOEK NPEeayCMOTPEHO UX
NnoJsIHOE NepPeCco3faHune;

[ouck chaiinos Ha avcke! 407, Monck 3alwmLLeH aHTUPYTKUTOM AVZ 1 061a4aeT PSAAOM NoNe3HbIX
[ANS noncka BUpPYCOB/TPOSIHOB (OYHKLMIA, B YACTHOCTU UCK/THOUEHME U3 CNNCKA HalAEHHbIX (halinos,
npoweawmnx NpoBepky no 6ase 6esonacHbIx AVZ n katanory 6esonacHocTu Microsoft, uto
NO3BOJISET CYLLECTBEHHO CY3UTb 06/1aCTb NOUCKE,;

CKpUNTOBOA A3blK|105), NO3BONSIOWMIA yNpaBnsTh AVZ. CKpUNTbI NO3BONSAIOT NPUMEHSTL AVZ B
KoprnopaTVBHOI ceTu - B 3TOM criydae AVZ MOXET 3anyckatbcs 13 logon-ckpunTta nam aBTo3anycka,
1 paboTatb Mo CKpUNTY, CO34aHHOMY aMUHUCTPATOPOM. Kpome Toro, CKpunT NO3BONSAOT
aBTOMaTN3MpoBaTh H60/IbLLIMHCTBO ONepaLuii, BbIMOSHAEMbIX AVZ.

BCTpOEHHbI peBu3op auckal 781, PeBu3op cosgaeT 6asbl, copepxaliye nHhopmaLmio o daiinax B
COOTBETCTBMM C HACTPOiIKaMu Nosib3oBaTens (3a4arTcs kKaTanorn, Macky noucka). [JaHHole 6asbl
MOTYT NPUMEHATLCA AN15 OTCIEXMBAHUSA U3MEHEHWUIA Ha ANCKe.

AHann3aTop 3anyLieHHbIX NPoLeccoB| 45, NO3BONAILWMIA B PEXNME MaKCUMAasIbHO 3BPUCTUKM
NPON3BOAUTL MOUCK MOA03PUTE/TbHBIX 0O BEKTOB

Cuctema AVZGuard| es", noseonstowasn 3awmtnte AVZ 1 nobble yKazaHHbIE UM MPUNOXEHNS OT
OeNCTBYIOLLMX B CUCTEME BPELOHOCHbIX NPOrpamMm v OrpaHnymnT BAUSHWE BPELOHOCHbLIX Nporpamm
Ha cuctemy.

Cuctema nNpsAMOro gocTyna K gucky ansi paboTbl ¢ 3a6/10KMpoBaHHbIMK (haiinamn. PaboTaeT Ha
FAT16/FAT32/NTFS, nogaepXmnsaeTcsl Ha BCEX ONepauUMOHHbIX cucteMax fimHelikn NT, no3sonser
CKaHepy aHann3npoBaTb 3a6/10KMPOBaHHbIE (haiifibl 1 MOMEeLLaTb UX B KApPaHTUH.

[paliBep MOHUTOPUHIa NpoLeccoB 1 apansepos AVZPM 172, MNpegHa3sHayeH Ansa oTcrexunsaHuns
3anycka 1 OCTaHOBKM NPOLECCOB M 3arpy3ku/BbIrpy3kn ApaiiBepoB AN15 NOMCKa MaCKUPYOLLMXCA
ApaliBepoB 1 06HAPYXEHWS UCKaKEHWI B ONMCbIBAOLLMX MPOLECChI U ApaiiBepbl CTPYKTYpax,
co3pgasaembix DKOM pyTkutamu.

[ipaiiBep Boot Cleaner| 757, MpeaHasHaueH Ans BbINOMHEHWS YNCTKN cUCTEMBI (yaanenue daiinos,
ApaiBepoB 1 cnyx6, knovein peectpa) n3 KernelMode. Onepaumsa YNCTKM MOXET BbINOHATLCS Kak
B NpoLiecce nepesarpy3ky KOMNbTEPA, Tak N B XO4€E JIEYEHUS.

Mounck noTeHUMasbHbIX YSI3BUMOCTEN. MNMpegHa3HauvYeH s NoMcka HEKOPPEKTHbIX HacTpoek MK,
KOTOpble MOTYT OTpULLATENBHO B/IMATL HA 6€30NacHOCTb

AVZ, (C) 3aiiues O.B., http://z-oleg.com/secur
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Pe3epBHOEe konnpoBaHve %. I'Ipe,q,HasHal-leHo 0714 BbINOJ/IHEHUA Pe3ePBHbIX Komnwi KPUTUYECKNX
HaCTpPOEK CNCTEMBI. Pe3epBHO€ KOMnpoBaHne BbIMO/IHAETCA MO KOMaHA4e nosb3oBaresia nin
aBToOMaTn4yeCcKn B Xoae nevyeHma n BOCCTaHOBJ/IEHNA CUCTEMDI.

Takum 06pa3om AVZ NO3VLMOHNPYETCS Kak UHTEePak TUBHbIA UHCTPYMEHT,
npefHasHavyeHHbI 415 No/lyaB ToMaTUYeCcKoro nsydeHus MK ¢ uenbio noncka um
YHUU T OXEHUSA BPEAOHOCHbIX Nporpamm. OfHOM U3 OCHOBHbIX OCO6eHHOCT el AVZ siBnsieTcs
noaAepXka BHELLHVX CKPUNT OB, Mo, ynpaB/ieHNeM KOTOPbIX BO3MOXEH aBTOMaTUYECKUIA

aHa/IN3, YNCTKa KOMIMbOTEpPa N KapaHT VH Cb&VII'IOB. CucrTema KomaHp, CKPpUN'TOBOIO A3blKa N
npumMepbl onncaHbl CrpaBKe

AVZ, (C) 3aiiues O.B., http://z-oleg.com/secur
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2

2.1

PaboTta c nporpammon

[('naBHOE OKHO NporpamMmmbl

Mepeg, Havyanom paboTbl C MPOrpamMmMoi Ha BpeMs MPOBEPKM U TeUeHNs peKOMeHayeTcs
OTK/IIOUNTL cpefcTBa (POHOBOrO MOHUTOPUHIA U3MEHEHWIA peecTpa U aHTUBUPYCHbIE MOHUTOPbI.
[aHHoe ycrioBue He ABsieTcs 0653aTebHbIM, OHAKO ero HecobM0AeHNE MOXET NPUBECTY K
CYLLIECTBEHHOMY YBE/IMYEHWNIO A/INTENIBHOCTU CKAHMPOBAHMS - HECKOJIbKO YaCcOB BMECTO
HECKO/IbKMX MUHYT. MprymMHa 3TOr0 COCTOUT B TOM, UTO aHTUBUPYCHbIA MOHUTOP NPOBEPSIET BCE
OTKpblBaeMble dpaisibl B MOMEHT UX OTKPbITUS.

["1aBHOE OKHO MporpamMmbl
[TnaBHOE OKHO MporpaMmbl COAEPXUT BCE OCHOBHbIE 3/1EMEHTbI YNPAaBNEHUSA - [TaBHOE MEHIO,
HaCTPOViKK NpoLecca Noncka u nevyeHunsi, OKHO MPOCMOTPa NPOTOKOIa U CTPOKY cTaTyca.

AHTHBHpYCHBIA nakeT. 3anues 0.8B., 2003 - 2006

hafin  CepeMc  AYZGuard Cnpaeka
kMeToOuka NeYeHKA

| QEAACTE NOMCKE | Tune thadinoe | MaparaTpsl noMcka
= : [¥]BeinonHAaTe neYaHKE:

& O Ouok 35 (A) :

o “:ﬂ Disk-C [:'::I Bripuckl: f.!ﬁl:tl._ElJ'lslTl:u _.:_v__;

| 7 = Disk-D (D) A Aare: |Ypanate v
# e Disk-E (E)) b — |

: 0andaTe w

w0 DVD-Riw avckoeon (F) SpwfS pyware: 3
Dialer/Pormiare: | 208031 :*

HackTaaol: Toneko OT4ET w |

BiskiWare: [Taneka atuer v

JEPMCTHYECKOE YOANEHWE hafnos
[JKonupogate ynaniaerble chaine g Infected
' | KonWpoEaTe NOA0ZpMTEAEHEE B KERAHTHH
MpoEEpATE FENYWEHHEIS NPOLECCE

| [#] 3EpUCTHYECKAA NPOESRKE CHOTEME | 0 Myck

MpoTtokon

[poToKon BHTHEMPYCHDN YTHAMTE AL Bepokid 4.21 fd
CraHWpoEaHWe sanquweHo & 26102006 15:07:44 |
JarpyxeHa Baza: 56345 curHatyp, 2 Helponpoduna, 55 MukponporpaMe nedeHuds, Baza ot 25.10.2006
Jarpy#eHe MHKPONPOrPaMMEl SBRUCTHEW: 363

JarpykeHE WKW pOEBLIE NOANHCH CHUCTEMHEX dainos: 52643

Fext 3BpUCTHYECKOMD AHENK3aTopa: CpeaHWi YpoEEeHE SBPHCTHEM

Fexgir NeYeHHa: BEIKAKYEHD

Bepoua Windows: 51,2600, Service Pack 2 ; AVZ pasoTasT CNpaeaMy aaMUHWCTRaTopa o

|i£ I &l |

@ OEm

ofofo

KHonka "lMyck" no3BonsieT 3anycTuTb NPOBEPKY BbIOPAHHbLIX AWCKOB 1 KaTaoros.

KHonka "lMay3a" no3Bo/sieT BPEMEHHO NPYOCTAHOBUTL NPOBEpPKY dhainos. [JaHHas KHOMKa
aBTomMaTMyeckn pasbnokMpyeTcs Npu BbINO/HEHWM onepaumii, 4N KOTOpbIX fonycTiMa
npuocTaHoBKa. Bo306HOBMEHME CKaHNPOBaHUSA NPOM3BOAUTCH NOBTOPHbLIM HaXXaTUEM Ha KHOMKY
"Maysa"

KHonka "CTton" no3BonsieT B 11060/ MOMEHT NpepBaThb NPoLecc NPOBEPKU.

Ha Bpems NpoBepkM 60/bLLUMHCTBO 3N1€MEHTOB MHTepdeiica AVZ 610KMpyroTCS.

CM. Takxe:

3aknagka '061acTb noucka'l 237
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3aknagka 'Tunbl (hal‘/’lnos'!?ﬁ
3aknazka "MapameTpbl novcka" 26
pynna "MapameTpbl neyenus”| 28"
HQOTOKOH@

2.1.1 3aknagka 'O6nactb noucka'

3aknagka "O6nacTb noucka" npegHasHayeHa Ang 3agaHnsa 061acTy noucka BpeJOHOCHbIX NporpamMm.
OHa coepXu1T APEBOBUAHbIA CIMCOK AMCKOB U Narnok. HanpoTuB KaXXoro a/fieMeHTa cnucka MMeeTcst
nepek/oyaTe b, KOTOPbIA NO3BONSAET BKIOUUTL 110601 U3 31EMEHTOB CMUCKA B MOVCK UM UCK/THOUUTD
13 Hero.

| OBNACTE NOMCKE | Tyl daiinoe | [lapamerpel NOMCKE
| = 0w DISK-C(C) Al
& 1= 00000
O
O 2
O ADuc
w05 AY

O& AvSamples

Oo avez_se

O awzd
1 avzd26 =)
£ )
| ¥l MNpoeepate 3aNyweHHsIE NpoLecoyl

| [¥] BEpHCTHYECKES NPOBEPKE CHCTEME

MoMck NoTEHUMENEHEX YASEUMOCT 26

!

[+

Mpwn HaXXaTnM Haf CMIMCKOM MaroK NpaBoi KHOMKM MbILLW BbIBOAWTCSA MEHIO, MO3BOJAIOLLEE:
OTMeTuTb Bce XecTkme gucku (HDD)
OTtmeTuTb Bce CD/ROM n DVD/ROM pgucku
OTMeTUTb BCe anckoBogpl 1 Flash gucku
O6HOBUTbL CNUCOK AMCcKOB. OB6HOBIEHME CMMCKA BO3MOXHO MO HavkaTuio knasumwm F5
[o6aBuTb narky. BbinosiHeHWE 3TOro NyHKTa MEHI0 NPYBOAUT K BbIBOAY AMAIOroBOro OKHa ¢
3anpocom umeHn nanku. JaHHasa hyHKumnsa yaobHa anst 6bICTPOi OTMETKM KaTasiora B c/iyvyae, ecriun
UMEETCS NOJHbIN NYTb K HEMY.
MpoBepsATb TONbLKO (haiisbl B yKaszaHHOI nanke (6e3 nogkatanoros). OTMeyaeT TEKYLLYH nanky B
0CO6OM pexumme - B HEM CKaHMPYKTCS TO/IbKO (haiinbl, pa3MeLleHHbIE B AaHHON narke - 6e3
CKaHVPOBaHWS BIOXKEHHbIX KaTaloroBs.

I'IepeKmoanenM HanpOTMB KaTas10roB OnpeaesidalnT pexxmm CKaHMpoBaHNA, BO3MOXXHbl BAPUaHTbI:
D - cba|7|nb| N nogkatasiorn AaHHOro Katasiora He CKaHUpPYHKTCA
- CKAaHNPYHKTCA BCe Cbalz}'lbl n nogKkatasiorn gaHHOro Kataviora

- CKAHNPYHKTCA BCe Cbalz}'lbl AaHHOro Katasiora n 4acCtb €ro nogkatasioro ((-)Ta cntyauma
BO3HWKaET, €C/In NogkaTtasioroB HECKOJIbKO 1 OTMEeYeHa 4YacCTb U3 HI/IX)

L1 CKaHMPYIOTCA TONbKO (haiisibl AaHHOrO NogKaTanora, NoAKaTasiornM He CKaHUpYTCs. BkaounTb
3TOT PEXMM CKaHMpOBaHUSA KaTasiora MOXHO Yepe3 KOHTEKCTHOE MEHH0, Bbi3biBaeMoe No Npasoii
KHOMKWU MbIWW - MYHKT "MpoBepsiTb TONLKO ddali/ibl B yka3aHHO nanke (6e3 nogkaTasioros)”.

AVZ, (C) 3aiiues O.B., http://z-oleg.com/secur
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2.1.2

Mepekntoyaresib "MpoBepATL 3anyLieHHble npoueccol”
Mepeknoyvartesib "TpoBepATh 3anyLLeHHbIe MPouecchl” NO3BOMAET BKHOUYUTL NPOBEPKY BCEX
3anyLeHHbIX MPOLECCOB M 3arpyXeHHbIX 6MbMoTeK Nnepes HauyasioM NPOBEPKU CUCTEMbI. DTOT
nepeknyaTesib BKIKYEH N0 YMONYAHUIO, Y OTKNHOYaTbL ero He pekoMeHayeTcs. Ecnv paspelueHo
NeyeHune, TO Npu obHapyXeHn npouecca Bpe4OHOCHOW nporpammbl AVZ NpyHyAUTENbLHO 3aBepLuaeT
npouecc nepesa yagasneHmem ganna.

MepekntoyaTesnb "IBPUCTUYECKAA MPOBEPKA CUCTEMBI"
Mepekntovaresb "IBpUCTUYECKAA NPOBEPKA CUCTEMbI” BK/IOYAET AOMOHUTENBHYIO 3BPUCTUYECKYHO
NpoBepKy cuctemMbl. OCOBEHHOCTb 3TOV NPOBEPKN COCTOMT B aHasIM3e 3anyLleHHbIX NPoLEeCCoB,
peecTpa v gucka 4na noucka Hem3BecTHbIX o AVZ pa3HOBUAHOCTEW BPeLOHOCHbIX NPOrpamMm no nx
XapakTepHbIM Npu3Hakam. Ecnv 3TOT pexum BKAYEH U AVZ 06HapYXUT NOA403pUTE/bHbIE 0OBHEKTDI,
TO OH COO6LWNT 06 3TOM B NPOTOKONE. BKAOUEHME 3BPUCTMYECKON NPOBEPKM YBENUUYMBAET 00LLEe
BpeMS CKaHMpoBaHus cuctemMbl. OCHOBOW 3BPUCTUUECKON NPOBEPKN CUCTEMbBI SB/IAIOTCA Tak
Ha3blBaeMbIe MUKPOMNPOrpaMMbl IBPUCTUKM, KOTOPbIE XpaHATCA B 6asax AaHHbIX Y NOCTOSAHHO
06HOBNAOTCS.

Mepekntoyatens "MoOWCK NOTEHUNASIbHbIX YA3BUMOCTEN"
MepekntoyaTens "Monck NoTEHUMAIbHbIX YA3BMMOCTEl "BK/IIOYAET NoACMCTEMY, KOTopas ULLeT
noTeHumasbHbIe NPob6aeMbl B 0651acT 6e3onacHocT. CregyeT NOHMMaTb, YTO BblgaBaeMble JaHHOW
CUCTEMOI COODOLLIEHMS HOCAT pekoMeHAaTesbHbIA XapakTep 13 pasgena "Ha 3To ctouT obpatuTb
BHMMaHue". Ecnv nocne BbINOMHEHUS NOUCKa NOTEHLMa bHbIX YA3BUMOCTEN BbINONHATD
nuccnefoBaHne CUCTeMbI, TO B CpeAcTBO (hOPMUPOBAHMSA CKpUNTa NPOTOKO/1a UCCef0BaHUsA CUCTEMbI
6yayT A0o6aBneHbl NyHKTbI A8 CO34aHNS CKpUMNTa YCTPaHAILEro HangeHHbIn npobnems (Npu
YC/I0BUW, YTO NX MOXHO UCMNPaBUTb CKPUMTOM).

Ha 3aknagke "O6nacTb noncka" Takke pasmellaeTcsi NPorpecc-nHAMKaTop, NoKasbiBakoLLnii
NnpYMepHOe COCTOAHNE MpoLecca CKaHMpoBaHUS.

3aknagka 'Tunbl ¢oannos’

3aknagka "Tvnbl (aiiioB" NO3BOASIET HACTPOUTL TUMbI NPOBEPSEMbIX (halifoB.
OBnacTs Noucka | THNE GaANoE | MapaMeTpel NOMCKE
Tune thaHnoe
® MNoTeHUManeHD onacHele dhafnel
() Boe dafne
() PaiEne No MackaM None20EaTENs
[ Brntwouss gafine Nno Macke:

[ Meknouas dafine no Macke:

[(]OT49eT 0 4MCThX OB LEKTEX

[Npoeepate NaTokd MNTFS
MpoBepATE BpxXUEL : e
_He NpOEEPATE SpxMEL Bonee ___1 0 IA % [=]

Mepekntoyarens "Tunbl hanos".

[JaHHblii nepekntoyartesib N03BONSET BblIOpaTh TUMbI (daiinos, npoBepsieMble AVZ.

Mo ymonyaHmio BbIGpaH NyHKT "ToTeHUMasIbHO onacHble dalisibl” - B 3ToM cnyvae AVZ npoBepsieT
TONbKO oaiisbl ¢ onpedeneHHsiMn pacwmpennsavn (EXE, DLL, OCX, SYS, CAB, INF ...) - T.e.
ncnonHsiemble dainbl nnm hainbl, KOTOpble MOTYT cofepXaTb AaHHble 4718 YCTaHOBKM
BPELOHOCHbIX MPOrpaMM WUn onacHble CKpUNTbI.

AVZ, (C) 3aiiues O.B., http://z-oleg.com/secur
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Bbl6op nyHkTa "Bce dhainbl" npuBoguT K NnpoBepke abCconoTHO BCex haitnos, He3aBUCUMO OT MX
paclmpeHnus. MNpu ckaHMpoBaHUM gUCKa B 3TOM peXxrmMe NpoBepseTcs 60Mbluee KOIMYecTBo
channos, B pe3ysibTate CKOPOCTb NPOBEPKN 3aMeanseTcs. B aTom pexvme 610kupyeTcs
nepeknoyatesnb "Bknovas daiisbl No macke”, T.K. B JaHHOM C/lydae OH TepseT CMbICH.

Bbl6op nyHkTa "daitnbl N0 Mackam nonb3oBartens” NpuBoAUT K TOMY, UTO NOUCK BeAETCs TONbKO
no mMackam, 3aflaHHbIM Nosib3oBaTtesieM B Noasx "Bkntovas daiinbl no macke" u "Vicknwoyas
chaiinbl No macke".

Ha 3ameTKy: Ecnv Ha 3aknazke "O6nacTb noucka" BKIOUEH nepeknoyvatens "Mposepatb
3anyLeHHble NpoLecchl”, TO 3anyLeHHble NMPorpaMMbl U 3arpyxeHHble 6M6IMOTEKN NPOBEPSAOTCA
B /1t0O6OM Criyyae, He3aBMCMMO OT MX PacLUMPEHUST U HACTPOWKK B paauorpynne "Tunel thaiinos".

Mepekntoyarens "Bkawovas daiibl 0o macke™

MepekntoyaTens "Bkntoyas aiinibl N0 Macke:" No3BoNsSeT BKAOYNTL B MOUCK ddaiisibl,
COOTBETCTBYHOLLME 3a[laHHOI NO/Ib30BaTeNeEM Macke. ATOT Nepeknoyaresib TepseT CMbIC B
pexume "Bce thalinbl" 1 npu BbIGOpE 3TOr0 peXxvmMma aBTOMaTUyYeCKN BbIK/IOHAETCSA U CTaHOBUTCA
HefOoCTYMNHbIM.

Mepekntoyarens "Vcknyasa daisibl no macke"

MepekntoyaTtens "Vicknoyasn alinbl No Macke:" No3BOSAET NCKIUNTL U3 NPOBEPKM dhalisbl,
COOTBETCTBYHOLIME 3a4aHHOI Nosib3oBaTenieM Macke. VickntoueHune aiifioB Mo Macke MOXeT
NCNOoNb30BaTbCsl COBMECTHO C BK/IIOYEHNEM MO MacKe 1Um pexumoB "Bce dainbl”. YkasaHue
OVHaKOBbIX 3/1IEMEHTOB B CMUCKE BK/IIOYEHUS U UCK/TIOUYEHUS He SABNSETCA OLUNOKON, CKNoYeHne
UMeeT NPUOoPUTET HaA, BKNIOYEHUEM - HANpUMEpP, NPW YKazaHny BKIIOYEHWUS B CKaHUpOBaHue
(hainnoB *.vir u UCKHOYEHMSA *.vir NPUOPUTETHO UCK/KOYEHMEe. bonee Toro, ucknveHne no 6onee
o6Len macke AOMUHUPYET Hag, BK/IOYEHMEM, HanpuMep Npu BKIKDYEHUM trojan*.exe n
UCKNIOYEHNN *.exe halin ¢ MMeHeM trojan.exe GyaeT UCKMHYEH U3 MPOBEPKM

Ha 3ameTKy: [Nonsi ¢ Mackoii MOryT BK/IH0UaTb HECKOJIbKO MaCOK, pa3feneHHbIX 3andToi, npobesioM
nUnu cumBonom ";". B Macke MOryT NpucyTCTBOBaTbL CMMBO/IbI "?" (11060 CMMBOA B NO3MLMM 3HAKA
?) n * (no6ble CUMBO/IbI).

** - nonck Bcex hainnos

*.exe - NOWNCK halifioB C pacLUMpeEHNEM exe

dialer.exe - nouck tpalina ¢ KOHKPEeTHbIM UMeHeMm "dialer.exe"

dialer.exe, *.dll, trojan*.sys - nounck dhaiisnioB ¢ nMeHeM dialer.exe nnu annos ¢ Nt06LIM UMEHEM 1

pacwupeHuem DLL nnv dainnoB ¢ umeHem Trojan<niobble CUMBO/SIbI>.SYS

*.exe, *.dll, *.sys, *.0CX - NOMCK panIoB C yka3aHHbIMW pacLUMPEHNSAMM

Mepekntoyarens "OTYET 0 YNCTbIX 06bekTax”

Mepekntoyatesb "OTYET O YNCTbIX 06BEKTAX" NO3BO/ISAET BK/IHUNTL B MPOTOKO/ CAMCOK (0aiisios, B
KOTopble npoBepeHbl AVZ 1, N0 ero MHEHMIO, He ABNAITCA BUpYycaMu U BPeAOHOCHbLIMM
nporpaMmmamu.

MepekntoyaTesib "TMpoBepATbL YNCTble 06BLEKTLI MO0 6a3e 6e30nacHbIX"

[JaHHblli nepeknoyaTens AOCTYNEH TO/IbKO NPV BKKOYEHHOM nepektovaTesie "OTYeT 0 YNCTbIX
o6bekTax". Mpun ero BKAOYEHNN KaxXabli ddaiis, He ABASOLWMIACA MO MHEHMIO AVZ BUPYCOM W/
BPELOHOCHOW NporpamMmmoli npoBepsieTcs no 6a3e 6e30nacHbIX haiinos 1 pesynbTaTbl 3TOM
NPOBEPKM 3aHOCUTCA B NPOTOKO/. [laHHasA onepauus samennseT cCkaHMpoBaHue 1 nosesHa ans
CUCTEMHbIX aA4MWHUCTPATOPOB 1 BMPYCOJ/I0r0B, NPOBOASALLNX COPTMPOBKY (haiisioB nepes,
aHasIM3om.

Mepekntoyatesnib "MpoBepATbL NOTOKM NTES"

[JaHHbIli Nnepek/oyaTenb BKIOYaeT NpoBepky NoTokoB B NTFS daiinax. MoToku He BUAHbI Npu
NpoCMOTpe AMCKa Npy NOMOLLM (hainIoBbIX MEHEXXEPOB U MPOBOAHMUKA, MO3TOMY MHOT/e
BPEAOHOCHbIE MPOrpamMmbl MAaCKUPYHOT CBOM UCMOJIHAEMble diaiisibl, pa3Mellas ux B notoke. AVZ
MOXET NPOBEPATb NOTOKU M YAANATb U3 HUX HalAeHHble BpeAoHOCHble 06bekThI. MNepekovarenb

AVZ, (C) 3aiiues O.B., http://z-oleg.com/secur
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BK/TIOYEH MO YMOJ/THaHUNIKO N €ro OTK/TII0YEeHNE HE peKOMeEHAYEeTCA

Mepekntoyatesnb "MpoBepdaTbL apxmBbI™

YnpaBnsieT NpOBEPKO apXMBOB. NMepeknoyaTenb BKAOYEH N0 YMOAYaHuto. Mo apXmBom
noHnmaroTcs Tak-xe CHM dpainbl, MHT chaiinel, haiinbl 3/1eKTPOHHON NOYThI U NPOYNE CTPYKTYPbI,
KOTOpble MOTYT COAEPXaTb BHYTPU cebs apyrne dpainsbi.

Mepekntoyatenb '"He NnpoBepsTb apxuBbl 60/1ee XX M6."

[aHHbIli NepekoyaTenlb akTUBEH, €C/ BK/IKOYEHA NPOBEPKA apXxMBOB. Mo yMOI4YaHWI0 OH BK/THOYEH
N apxuBbl pasmepom 6onee 10 M6 He npoBepsitoTCA. MOPOoroBbIn pasmep 3agaeTcs
nosib30BaTesIeEM, HO OH HE MOXET ObITb MeHee 1 MO.

2.1.3 3aknagka 'MapameTpbl noucka'

3aknagka "lMapaMeTpbl noucka'" No3BoIAET HACTPOUTL NapamMeTpbl Noucka.
CEnacTe novcka | Tunel cainoe | [apaMeTpe noMcks

FBPUCTUYECKWIA 8HANMS

: 7
TekYWMEA pEMr; ;
i CpeaHu|iA YpoEEHE SEQHCT KM
Footkit
[v]DeTekTUpoEATE NepexEaTUMKM APl 1 Rootkit ?
[1EnokMpoeaTe pagoty Rootkit Userkdode
[1EnokupoeaTe pasoty Footkit Kermel-kode
Winsock Service Frovider 5

[Npoeepate HacTpoikd 5P LSE
[JAETOMATHYSCKK MCAPSENATE OWMEKK B SFIILSF

[Nauck kNaEWAaTYOHEX NepexeaTUHKOE (Keylogger)
[ [#] Mouck nopToe TCRAUDR TpoAHCkM: NpOrpat

[pynna "3BpUCTUYECKUA aHanun3" coaepXnT PErynaTop YPoBHS cpabaTbiBaHUst 3BPUCTUKN. AVZ

noaaepxveaeT 4 YpOBHA 3BPUCTMUECKOro aHamsa:
DBPUCTMYECKNI aHaNN3 OTKIOYEH. B 3TOM cnyvyae 06HapyXmMBaroTCA TOSIbKO N3BECTHblE AVZ
BPEAOHOCHbIE 0O6BLEKTHI NPU NOIHOM COBMaAeHNN NPOBEPSEMOro 06bekTa ¢ onMcaHveM B 6ase;
MVHUMasIbHBIA YPOBEHb 3BPUCTUKN - B 3TOM pexrmMe AVZ BblgaeT NpeaynpexaeHns npu
06Hapy>XeHNN 06 bEKTOB, OYEHb NOXOXMX HA BPEAOHOCHbIE;
CpepHuii ypoBeHb 3BPUCTUKM - aHAIOTUYEH MUHUMaSIbHOMY, HO MOPOr cpabdaTtbiBaHNs HXKeE.
DTO pekoMeHAyeMbIli peXxnM paboTbl, B KOTOPOM YPOBEHb JIOXKHbIX cpabaTbiBaHWii 0ObIYHO He
npesblwaeT 10-15%;
MakcumasibHbI YPOBEHb 3BPUCTUKU - 3TOT PEXMM HACTO Ha3bIBAKT "NapaHongasibHbIM", Tak Kak
npeaynpexaeHuns o noAo3peHnr Ha BUPYC BbISAOTCA Aaxe Npu 06HapyXeHUn OTAa/IeHHOro
CX0ACTBa NPOBEPSEMOro 06bekTa C BPeOHOCHbIM. B 3TOM pexumMe BO3MOXHbI
MHOroO4YMC/IEHHbIE NIOXHbIE cpabdaTbiBaHusA. [Npu ycTaHOBKE MaKCUMa/IbHOTo YPOBHSA 3BPUCTUKM
CTaHOBUTCA JOCTYMHbLIM Nepek/tovaTesnb "PaclunpeHHbIil aHanus". BkioueHne gaHHoro
nepekyaTens 3a4eiicTByeT A4ONO/THUTE/IbHbIE MPOBEPKU, KOTOPbIE NO3BOJISAKT 06HapyXnBaTb
noJo3puTeNbHblE 06BEKTLI MO BTOPOCTENEHHbIM MPU3HaKaM Tuna ABOIMHOIO PaclUMpEHUs,
HaNn4umsa B MMeHM 60/IbLLIOIO KO/IMYecTBa NPo6enoB nepes pacluvpeHnem u 1.n. Pacwmngposka
OCHOBHbIX COOBLLEHWIT 3BPUCTUYECKOTO aHa/Im3aTopa nNpvBeAeHa B pasgene 3BpUCTMYecknii
aHanusatop AVZ| s,

pynna "RootKit"
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Mpynna "RootKit" coaepXnT HaCTPOIiKK CUCTEMbI 0GHapYXeHNs 1 610kMpoBaHus RootKit! s7),
MepekntouaTens "[eTekTpoBaTh RootKit" No3BonseT BKAOUNTL AeTekTop RootKit! 87, koTopbIi
NbITaeTCA 06HAPYXNTL NPUCYTCTBME B cucTeme RootKit| 871 no xapakTepHbIM /15 HEro Npu3HaKam.
CnepgyeT OTMETUTb, YTO BO3MOXHbI CBOETO poJa NoXHble cpabaTbiBaHusA - B KayecTBe RootKit
MOTYT AeTEeKTUPOBaTLCA CUCTEMHbIE YTUNUTBI, aHTUBMPYCHbIE MOHUTOPBI, Firewall. 3To
HOpMasibHOE SiBfIeHne, T.K. NOA06HbIE NporpamMmmbl U YTUINTbI BMELLMBAIOTCA B paboTy ApYrux
NPUNOXEHNI 1 NCKaxkatoT paboTy cTaHAapTHbIX APl doyHKLUIA.

MepekntovaTtens "broknposaTbk RootKit" AOCTYNEH TONBKO NPY BK/IIOYEHHOM MepekoyaTene
"NleTekTmpoBaTb ROOtKIit" 1 NO3BOMISAET BK/IHOUMTL CUCTEMY aKTUBHOrO NpoTuBoAeiicTens RootKit.
CnepyeT OTMETUTb, YTO BK/OUEHME npoTuBoaeicTeus RootKit MoXeT npusecTu K
HenpeackasyemMblM NMocneACTBUAM U HYXHO ObITb TOTOBLIM K 3aBUCAHMNIO NporpaMmMbl AVZ r
cucTeMbl B Liesiom. [oaTomy nepeg aktusauyein npotnsogencTans RootKit Heo6xoaMmMo 3akpbITh
BCE Mporpammbl, XenaresbHO OTK/UMTCA OT CETU, U 3aTeM BbIrpy3uTb aHTUBUPYCHbIA MOHUTOP 1
Firewall.

Mpw BKOYEHNM GNOKMPOBaHUst ROOtKit aBTOMaTMYECKM BKIOUAETCA CMCTEMA 3BPUCTUYECKOTO
rnovicka NpoLeccoB 1 (paiinoB RootKit. MpuHUMN AeiCTBUS CUCTEMbI OCHOBaH Ha aHasm3e
CUCTEMbI 10 1 NOc/ie GIOKUPOBKY MEPEXBATUMKOB, YTO NO3BOJISET 0GHAPYXMTb MACKMpyeEMbIEe
MpOoLEecChl, CEPBUCHI 1 ApaiiBepbl.

Cuctema AVZGuard| 681 1 AHTUPYTKUT pexuma agpa ABNATCA B3auMOUCKIHYaoLWMMK, npu
BK/ItOUYEeHMM AVZGuard HerTpanm3auus pyTKUTOB B pexXnma siapa oTKI4aeTcs.

Ha 3ameTky:

B cny4yae npoBepku cnuctembl ¢ HenTpannzaumen Kernel RootKit Heo6xoaumo
nepesarpysntbesa !! 9710 cBA3aHO € TEM, YTO HEATpaIn3aLmsa NepexBaTiNKOB MOXET HapyLLNTb
paboTy aHTUBMPYCHbIX MOHUTOPOB, KOMMOHEHT Firewall n Npounx nporpaMm, OTBeYaLMX 3a
6e3onacHocTb. MNepesarpyska akTyasibHa TO/IbKO B C/lydae BOCCTaHOB/IEHNS NepexBayeHHbIX
dhyHKUWMI - B 3TOM cnydae AVZ ykasblBaeT Ha HE06X0AMMOCTb nepesarpy3kn B KOHLE NPOTOKONA.

pynna "Winsock Service Provider"

pynna "Winsock Service Provider" no3BonsieT HaCTpouUTb paboTy CUCTEMbI NPOBEPKN U
HacTpolikn aHannsaTopa SPI (koTopblin 601ee n3secTeH kak LSP 6narogaps ytunute LSP Fix).
HacTtpoliku SPI mognmumpytoT MHOTMe COBpEMEHHbIE BUPYCbI 1 SpyWare, TUNoBble
NPOoSiIB/IEHVEM NOBPEXAEHUSA HACTPOEK ABNSETCA NosiBNeHne c6oeB nNpu paboTe B IHTepHeT.
MepekntovaTtens "TpoBepsATb HACTPOWku SPI/ LSP" no3BoOMsieT BKIKOUYNTbL aHa/IM3aTop HAaCTPOeK -
npn 3TOM NpoBepkKa NPOU3BOANTCH aBTOMATUYECKU 1 BCe HalfeHHble NPo6eMbl 1 OLLINGKK
BbIBOAATCA B NPOTOKOJ1. YCTaHOBKa nepektoyarens "ABToOMaTtnyeckn ncnpasisiTb OWNMOKN B
SPI/LSP" no3BoASET BKAUNTL CUCTEMY aBTOMATUYECKOrO UCMpPaBeHNsT HanAeHHbIX OLNOOK -
ncnpasneHne ownMbOoK NPOM3BOAMTCSH B aBTOMATUYECKOM PEXUME 1 He TpebyeT OT nosb3oBaTens
NMOHMMaHMA TOHKOCTen paboTbl SPI. HaunHasi ¢ Bepcum 4.26 B criydae 06Hapy>XeHUs oLmn60oK
nepeg nx astoMmatnyeckum ncnpasneHmem AVZ agToMaTnyecky co3faeT pe3epBHY KOnui
HacTpoek SPI B nanke BackUp. Pe3epBHas Konus siBnsieTcs cTaHgapTHbiM REG dhaiinom n moxet
ObITb MMMNOPTUPOBHA B PEECTP B C/ly4yae He0H6X0AMMOCTMW.

[nsa ycTpaHeHus oWn60K B py4YHOM peXxnmMe pekoMeHayeTcs ncnosb3oBaTb MeHempkep Winsock
SPI (LSP, NSP, TSP).

Mepekoyarens "ToncK K1aBMaTypHbIX WNnoHoBs (Keylogger)™

MepekntovaTtens "Tlonck knasmaTypHbIx WNMoHoB (Keylogger)" no3BonsieT BKIOUNTb AETEKTOP
KnaBmaTypHbIX LUNMOHOB U TposiHCKMX DLL (noa TposiHckoli DLL noHMMaeTcst 6MbmoTeka,
BHeJpsieMas B ajpecHoe NPOCTPaHCTBO 3anyLLeHHbIX npoueccos). Mouck Begetcs 6e3
NPUMEHEHUS MeXaHu3ma CUrHaTtyp, B pesysibtaTe Yero pesy/ibTaTbl HOCAT BEPOATHOCTHbIN
XapakTep. AN OLueHKN CTEMEHN NOXOXECTU 0OHAPYXEHHbIX 6MG/IMOTEK HA KNaBMaTypPHbI LMWOH
(KeyLogger) npMMeHsieTcs HelipoCceTb, pacno3HarolLast XxapakTepHble 0CO6EHHOCTHU
KnaBmaTypHOro nepexasatuvka. Kpome toro, AVZ nponsBoauT noBeAeHYeCcKnini aHams Bcex
3anof03pEeHHbIX GMGIMOTEK 1 BbIBOAUT COOPaHHY MHGIOPMALNI0 B NPOTOKOI.
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Ha 3ameTtky: AHanmsaTop AVZ 1 HENPOCETb B COCTOSIHMN HATW NOA03PUTESTbHBIE BUGINOTEKM 1
OLEHUTb CTENEHb UX NOXOXECTN Ha TUMOBbIE NEPEXBATUNKM COObITUA OKOHHbLIX COOLITUIA, COBObLITUIA
KnaemaTypbl 1 Mblwm (T.H. hook). OgHako aHasIM3aTop He MOXET OT/INYNTbL BPEAOHOCHbLIN
nepexeaTtyuvk (MpefHas3HauYeHHbIN 4719 CAeXeHWs 3a No/ib3oBaTesIeM) U NepexsaTyuK,
BbINONHAOLWMIA NONEe3HblEe AEACTBUS.

Mepekntoyarens "Mouvck noptos TCP/UDP TposHCKnx nporpamm"

MepekntovaTtens "Monck noptoB TCP/UDP TposiHCKuX nporpaMm” BK/toYaeT aBTOMaTUYECKUIA
aHaIn3 cnmcka oTKpbITbIX NopToB TCP n UDP. B cocTtaBe AVZ nmeeTcs crneynansHas 6asa, B
KOTOPO#1 onucaHbl HECKOIbKO COTEH MOPTOB, NPUMEHAEMbIX PACNPOCTPaHEHHLIMW TPOSAHCKMMMU
nporpammamu, Backdoor n Bupycamu. Mpn 06Hapy>XeHUN OTKPbITbIX NMOPTOB, ONMCAHHbIX AaHHOW
6a3e, B NPOTOKO/ BbIBOAUTCA NpegynpexaeHne ¢ ykasaHmem HoMepa nopra u cnucka
BPELOHOCHbIX NMPorpaMm, NPUMEHSIIOLNX AaHHbI NOPT

2.1.4 TIpynna 'TlapameTpbl ieyeHuns’

pynna "MapameTpbl Ie4eHns" COAEPXNT HACTPOIKK, onpegensowme genctemsa AVZ npu
06Hapy)XeHUn BUPYCOB.

heTooMka nedeHHa
[]BrinonHATE NEYEHKHE!

Bupyce:
AdkAare:

oS are:
DialeyPormihare:
HackTool:
Biski/are:

[ JKonupoeate N0O0ZpHMTENEHEE B KAPaHTHH

OCHOBHbIM B 3TOl4 rpynne aBnsieTcs nepexknoyaresns "Yaanarte HalifjeHHble BUpycCbl™. Mo
YMO/THaHMWIO AaHHbIl NnepekyaTtenb OTKIIYeH n AVZ paboTaeT B ANarHOCTUYECKOM pexume -
NHhopMaLmsa 060 BCeX HaAEHHbIX BPEAOHOCHbIX 0O0bEKTax 3aHOCUTCS B MPOTOKO/1, HO HUKaKNX
OelicTBuiA Haf HUMKU He npou3sBoanuTcs (BO BpeMs CkaHUpoBaHUSA AVZ HUYEro He U3MEHSIET B
peecTpe uau Ha gucke).

Mepekntoyarens "Yaanartb HaligeHHble BUPYCbI™

Mpwn BKAOYEHUM NepeknoyaTens "Yaansatb HaiAeHHble BUpYChl” AVZ NnepexoauT B PeXuM
NleyeHuns, NPy 3TOM CTAHOBATCA AOCTYMHbLIMY HACTPOKM A/19 K&XKO0W M3 kaTeropuii Bpef0HOCHbIX
06BbEKTOB. [ KaXKA0M KaTeropnm 06 bEKTOB MOXHO BblOpaTh OAHO 13 ABYX AEWCTBUIA - "yaansaTb"
(B aTOM CNy4yae Npom3BoANTCS yaasieHne BpeAoHOCHOro o6bekTa) U "TObKO OTYET" - B 3TOM
c/nyyae nevyeHne 610KMpyeTCs, HO B NPOTOKOJ BbIBOAUTCA CO0OLLEHNE 06 0OHaPY>XEHHOM
obbekTe.

Mepekntoyatens "9BpUCTUYECKOE yaarneHne danos”

MepekntoyaTens "OBPUCTUHECKOE YaanieHne (halinoB" NO3BOASAT BKIUNTL "pasyMHoe" yaaneHne
BPEAOHOCHbIX (haisioB. OHO COCTOMT B TOM, YTO MOC/E yaasieHus dalina nponsBoanTcs aHaans
CUCTEMbI 1 YAaNATCA BCe OOHapYXXEHHbIE CCbIIKM Ha yaaneHHbIli dpainn (kn4um peectpa ans
aBTo3anycka, 3apermcTpMpoBaHHble B peecTpe Kacchl, anemMeHTbl aBTo3anycka 1 WinLogon,
anemeHTbl SPI/LSP u 1.1.). B pesynbTarte yganeHue haiina nonyvyaeTca MakCUMasibHO
KOPPEKTHLIM 1 AaHHbIN PEXUM PEKOMEHAYETCS BKOUNTD.
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2.2

Mepekntoyatens "KonvpoBartb yaansemblie danibl B Infected”

MepekntovaTens "KonuposaTb yaansiemble halinbl B Infected” BkitoyaeT pexum co3gaHus
pe3epBHbIX KONl yaansaembix taiinios B nanke Infected. 3ta nanka asTomaTM4eckn co3gaeTcs B
Katanore AVZ. [lns npocmoTpa chaiinos B nanke Infected B AVZ npefyCMOTPEH crneLumasibHbiii
NPOCMOTPLLMK, Bbl3bIBAEMbIA N3 MEHI0 "daiin".

MNepekntoyarens "KonvupoBaTtb NOA03pUTE/IbHBbIE B KapaHTUH"

MNepeknoyvartesib "KonvposaTb No4O3PUTESIbHBLIE B KAPAHTUH" NO3BOJIAET BKIHOUNTL PEXUM
KONMpOBaHUs NOA03PUTESIbHLIX 06BEKTOB B KApPaHTUH. DTO OYeHb yA0BHO N5 nocnenyoLei
oTnpaeku hainnos Ha aHanus, T.K. AVZ cam genaet Konuv Nogo3puTesibHbIX haiinios 1 cHabxaeT
Kaxxablii dhan MHOOPMaLNOHHBLIM SIPSIbIKOM, B KOTOPOM YKa3aHO MEeCTONosoXeHne daina Ha
Avcke, garta v npuynHa noMeLLeHns B KapaHTuH. B okHe NpocMOoTpa KapaHTHa nveeTcs
BO3MOXHOCTb aBTOMaTUYECKOro Co3faHns 3alluLLeHHOro naposieM apxumea g1 ero nepechbIisiki no
3M1EKTPOHHOW MouTe.

lNpoTokon

Ytunuta AVZ BefleT [iBa NPOTOKO/a:
TeKcToBbI NPOTOKON AVZ — OH pa3MeLLeH B HUXXHEN YacTu r1aBHOro OKHa
nporpaMMbl. TEKCTOBbIA MPOTOKO/ COAEPXKUT PasHO0OPa3Hy MH(opMaLuto,
OMMCbIBAIOLLMIA XOZ NPOBEPKUN CUCTEMbI, 0OHAPYXXEHHbIE OLLUNMOKN, HaAEHHBI
BpeLOHOCHbIE (halinbl 1 T.1.
[MpOTOKON 06HAPY>KEHHbIX BPEAOHOCHbIX (DaiinoB U NOA03PUTENbHBLIX 06BEKTOB

(BbI3bIBAETCS MPU HAXKATUM KHOMKM _E“Ed Ha NaHenu ynpaeneHvs cnpasa ot
TEKCTOBOr0 NMPOTOKONa). [laHHbIiA MPOTOKON NPeACTaBNseT co60i TabnuLpl
BMA «(haiin» - «onncaHue». B onncaHum daiina ykasblBaeTcs Ha3BaHWe BUpyca
WU OMMCaHKe NPUYKH, NO KOTOPbIM (halin Npu3HaH NoAo3puTenbHbIM. Kaxaas
CTpOKa TabnuLbl CHabXeHa nepekntoyaTeneM, KOTOpbIi NO3BONSET OTMETUTh
haiin. OTMeUeHHble (haliNibl MOXHO BPYUHYHO CKOMMPOBaTh B KAPaHTUH MK
YT,

TeKCTOBbIV MPOTOKO/ MOXET aBTOMATUYECKMN (MNIbTPOBATLCS, YIPaB/IeHUE PEXMMOM
(hMNbTPaLMM NPOVU3BOAMTCS MPY MOMOLLM K/K0Ya KOMaHAHOI cTpoku MiniLog! s 1. Kpome
TOro, NpeaycMOTPeHO Ay6/MpoBaHWe BbIBOAMMOI B MPOTOKO MHAOPMALIMM NapanienbHbIM
BbIBOZJOM B TEKCTOBbIVA (haiin - ynpaBneHne aTUM PeX1MMOM NPou3BOAUTCS NPY MOMOLLM

Ktoua SpoolLog| s

O6HoBMEeHue 6a3

O6HoBneHne 6a3 B AVZ HaunHas ¢ Bepcun 4.00 MOXET Npon3BoauTbLCs Yepes VIHTepHeT. Ans
BbINONIHEHNST OOHOB/IEHMSA 6a3 HEOBXOANMO BbINOAHUTL MYHKT MeHto "daiin/O6HoBNeHNe 6a3".
3arpy3ka BefeTcs C 0gHOro U3 AByx caiiToB - avz.virusinfo.info nnn z-oleg.com/secur, Boi6op caiita
NPOU3BOANTCA aBTOMATMYECKUN CNyYainHbiM 06pa3om, HO eCTb BO3MOXHOCTb 3a4aTh CalT BPYUHYHO.
O6HoBNEHNE 6a3 COCTOUT M3 TPEX onepaLyii:

1. 3arpyska haiin ¢ onMcaHmeM akTyaslbHOro CocTosHMsA AV 6a3

2. CpaBHeHVe 6a3bl /IOKaUTIbHOro KOMMbHTEPA C OnMcaHmem

3. B cniyyae o6HapyxeHus pacxoxaeHuin (sBuay nosiB/ieHns B 6ase HOBbIX (daisioB, 06HOBEHMS
CYLLECTBYIOLLMX U OBHAPYXXEHWUS NOBPEXAEHNS CYLLECTBYIOLLMX) NPOU3BOAMNTCA 3arpyska
HeobxoauMbIX dhaiisioB U UX yCTaHOBKA

B cnyyae c60s B xoae 3arpy3ku haiizioB BCe YCNELLIHO 3arpyXeHHble haiifibl ocTatoTcs B nanke Temp
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1 NP NOBTOPHOI NONbITKax 06HOB/IEHNS MX NOBTOPHANA 3arpy3ka He NPou3BOANTCS.

NeparHiHOe dBRTOMATHUE CHOE ob6HORAE HHE

~aled cor

et odHMK
HacTpoiiku: |H|:n|:|nb3|:|E=aTb HECTROAKK Internet Explorer ]|

1. 3arpyzka onMcaHKMa O8HOBAEHIME

2, AHANME Basbl HE OWCKE

3. 3arpyzka dalnoe, HeOSX0OMMEX AN YCTAHOEKM M OGHOENEHHE
4. MNpoeepka. YCTEHOBKA M OBHOBNEHKE dhalinoe

DopadaTeeaeTCA halin
[ l
[ l

I 0 Nuyck ] ’ X Sarpeite

Mo ymonuaHuto ans obpalleHns B VIHTEpHET NPUMEHS0TCA HaCTPOiKK, 3afaHHble B Internet Explorer.
OpHako B psife cnyyaes (Hanpumep, ecim He st paboTbl ¢ VIHTepHeT npumeHsieTcs |IE nam oH He
HaCcTpoeH) TpebyeTcs BpPy4YHYyH0 3a4aTb HACTPOKy o6MeHa ¢ MIHTepHeT. [19 3Toro Heob6xoAnmo
HaxkaTb KHOMKY B NPaBOil YacTu nons "HacTpoikn", 4To NnpuBeaeT K BbIBOAY OKHA HACTPOMKU:

Hactpoficu coenuHeHdn ¢ Internet

Fesr pato Tl

(&) Mcnonezoeate HacTpoiiku Intemet Explorer

Q Mparoe coeguHeHHe C Internet

(0 Hepez npokcu-cepEEp, HE TRESUHWME SBTOPUIaLMA
(OHepesz npokcH-cepeep, TREEYIWHH ABTOPM2ELMI

(O Yepes npokcu-cepeen, TReEYHWHE MTLM aeTopUzaLMI

MNapameTpel

[] 3anomMHuTE HECTpOFKK

[ W OK ” xCITMEHELJ

B faHHOM OKHe MOXHO 3afaTb OfIMH U3 YETbIPEX PEXNMOB paboTbl:
Wcnonb3oBatb HacTpoiiku Internet Explorer. B aToM pexumMe BCce HacTpoiikn o6MeHa 6epyTca us
HacTpoek Internet
Mpsimoe coegmHeHune ¢ Internet. O6mMeH ¢ VIHTepHEeT BeAeTCsl HanpsiMyto
Uepes npokcu-cepeep, He Tpebytowwmii aBTopm3aumn. O6meH ¢ VIHTepHeT BeaeTcs yepes
MpPOKCKU-CEPBEP, B ITOM pexmme 06g3aTesibHO yka3atb UMsa unu IP agpec npokcu-cepeepa B
hopmaTte UMa:nopT, Hanpumep my_proxy:3128 nnn 192.168.0.1:8080
Uepes npokcu-cepsep, Tpebyowwmin asTopmsaumnio. OTM4yaeTcs oT npesblayLwero pexvMa 1em, 4To
npokcu cepsep TpebyeT nepefayn UMeHV 1 Napons
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2.3

MepekntoyaTens "3anoOMHUTbL HACTPOVKN" MO3BO/SIET COXPaHUTb BBEAEHHbIE HACTPOIKKN NS TOro,
4YTOObI HE BbINOJIHATL NEPEHACTPONKY NPK KaxkaoM 3anycke AVZ. HacTpolikin coxpaHsalTcs B doaiine
AVZ.INI n aBTOMaTn4eckun 3arpy>karoTcs npu crepyrowlem sanycke AVZ.

Ha 3ameTky: B cnyyae npumeHeHnss AVZ B KOpropaTuBHON CETU BO3MOXHO 0OHOB/IEHME 6a3 C Nto60ro
ajpeca 1 ¢ No6bIMY NapaMmeTpamu, 3afaHHbIMU afMUHUCTPATOPOM. 1519 3TOro Heo6XxoANMO
NPUMEHNTb CKPUMT, COAEPXALLMI KOMaHOy ExecuteAVUpdateEx /111

OTnoXxeHHoe yaasieHne danna

OTnoXxeHHoe yganeHve caiina sBnsieTca BCTPOEHHOW doyHKumel AVZ 1 NpUMEHSETCA aBTOMaTUYECKM
CKaHepoM ANA yaaneHus U3BeCTHbIX BPeAOHOCHbIX nporpamm. OT/I0XEHHOe yaaneHne no3sonseT
yAanaTb haiinel 3anyLeHHbIX MPUNOXKEHWUIA, 3arpy>XeHHbIX DLL nnv daiisnbl, OTKpbITbIE C
MOHOMO/IbHbIM AOCTYMNOM.

AVZ BbINOJIHAET OT/IOXKEHHOE yaa/ieHre B ABa aTana:

1. flenaeTcs nonbiTka yaaseHne gaiinbl 06bI4HBIM cnocobom. Ecnv aTa nonbiTka ycnewHa v daiin
yaanseTcs, To OT/IOKEHHOE yAa/leHne He NpUMeHseTcs

2. Ecnn yganeHue dhaiina Ha ware 1 661710 HeycnewHbIM, TO daiisi perMcTpupyeTcs Ansi OT/IOKEHHOTO
yaaneHuve.

OTnoXeHHoe yganeHve aiina npon3BognTCcsa Npu NOMOLLM NyHKTa MeH "®ainm\OT10XeHHoe
yaaneHue dpainna". Nocne BbINOMHEHWS 3TOrO NMYHKTa MEHIO BbIBOAWUTCS AMAIOroBOE OKHO A1 BBOAA
nmeHu cpaiina.

" DtnomeHHoe yaaneHwe daina

g IE:"-.MDE T, gif o | _@J

I " Ok ] [x DTMEHE]

ViMsa halina MoXHO BBECTU BPYUHYH, CKONUpOBaTh Yepes bydep o6meHa nam BbibpaTtb B AMasIoroBOM
OKHe, KOTOpOe BbI3bIBAETCS MNPV HAXATWUM KHOMKM B NpaBoii 4acTy Noas Ans BBOAA MMeHM dhaiina.
Mocne BBOAA MMeHN paiina Heobxoammo HaxaTe OK gns ero yaasneHne unm kHornky "OtmeHa" gns
3aKpbITVA OKHa 6e3 yaaneHns daiina.

B cnyuyae HaxaTtus kHomku "OK" BbIBOAUTCS AMaiorOBOE OKHO C HacTpoikamy napaMeTpoB yAa/IeHUst
dhaiina.

Pe Hm yoane HHA

() YpnaneHue dafnoe

® HoaneHWe haANos M 3EPHCTMYECKas
~ YHMCTKE COEADK HE HMX B CHCTEME

[(JKonupoeates yoanaemele taldnkl B KapaHTIH

| W OK |[ h 4 DTMEH&]

MopaepxviBaeTcs ABa pexuva yaaieHus:

1. O6bIYHOE yaasieHre yka3aHHOro goaiisia (npovssogmTcs npu Bbibope onuun "YaaneHune goaiiios"”).
OTOT peXxum He pekoMeHayeTCs NMPUMEHSITb

2. Ynanenve daiina n aBpucTMyeckKas YnCTka CCblIoK Ha doaiin B cucteme. B aTom pexuvme kpome
yaaneHus gpainna npon3BoaUTCA aBToMaTuyeckas 3auncTka aBTosanycka 1 psga kiodeli peecTtpa, B
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2.4

KOTOPbIX MOT 6bITb 3aperncTpmMpoBaH yaansemolin hainn (Winlogon, pernctpaums CLSID,
pacwupeHnus Internet Explorer n nposogHuka v 1.1.). NMogo6Has ounMcTKa Npon3BoaMTCS
aBTOMaTWUYeCKN 1 AenaeT yaaneHme 6osee KOPPEKTHbIM.

Ecnu BkoUnTh Nepekntodartesns "KonmpoaTb yaansaembie daiisibl B KapaHTUH", TO Nepej, yaasieHnem
haiina B KapaHTUHe 6yaeT co3faHa ero Konus.

Mpodnnn HacTpoek

AVZ no3BOMsieT COXpaHATb HACTPOWKM B BUAE UMEHOBaHHbIX npodimneit. Mpodnnn saenswTcs
TEKCTOBBLIMU 1 COZlepXaT NapameTphbl, NAeHTUYHbIe NapameTpam KOMaH/Hol cTpoku| 93). Mocne
coxpaHeHus NPonIN MOXHO PefaKTMpOBaTh BPYUHYIO.

[ns coxpaHeHus TeKyLMX HacTPoeK B BUAe npodinsie He06X0AMMO Bbi3BaTb MYHKT MEHIO
"®aiin\CoxpaHnTb Npochunb HacTpoek". B OTKpbIBLUEMCS AMa/IOrOBOM OKHE COXpaHeHus daiina
HeobxoaMMO 3a4aTb UMs haiina n mectononoxeHue. PaclumpeHue alina He urpaeTt posu, HO Mo
yMOn4yaHuio y npocouneit ncnonb3yetcs paclumpenue prf.

3arpyska npodmna nporM3BOAMTCS NPY NOMOLLM NyHKTA MeHo "®alin\3arpy3utbe Npodn/ib HacTpoek”.
Mpy BbINO/IHEHUM 3TOrO MyHKTA MEHIO BbIBOAMTCA ANa/IOTOBOE OKHO OTKPbITUSA haiina, B KOTOPOM
Heo6X04MMO BbIGpaThb HYXXHbIA MPOUb.

Y AVZ npepnycMoTpeHa nogaepxka npodusis no ymonyaHuio. 3ToT npodun/ib aBToMaTU4eCcKu
3arpyxaetcs npu ctapte AVZ 1 go/mkeH pacnonaratbcs B paboueli nanke AVZ nog umeHem "avz.prf".
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3

3.1

KapaHTuH

KapaHTrH 1 nanka Infected

B ytnnnte AVZ npeayCMOTPEHO ABe Nanky AN XpaHeHns Konuin yaansieMbiX Bpe4OHOCHbIX
thannos (nanka Infected - kapaHTVH AN MHAULMPOBaHHLIX haioB) U NOAO3PUTENBLHBIX (dainnoB
(nanka "KapaHTUH"), HaliAEHHbIX 3BPUCTUYECKMM aHaIM3aTOPOM W/IM NOMELLLEHHbIX B KapaHTUH
Nnosib30BaTesIEM BPYUHYIO.

PaboTa ¢ kapaHTUHOM 1 nankoii Infected abcontOTHO MAEHTUYHA U NPOM3BOANTCS B CneLasibHOM
OKHe, BbI3blBAEMOM U3 MeHI0 "daiin”. Ana paboTbl C KApaHTUHOM HEOBXOAUMO BOCMO/1b30BaTbCA
MeHI0 "TTpoCMOTp KapaHTUHA", Ansi paboTsl ¢ nankoi Infected - "®aiin/ MpocmoTp nanku
Infected".

T HdpaHTHH ~Nanka C KOMHAMH NoOdoapHTEe AbHBIX O brexToR

Manki
' | ‘ x _ a a
Ynanute ApXHBHPOBATE AeTonoGagneHHe | |[oGaBHTE no cnucky| |BoccranoeuTe
| dain ) N MpumHa KElp_ElHTMHEl Mma & KﬁpﬂHTHHE_

[ Chvirus2ywildtangentwtistibackupil... MNooozpedue Ha Spy\WildTangen...  ave00001.dia
[ ChvirusZywildtangentwtimtibackupyl. . MNooozpedue Ha SpyWildTangen..  avez00002.dts
[ Chvirus2ywildtangentwtiwtupdatery . MNooospedue Ha Spy WildTangen..  awve00003.dta
[ ChvirusZywildtangentwtiwtupdater,.. MNooozpedue Ha SpyWildTangen...  awz00004.dta

I ¥ Yaanute nanky ‘ |

['d? QUMETUTE KapaHTHH] KommaecTen diafnoe:4, cymMmapHeM pasmep: 128,00 k6

JanbHeiiwyo paboTy N onpefesnieHHOCTU PacCMOTPUM Ha npuMepe nanku "KapaHTuH".

B neBoli 4YacTu OKkHa pasMeLaeTcs CN1COK B/IOXEHHbIX Nanok nanku "KapaHtuH". [nsa ynpoweHnst
paboTbl Nanku UMEHyYTCSA aBToMaTU4eckue - Msi nanku popmmpyeTcs no macke rrrr-Mm-a4,
roe I'TTT - yeTbipe undpbl roga, MM - aBe undpbl Mecsua, A4 - ABe undpbl gHA. BNoXeHHble
nanku co3gatTca aBToMaTuyecku No Mmepe Hafo6bHOCTH, U Takast CTPYKTypa CyLLeCTBEHHO
ynpoLaeTt aHam3 painnos B KapaHTUHE - OHW OKa3bIBAIOTCH CrpynnupoBaHHbIMK NO Aate
3aHeceHus B KapaHTUH. Tekyllan nanka nofcseynsaeTcsa Mapkepom. KHOMKY noj, CMcKoM narok
NO3BONSAIOT YAA/INTb TEKyLLY nanky (KHomnka "Yaanutb nanky") u NpoM3BeCTU MOJTHYHO OYNCTKY
KapaHTuHa (KHonka "OuncTuTb KapaHTuH"). MoiHast ounCTKa KapaHTUHA NPUBOANT K yaaNeHNIo
BCceX haii/zIoB 1 Nanok, HaxXoAsLWUXCS B KapaHTUHeE.

Mpwn BbIGOPE Nankn B /IEBOI YaCTW OKHa 0TOBpaXKaeTCs CNNCOK HAaXOASLUMXCS B KapaHTHE
channos. s Kaxaoro gainna otobpaxaeTcs NosiHOe MCXxogHoe ums dpaina, npuumHa
nomeLleHuns thaiina B kapaHTVH (MMS BMpYyca, CO0OLLEHNE 0 NOA03PEHMMN HA BMPYC, MHApOpMaLns
0 3aHeceHun oainna Bpy4Hyto), ms haiina B kapaHTUHE W ero pasmep.

Kaxablin thaiinn MOXXHO OTMETUTL NPV NOMOLLM NepekoyaTens nepeg ero umeHem. [ns 6bICTpoi
OTMEeTKM Bcex haii/ioB MOXXHO BOCMO/b30BaTLCA MEHIO, BbI3bIBAEMbIM MPU HaXKaTUW NpaBoii
KHOMKM Hag, CNUCKOM (MEHI0 COAEPXUT MYHKTbI, NO3BOSIOLME OTMETUTL BCE dhaiisibl, CHATb
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OTMETKY CO Bcex (haiifioB 1 MHBEPTUPOBATbL OTMETKY).

Hap, cnuckom dhalinos pacnonaraetcs naHelb UHCTPYMEHTOB C KHOMKamu, NO3BO/SIOLWMMM
BbINONHATb ONepaumn Hag OTMeUYeHHbIMY dhaitnamun. Haxatme KHONkM "YaanuTb OTMEUYEHHbIEe
channbl" NO3BOMSET N3GMpaTENBHO YAATUTL OAMH UNN HECKO/IbKO OTMEUYEHHbIX (hainnoBs, YTo
NnosIe3HO A/151 YACTKM KapaHTUHa. KHonka "ApxvMBupoBaTb OTMeYeHHble (halinibl" No3BonseT
co37aTb apxuB, B KOTOPbI/ NOMELLLATCS OTMeYeHHble halinibl. ApXuB No hopmaty NosIHOCTbIO
COBMECTUM C ZIP apXx1MBOM 1 aBTOMaTUYeCKU 3almLiaeTcsa naponem "virus". MNMaponb noneseH ans
oTnpaBky hainnoB Ha aHaIn3, T.K. He3aLMLLEHHbIE Naponem diaisibl MOryT 6bITb OCTAHOB/IEHbI
NMOYTOBbIM aHTUBMPYCOM. APXMBaLMS BbINOSHAETCS BCTPOEHHbIM B AVZ apXxmBaTtopoM (415
paboTbl 3TO PYHKL MM yCTaHaBAMBaTb U HacTpanBaTb apxmBaTopbl Tuna WinZip He TpebyeTcs).
Ecnv npu co3gaHun apxvBa yka3blBaeTcs UMS CyLLeCTBYOLWEro daiina zip, To alinbl
LONUCLIBAOTCA K CYLLECTBYHOLLEMY apxuBy. TakuM 06pa3om, ecnv BO3HUKaeT Heo6XoaMMOCTb
NOMECTUTb B apPXUB HECKOJIbKO (DaiioB 13 pasHbIX Nanok KapaHTUHa, TO 3Ty 3a4a4y MOXHO
peLnTb, YKasbiBas B gnanore "MomMectuTb B apxXnB" OQUH U TOT e apXUBHbIA calin.

daiinbl B KapaHTUHe (M COOTBETCTBEHHO B apXMBE) NEPENMEHOBbLIBAKOTCS - MMeHa halifioB
chopmupytotes kak avzNNNN.dta (rae NNNNN - nopsigkoBblii Homep haiina B nanke). 4ns
kaxxgoro dparna avzNNNN.dta cozgaetca avzNNNN.ini, cogepxawmii onucaHue thaiina
(McxogHoe MMS 1 MecToNoNoXeHKe haiina B cucteme, gata v BpeMsl NOMELLEHNS B KapPaHTUH,
NPUYNHBI KapaHTUHa 1 pasmep daiina).

KHonka "[l06aBnTb MO CMINCKY" Bbi3blBAET AMA/IOrOBOE OKHO KapaHTVHA haiiios no cnucky| 3 ),
KHonka "ABTogo06aBneHne" Bbi3blBaET ANASIOrOBOE OKHO CUCTEMbI aBTOMATUYECKOrO KapaHTMHa

daiinos| s,
3.2  ABTOKapaHTVH

ABTOKapaHTVH - 3TO BCTPOEHHOe cpeacTBo AVZ, N03BO/IAOLLLEE aBTOMATUYECK MOMECTUTL B
KapaHTUH Bce (haiinbl, KoTopble AVZ He ONO3HAET Kak KOMMOHEHTbI CUCTEMbI MPU NOMOLLM KaTanora
6e3onacHocTn Microsoft nnm kak 6esonacHble 06beKTbI NPV NOMOLWM 6a3bl 6e30NacHbIX 06 BHEKTOB.
ABTOMaTUYECKMNIT KapaHTUH OYeHb YA06EH A1 onepaTMBHOIO c6opa halinioB Ha uccnegyeMmom
KOMMbIOTEPE A5 NOC/eAYIOLEro U3yYeHMa NN NPOBEPKN HECKOSIbKMMWN aHTMBMpYCcamu B
cTaLMoHapHbIX YCNOBUAX.

ABTOKapaHTUH Bbi3blBaeTCA N3 MeHH "®ainmABTOKapaHTUH" nam Fgm HaxkaTun KHOMKY
"ABTOA06aBMEHNE" B OKHE MPOCMOTPA COAEPXMMOr0 KapaHTuHal 34
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3.3

ABTOMATHUECHOE HOMMpOBaHHE B HAPAHTHH

AETOMETHYECKM KEOMNMPOESTE B KAPEHTHH HEONOSHAHHEIE dal ikl

[¥] 3anyueHHEE NpoUECTh
[¥] EMENMOTERH NpOUBCCOE

R RS Toneko AKTUMEHEIE CAYKEL 4 DpaAEEME ~ |

booynu npocTpaHcTES A0pa

[¥] AeTOzanyck

M MopTtel TCRAJDRE

Hactpoiikk SFI/ LEFR

booynd pacwrpeHKa IE (BHD, naHenm )
booynu pacwKHpEHMA NPOB0OHMES

boaynu paclHpEHMA CHETEMEl MEYETH [MOHKMTORE NEYETH, NPoEaRIEpE]
JagaHus nnaHMpoewMEa 2anad Task Scheduler
MNpoTokoNke 1 oBpasoTYMKK

Downloaded Frogram Files (DFF)

[“lAnnneTe naHeny ynpaeneHm9a (CFEL)

[ ]
w Myck I [ x BaKpblTbJ

JunanoroBoe OKHO CMCTEMbl aBTOMAaTUYECKOro KONMpoBaHUsA B KapaHTUH

MepeknoyaTeny B AMaNOroBOM OKHE aBTOMAaTMYECKOrO KapaHTMHa NO3BONAIOT yKka3aTtb, (hai/ibl Kakmx
KaTeropuii Heo6xoAMMO NOMECTUTb B KaPaHTVH. M0 yMONYaH/o OTMEeYeHbI BCE KaTeropuu.

[na kateropum "Cnyx6bl 1 gpaiiBepa” npeaycMoTpeHa A0NoNHUTEIbHAsA HACTPOiKa - N0 YMOYaHUIO
B KapaHTVH KONMPYHOTCHA TONBbKO akTUBHbIE CNYXObl 1 ApaiBepbl. O4HAKO Npu NOMOLLY BbinagatoLero
CMMCKa MOXHO BblOpaTb APYroi pexum - "Bce Cryxobl n gpansepbl”.

KonvposaHue B kKapaHTUH HAYMHAETCA NPU HaxKaTum KHOMKK "lNMyckK" 1 MOXeT NpoAo/KaTbCA
L0CTaTOYHO NPOAO/IKMTENbHOE BPeMs (B 3aBUCUMOCTMN OT KOHKPETHO KOHMrypaumm, Hasmums
aHTMBMPYCHOTO MOHUTOPA M MOLLLHOCTU KOMMbIOTEPA aBToKapaHTUH paboTaeT oT 5-10 cekyHz A0 2-3
MUHYT). [poLecc aHannsa oTobpaxkaeTcs Nporpecc-UHANKaTopoM.

HaxkaTne KHOMKM "3akpbITh"” 3aKpblBaeT OKHO aBTOMaTM4YeCKoro KonmpoBaHus B KapaHTUH.

JobaBrieHne B KapaHTUH NO CMNUCKY

Cepsuc "[JobaBneHve B KapaHTWH MO cnucky" yaobeH Ans MaccoBoro go6aBneHns goaisnos B
KapaHTUWH Mo 3apaHee U3BeCTHOMY CNUCKY. [19 BbI30Ba AMasIOrOBOro OKHa KapaHTuHa Mo Crncky
MOXHO NPUMEHUTb MeHI0 "dain\[JobasneHne B KapaHTUH MO CNUCKY" AW HaXaTb KHOMKY "[o6aBuTb
Mo Cru1CKy" B OKHe KaQaHTMHa%.
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lofasie HHE B KAPAHTHH N0 CITHCKY

Crucok dafnoe

chrojan.exe
Chmouse. exe

MpoTokon

Lo HHCK] ’ h 4 EaKpblTb]

Cnmcok haiifioB He06xo0AMMO BHECTM B nosie "Cnucok dalinios"”, B 04HON CTPOKE AO/HKHO 6bITb NO
o4HOMY MMeHu haiina. B umeHax ¢aiinos gonyckaeTcsa ykasaHvwe CMMBOJ/IOB Macku ™" n "?". Mocne
3arnoJ/IHeHNs cnncka hannoB HEOGX0AMMO HaxaTb KHOMKY "Myck" A8 BbIMOSIHEHMSA KapaHTuHa. B none
"MpoTokon" npu 3ToM YOPMUPYETCHA NPOTOKON BbINOSIHEHWS KapaHTUHa haiinos.
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4

4.1

BCcTpoeHHbIe cpeacTBa noncka

[Tonck pgaHHbIX B peecTpe

B oKkHe cucTembl MoUCKa B peecTpe pa3mellaeTcsl CTpoka ¢ o6pasLom Ans noncka. B aToii cTpoke
HeobxoauMo BBECTM obpasel, 415 nomcka, Hanpumep ums DLL dhainna nnm goparmeHt URL,
YCTaHOBMBLUETOCS B KAYeCTBe AOMaLLHel CTpaHuLbl.

Mpn HaxxaTum KHoMkm "lMyckK" NpPoM3BOANTCA 3anyck npoLecca novcka (cam NPoLecc MoxeT
ONINTBCA HECKONIBbKO MUHYT - CKOPOCTb NOUCKa 3aBUCUT OT MPOU3BOAUTENBLHOCTU KOMMNbIOTEPA,
KO/IM4YecTBa K/toueli B peecTpe 1 HacTpoek nporpaMmsbl). KHonka "CTton" no3BonsieT npepsaTtb

npouecc noncka.

OMCH JaHHBIX B peecipe

Oepazew | " N

[ EH CopanuTs I'IpDTDKDJ'IJ

MpoTokon | HaigeHHbe kK49 MapareTpr noMcka |

EM-DJJHnb 05 NOMCKA ASHHEX B peeu:'rpe,"ﬁ;anuee OEI 2IJ-D4 iwtlp':,.-f,.;z-.o-leg.co m,’"secur |
{3anyweH Noxck KNHJel, conepxawmy ospasey "rojan” [
i—Mouck B HKEY_LOCAL_MACHINE —

\SOFTWARELClasses\Interface|{C5396 1 DA-C191-32E1-5E5F-726F041 B4CSFHPrasyStublsidse

3aknaaka "lMpoTtokos”

3aknagka "TIpoTokoN" coaepXnT NPOTOKON paboTkl NporpamMmmbl. B npoTokone coaepxarcs
HaAeHHbIE KUK, CnyxebHas nHgopmauus, nHgopmauusa 06 yaaneHHbIX kKnvax. NpoTokon
MOXET 6bITb CKONMPOBaH Yepes bydep obmeHa AN pasMeLleHnst B KOHEPEHLMM UM OTNPaBKK
MO 3NEKTPOHHOW No4yTe. KpoMe Toro, MOXXHO COXpaHUTb MPOTOKO/ B TEKCTOBbINA haiin (MeHto
"®ainn/CoxpaHnTb npoTokon").

3aknaaka "HaigeHHble Kno4uum'

3aknagka "HangeHHble Koumn" cogepxnt Tabamuy ¢ 0TCOPTUPOBAHHbLIM MO MMEHNU K/HoUa CMMCKOM
BCEX HaMAeHHbIX kntoueli (B Tabnmue Tpu ctonbua - "knod", "napameTp” u "3HayveHune").

Kaxkgas cTpoka Tabnuupl cogepxut nepekntovatesns (checkbox), KoTopblii N03BoNSET OTMETUTL

CTPOKY.

Mopa Tabnuueli pasmelleHbl ABE KHOMKK:
"Co3pgartb reg haiil ¢ OoTMEeYEHHbIMM Kato4amMmn”. Fpy HaXKaTumn Ha 3Ty KHOMKY co3gaeTcs
CTaHAapTHbIA reg chaiin, B KOTOPbIV 3KCMNOPTUPYHOTCA OTMEYEHHbIE KoUK peecTpa. JaHHas
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4.2

hYHKLMA NonesHa A1a CO3[aHus pe3epBHbIX KOMUA nepes yaasieHnem koyeid. BaxHbim
MOMEHTOM SAB/ISIETCA TO, YTO B dalin 3KCNOPTUPYIOTCA TONIbKO OTMEYEHHbIE KoUK (ecnu
OTMEYEHHbIV K104 UMeeT napameTpbl W B/IOXEHHBIN K/OUW, TO BCE OHU He ByayT
3KCMOPTMPOBaHBbI). /19 NOSIHOro 3KCNopTa O4HOIO UM HECKO/IbKMX K/TloYel cneayet
BOCMO/1b30BaTbCA nporpammoii Regedit;
"YAa/IMTb OTMEYEHHbIE KouN". Y aaniaeT OTMEYEHHbIE KU (MK 3HaveHus kiodeit). Mpu
yAaaneHuu kitouei cnegyeT cobioaaTte 60/bLLUYI0 OCTOPOXHOCTb, T.K. MOBPEXAeHWe peecTpa
MOXeT NPUBECTYU K Kpaxy cucTemsbl. Moatomy ecnv Bbl He yBepeHbl B Ha3HaYeHUW yaansaemMbIxX
Kntoueid, To Bam Heo6xoarmo 0b6s3aTesIbHO MPOKOHCYNbTUPOBATLCA CO CneyuannucTamuy;
Mpu HaxkaTuM Hag TabnyLein NpaBoi KHOMKX MbILLW BbIBOAUTCS BCM/bIBAIOLLEE MEHIO,
Nno3BO/IAIOLLEe OTMETUTbL BCE CTPOKU, CHATb NMOMETKY CO BCEX CTPOK M UHBEPTMPOBATbL OTMETKY.

3aknagka "lMapameTtpbl”

[JaHHasa 3aknajka COAepXUT HACTPOIKM NOUCKA 1 HACTPOIKMA NPOrpammbI.
"pynna napameTpoB "VckaTb B k/touax" No3BOMSIET yKa3aTb, B K/1OHaX Kakmx BETBEl peecTpa
Heo6X0AMMO NPON3BOAUTL MOUCK.
pynna napameTpoB "MpocmaTpmBaTb Npu NoMUcke" No3BoNSET HACTPOUTL 06/1acTb noucka. Mo
YMOJ/THaHUIO MONCK BEAETCA B UMEHAaX U 3HaYeHUsAX napameTpoB

Mouck hainnoB Ha gucke

[ns novcka chainnos Ha gucke B AVZ BCTpOeHa creumanbHas cepBrcHas OyHKLUS, Bbi3biBaeMas
13 meHto "Cepsuc / MNouck chainnos Ha gucke". Mounck ainnos cpeacTeamu AVZ nmeeT psag,
NPeUMyLLECTB Haf, CUCTEMHbIM MOWMCKOM MO PSAY NPUYVH:
CucTtema novcka dhaiinos AVZ 3alimiieHa BCTPOEHHO B AVZ cucTeMoli NpoTUBOAENCTBUS
RootKit - 3TO C CyLHOCTM OCHOBHas NpUYnHa, NO KOTOPOoi B AVZ BCTpOEHa cucTeMa noucka
(painnoB. MackupoBka NpoLeccoB B NaMsTh 1 hali/ioB Ha ANCKE NpUCyLLa MHOTMM
COBpPEMEHHbIM TPOSHCKMM Nporpammam, Npon3BoAUTCA 3Ta MackMpoBKa Kak npasuio
nepexsatom API. B pe3ynbTaTe CUCTEMHbIE CPeACTBA NOMCKA NO3BOAAT 0OHAPYXUTb Ha AMCKe
Macknpyemble daiinbi(M COOTBETCTBEHHO HE NO3BOJIAT CKONMPOBAaTb UX A/19 OTNPaBKN Ha
aHanus).
Cuctema noucka oaiisioB cBa3aHa C kapaHTUHOM AVZ - 060 N3 HaldeHHbIX (DaiisioB MOXET
ObITb CKONMMPOBAH B KapaHTWH;
Monck Npon3BoOAUTCS HE3ABUCUMO OT paclUMpeHns goaina, ero MecTonosIoXeHNs 1 aTpuobyToB -
CUCTEMHbIE CpeaCTBa NoMcKa 4acTo Npy NOUCKE NoKasbIBalT He BCe (halisibl (3T0 0CO6EHHO
BaXXHO 47151 CUCTEMHBbIX nanok Tuna Downloaded Program Files)
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[louck chaknoR Ha OMCKe E|[E|@
DENaCTE NOMCKA _ MapameTpel noucka _
w0 Ouok 3.5 (4] | Vs haiina (Wan Macka): | =<8
& [F=e Disk-C () [MapamMeTpb NoWcka
- Disk-0 (D7) y — |
& [Jaee Disk-E (E) [ Pazrmep (5aiAT)

w0 DVD-RwW auckoeon (F) F ISt chstan SEHO | |

[JOata vameHeHWs ° |

[ Conepsur TEKCT | !
MEKAKYHTE haF AL, MSBECTHEIE AYZ KaK CUETEMHEIE M B230NacHe
FlekAiunTe dafnel, npoweaune Npoeepky nognuMHHocT Microsoft
[ 0o68enaTe HEROEHHEIE dhabl K CNHCKyY

MpoTokon | HaloeHHEE badkne

Paiin Pazmep Harta coznaHua Hata MoaMd K. .

[ KonWpoBaTs OTMEHEHHEIE hafNkl B KapaHTMHJ ['X, YAanMTE OTMEYEHHEIE cpamnbl]

ojn

[nsa BbINONHEHMA NoMCKa HE0H6XOAMMO OTMETUTb AUCKU (UM Narnku) B 4peBOBUAHOM CNUCKe
AMCKOB 1 Nanok "O6nacte nomcka". MeH, Bbi3bIBAEMOE MO MPABOI KHOMKE MbILW Haf
nposogHukoM "O6nacTb noucka", N03BosiieT GbICTPO OTMETUTL XECTKUE AUCKU, ANCKOBOAbI U
CDROM. MNMocne 3agaHus 06/1actu noucka Heo6xoaMMo ykasaTtb Ms chaiina uam macky. MoxHo
yKa3aTb HECKOJIbKO MMEH (halifioB UM HECKO/IbKO MacOK, NEPEYUNCISs UX Yepe3 npoben, 3ansaTyto
UM TOYKy € 3ansToil. MoXHO coveTaTtb MMeHa haisioB 1 Macku.

Mprmepsbl:
** - mouck Bcex hainnos

*.exe - NoVcK haiiyioB C pacLUMpeHneM exe

dialer.exe - nouck ghaiina c KOHKpeTHbIM nMeHeMm "dialer.exe"

dialer.exe, *.dll, trojan*.sys - nouck cpaiinos ¢ umeHem dialer.exe nnu ¢anIoB ¢ N0OLIM UMEHEM 1
pacwupenuem DLL wnu chbaitnos ¢ umeHem Trojan<atobble CUMBOSbI>.SYS

*.exe, *.dll, *.sys, *.0cx - nonck hainnoB ¢ ykazaHHbIMU pacLUMpeHNSIMU

B macke MOXHO 1CNo/b30BaTb CTaHAAPTHbIE CUMBOJIbI * (HA MECTE * MOryT BCTpeyaTbcs Nobble
CVYMBO/IbI B 11060OM KO/MyecTBe) 1 ? (Ntoboli CMMBOA B 3af4aHHON No3uLmn).

Mpumep:

Trojan.ex? - 370 Macke K npMMepy MOryT COOTBETCTBOBaTb (haiisibl Trojan.exe u Trojan.ex_
Macka siBnsieTcs o6a3aTenbHON (415 noucka aiiios ¢ NtobbiM MMeHeM He0bX0AMMO yka3aTb
Macky *.*).

Kpome Mackun MOXHO 3agaTb pSif YC/10BUiA Moncka - paaMep, AaTy co3gaHus, gaty Mogudmkaumm.
[ns BK/IOYEHNS yCrI0BMSA HEOOXOAMMO YCTAaHOBUTL Nepek/tovaTesb, BbibpaTb TUM YC/I0BUS NX
cnucka 1 3anofiHWTb NapamMeTpbl B NoAsX. Ecim napameTp 3anofHEH HEMPaBUILHO, TO OH
nofyepKnBaeTCs KpacHOW BOTHUCTOW /IMHMEN n nouck 6noknpyeTtcs. Mpu HaBegeHUM kypcopa
MbILLN HA HEKOPPEKTHOE NoJie BbIBOAWUTCS BCM/IbIBaKOLAsA NOACKa3Ka, NOSCHAKLWAsA NPUYnHyY
OLLINOKMN.

Oc060ro BHMMaHUs 3acnyxusaet onuns duibtpa "cknounTtb doaiiibl, n3BectHble AVZ kak
cMCTEMHbIe 1 6e30nacHble”. BkitoueHne JaHHOr0 nepeksoyaTesns NpUBOAMT K TOMY, UTO Kadkabli
dhaiin, cooTBETCTBYIOLWMIF BCEM NMPOYUM YC/TIOBUSAM NOMCKa NpoBepsieTcs no 6a3e n3BecTHbIXx AVZ
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4.3

6e30nacHbIX 1 CUCTEMHbIX (halinoB. Ono3HaHHbIE N0 6a3e 6e3onacHble halisibl UCKNYaTCA U3
pe3ynbTaToB Novcka. JTOo, Kak NPaBw/I0, OYEeHb CYLLECTBEHHO COKpallaeT KOIMYEeCTBO HalAeHHbIX
channoB. [lJaHHbIl pexum unbTpaumm o4eHb yaobeH Ansi noncka Bupycos 1 Spyware - MOXHO
3agaTb Macky noucka "*.exe *.dll", ykazatb nanky Windows, 3agaTb gvanasoH gat (kak npasusio
NMeEeT CMbIC/T UCKaTb oaitsibl, CO34aHHble 3a NOC/eAHWI Mecsil, OT MOMEeHTa NosiBNIEHUM NPo6em
¢ MK) n BkNOUMTL onumio "VIcknountb dalinbl, n3BecTHble AVZ Kak CUCTEMHbIE U 6e30MnacHble”

[Nounck 3anyckaeTca Npy HaxaTtnn KHonku "Myck". Jnsa ocTaHOBKM Noncka NpuMeHsIeTCAa KHomMka
"Crton". Pe3ynbTaTtbl NOMCKa BbIBOAATCA B NPOTOKOA (3aknagka "MpoTtokon) n B Tabnvuy
(3aknagka "HaingeHHble dhainbl”). B Tabnvue oTobpaxatoTCs OCHOBHbIE NapamMeTpbl HalgeHHbIX
channos, 1060 13 hainIoB MOXHO OTMETUTbL NPU NOMOLLM NEPEK/oYaTeNs nepes ero UMeHemM.
OTMmeueHHble haiibl MOXHO CKONMMPOBAaTb B KAPaHTUH UAW YAanuTb (3TW onepawmmn BbINOHAKTCA
NPW HaXaTuy COOTBETCTBYHIOLLMX KHOMOK MO CUCKOM).

Ha 3ameTky:
Y Tabnuubl HaligeHHbIX halifioB eCTb MEHIO, Bbi3biIBAEMOE MO NPAaBOI KHOMNKE Mbiwn. JaHHoe
MEHIO NO3BO/ISET OTMETUTb BCE HalijeHHble ddaiisibl, CHATb U UHBEPTMPOBATbL OTMETKY.

Monck Cookie No AaHHbIM

[na onepaTMBHOro aHasM3a COAEPXKUMOro XpaHMMbIX Ha koMnbtloTepe Cookies MOXXHO NPUMEHNTb
"Mounck Cookie no gaHHbIM". DTOT aHann3atop usydaet Cookie, KOTOpble COXpaHSOTCA 6pay3epamu
Internet Explorer n Mozilla Firefox. OKHO cucTembl noucka Bbi3biBaeTCs N3 MeHo «Cepauc\rlonck
cookies». [laHHbIli aHanM3aTop NO3BO/ISET NO/Ib30BATENIO Y3HATb, Kakmne caiTbl COXPaHAT B cookies
KPUTUYHYIO ANs1 HEro MHopMauuto - B NMOC/IeACTBUM 15 3TUX CaliTOB MOXHO co3faTb npasuna,
6nokupyowme npuem ot HuX cookies.

OCO06EHHOCTbIO CUCTEMbI MOMCKa SABASIETCS TO, YTO NOMCK MOXET BECTUCb OHOBPEMEHHO MO
HECKOJIbKMM TEKCTOBbIM 0bpasuam (Npy 3ToM 06pasLbl pa3gensanTcs Nnpodbenom unm «;»). NMomck
BEeJETCS C y4eTOM TOro, YTO AaHHble B cookie mory 6bITb NpeacTaBrieHbl B hopmarte Base64, UUE,
url-encoding unu quoted-printable. AHanusnpyembie hopmaTbl MOXHO BbIOpaTb Ha 3aknagke
«HacTpoliku», N0 yMO/IYaHUio BEAETCS NOMNbITKA NOMCKa BO BCeX hopmarax.

Ospaszey |passward|

Oy | C 1 [ E Coxpanute npotokon ]

Mpotokon | HapoewHwe Cookies | MapameTpel novcka

(—&Hanuz cookie Internet Explorer —

{Internet Explorer : zaitsevi@forum. ru-board[2] b4

{Internet Explorer : zaitsew{@svirusinfa[1] td

{Intemet Explarer ; zaits v kpnemol2] bt

|AHannz cookie Internet Explorer zagepwen. MNpocroTpexo cookie; 1002
|— AHanuz cookie Firefox —

|Firefox: TodwZruo.default : bbpassword

|AHEnnz cookie Firefox zaeepweH. MNpoctoTpedo cookie; 236
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[nsa npoBeaeHns aHann3a B CTpoke «Obpasel» HeobxoanMmMo BBeCTM diparmMmeHTbl e-mail agpecos
nosb30Bartens, npyMeHsieMble 415 perncTpaumm Ha IHTepHeT cainTax MeHa u naponn, parMeHThbl
HOMEpPOB KPeAUTHbIX KapT Wan UHy nHdopmaumio, kotopas Beogunace B WEB chopmbl 1 yTeuka
KOTOPO#1, MO MHEHMIO NONb30BaTeNs, NPeACTaBAseT 418 Hero yrposy. MNpu ykasaHum ob6pasyoB novcka
cnefyet yunTbiBaTb, YTO MO CYyTW BEAETCA NOUCK BXOXAEHUSA yKka3aHHbIX 06pasLoB B AaHHbIX cookie,
NO3TOMY 4acTo 415 3PEKTUBHOIO NONCKa [OCTATOYHO YKa3aTb YHUKa/bHbIe dhparMeHTbl, HanpuMep
"newvirus" BMecTo «newvirus@z-oleg.com» naun nocnegHve 5 undp Homepa KpeanTHOM KapTbl
BMECTO ee NOJIHOro HoMepa.

Mocne 3aaaHus 06pasLoB HEOH6XOANMO HakaTb KHOMKY «[Myck» Ans 3anycka noucka. Movck moxet
3aHATb HEKOTOPOE BpeMSI, Kak npaBuio, He 6onee 10-20 cekyHA. Mocne 3aBepLueHns nomcka
chopmupyeTcs NPOTOKO/, B KOTOPOM YKa3aHo, B Kakmx Cookie BCTpPeYasimcb ykasaHHble 06pasupl.

Ha 3aknagke «HaigeHHble Cookies» MOXHO NPOCMOTPETb CNNCOK HaligeHHbIX Cookies, npyn HaxaTuu
KHONKM «pocMoTpeTb Cookie» Ha aKpaH BbIBOAUTCA cogepxumoe Tekywero Cookie ans getanbHoOro
aHanm3sa.

Ha 3aknagke "HacTpolikn" 3agaroTcs HaCTPOWKK Noucka. HacTpoliku No3BONSAOT yKka3aTb TUMbI
Gpay3epoB, A/15 KOTOpbIX He0bXxoaMMO aHann3nposaTtb Cookie 1 TUNbl KOAMPOBOK, KOTOPbIE
HeobxoauMO NPUMEHSTL B X04e aHanunsa cogepxunmoro Cookie.
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5

5.1

BCTpoOeHHble yTUNUTI

AduncneTtyep npoueccos

[na noucka WwWnnoHckoro MO 1 TPOAHCKMX Nporpamm BPYyUHYHO B nporpammy AVZ BCTPOEH
COOCTBEHHbIV AncneTyep NpoLeccos.
BbI30B gucnetyepa Npom3BoanTcs M3 MeHwo "Cepsuc \ incnetyep npoueccos”.

[JvcneTtyep npoueccoB NO3BONSAET:
oTOGpaxaTb CMMCOK 3anyLLeHHbIX NPOLLECCOB (CMMCOK NPOLLECCOB CTPOMTCS Pa3INYHbIMU
cnoco6amu, gns Windows NT npegycMOTPeEHO NOCTPOEHME CnrcKa NPOLLECCOB WTaTHbIMU
cpeacTBamu, npu nomolym Native API, npu nomoLy NogcMcTeMbl MOUCKA CKPbITbIX MPOLIECCOB);
0TOGpaXaTb CMMCOK BUBNOTEK A5 KaXKAOro U3 NPOLLECCOB;

A1cneTuep npoLeccos

Mpoueces! | Maparetpy

iwinlu:ugu:un.exe
lservices exe
ilsass.exe
[msmsgs.exe

: svchostexe
iwcescumm.exe

|svchost exe
|

!hpou,eu:c: -J_PID II-OI'IMCEIHME -IﬁpDHSEEDJJMTEJ’Ib |
{smss.exe 12 \OucneTuen ceadca Windows MNT (C] Kopnopauua Makikpoc
|CErEs.exe [BED [Client Server Runtime Process 2 Microsoft Corporation. All :

G4 Mporparta Bxons B ckcTery Windows NT

|728 MpMaokeHHE CAYXE Y KOHTRONNEepoE

740 L3A Bhell (Exportversion)
g1z Windows Meszenger

04 |Generic Host Process forWind2 Services

93k Activesync Connection Manager
Generic Host Frocess for

1024 [FlashGet

1072 \Generic Host Frocess forWind2 Services

@ Kopnopauus Mafkpoco
2 Kopnopauxs Maifkpoco -
@ hMicrosoft Corporation. All - e
Copyright (c) Microsoft Cory

2 Microsoft Corporation. All
Copyright® 1935-2006 Micr
@ hicros oft Cor poration. All
[Copyright () 1339-2004 by
@ hicrosoft Corpaoration. All &

} |

| Menonesyersie DLL | OkHA Mpoyscea

||M|:| ak
= chost exe
||ntcll.dll
I|kernel32.dll
|| aDvAPIEZ I
! RPCRETA.H
|| ZhimEng.dll
0]

Handle

TOI‘IMCEIHME

01000000

Generc Host Frocess forwWinid2 Senvices

|#C300000 CuctermHas SusamoTera MT

|7Ca00000 BusnuoTera knueHTa Windows NT BASE AR
|770C0000 FacwurperHan BuEnuoTerka AP \Windows 32
|77E70000 Femote Procedure Call Runtime

50070000 Shirm Engine DLL

]HDDMSBD,D.MTEJ’ A ' o
2 Microsoft Corg = '
2 Kopnopaums |
2K opnopagma | E‘__'E.!
2 Kopnopauus |
2 Microsoft Corp
= b »
hicrosoft CD;E v |

[nsa Bcex 06bEKTOB AMCMEeTYEP NPOLECCOB MOXET BbIYUCNATE KOHTPO/IbHbIE CyMMbl MD5 1
cobvpaeT AONOHUTESbHY MHAIOPMAaLNIO. .

[pyroli oco6eHHOCTbLIO ancneTyepa npoueccoB AVZ siBNSIETCA BO3MOXHOCTb MCMO/Ib30BaHUSA B
ero pabote cuctembl npoTnBoaencTens RootKit. B pesynbTtare gucnetyep npoueccoB AVZ, kak
npaBuno, B COCTOSAHUM 0OHAPYXNTb N OCTAHOBUTL NPOLECCHI, Mackupyemble RootKit. Kpome Toro,
€C/1 B CMCTEeMy YCTaHOBNEH Apalisep AVZ PM, oo cobpaHHast MM MHAhOpMaLnst MCMNO/b3yeTcs
AMcneTyepom npoLLeccoBs, YTO B YACTHOCTY NO3BOJAET YAaNATb MACKUPYOLLMECS NPOLLECCHI U3
KernelMode.

3aknagka "lpoueccobl”

3aknagka "Tlpouecchl” COAePXUT CNNCOK NpoLeccoB (BepxHsasa Tabnvua) u nHopmaumio o
TekylleM npouecce (Ha 3aknagkax nopg tabnvuer npoueccos). Tabnmua NpPoLeccos
06GHOBNSAETCS NPU HaXXaTumn KHOonkn "OBHOBUTL".
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KHomka "YaanuTb npouecc” no3BosseT 3aBepLlunTb paboTy TekyLlero npowecca.

KHonka "KonupoBaTtb B KapaHTMH" NO3BOISAET OTNPaBUTb KOMUK UCMOSTHAEMOrO doaina TeKyLLEero
npouecca B nanky "KapaHTvH". [JaHHasi KHOMKa AOCTyMNHa TO/IbKO B Criydae, ecnv dain He
ono3HaH no 6a3e 6e3onacHbIX

KHonka "KonupoBatb B kapaHTMH BCE NPOLECChbl, HE ONO3HaHHbIE Kak 6e30onacHble” No3BoseT
OTNpaBUTb KOMMWI UCNOMHSAEMbIX (palifioB BCEX NPOLLECCOB, HE OMO3HaHHbIX N0 6a3e 6e30nacHbIX
B nanky "KapaHTuH".

KHornka "CoxpaHunTb NPoTOKON™.

MpounzsoanT hopmmupoBaHne HTML nNpoToKona, KOTOPbIA COXpaHAETCA Ha AMCK B yKa3aHHOe
nosib3oBarenem Mecto (415 COXpaHeHUsl NPOTOKO/1a BbIBOAMTCS AMaor CoXpaHeHus anna
CcTaHAapTHOro Bmaa). lNMocne coxpaHeHUs NPOTOKO/A Bbl4aeTCs Npes/ioKeHNe OTKPbITh ero
(OTKpbITME NPOM3BOANTCA MPUMEHSIEMbBIM MO YMOYaHNIO Bpay3epom).

3aknagka "lMapameTtpbl”

Ha 3aknagke "MapameTpbl” pa3MeLleHbl HACTPOKM gncneTyepa NpoLLEeCCOoB:
MepekntoyaTesnb "BblUNCIATL KOHTPO/bHbIE CyMMbl MD5 ans doaidinos” - BKIOYEHUE 3TOTO
nepekYaTens akTMBMpyeT pacyeT KOHTPO/IbHbIX CYMM AJ/18 KaxKAoro dpaiina. 3ToT npouecc
TpebyeT 60NbLUMX 3aTPaT PECYPCOB U OGHOB/IEHUE CNUCKA MPOUCXOANUT Me/IEHHEE;
MepekntoyaTtens "MpoBepATb dalinbl No 6a3e 6e3onacHbIX haliioB" - BKIOUEHME 3TOr0
nepeksoyaTens akTMBnpyeT NPOBEPKY NCNoHseMbIX doainnoB n DLL no 6a3am 6e3onacHbIX
006BbEKTOB, Naywmm B coctaBe AVZ. daiinbl, ONo3HaHHbIE Kak 6e30MacHbie, BbiAensaTcs npu
NPOCMOTPE 3e/eHbIM UBETOM. [aHHbI pexuM NnosieseH 475 nomcka Heorno3HaHHbIX NPOLLEeCcCcoB
n DLL

KoHTekCcTHOe MeHIo cnucka DLL
KonupoBatb B KapaHTWH. BbINO/THAET KONMpoBaHMe TeKyLero gaiina B kapaHTWH (6e30nacHbie
dhaiisibl B KapaHTWH He KONuMpytoTcs)
Mounck B Google - OTKpbIBAET Gpay3ep N0 yMO4aHuio 1 nepegaet emy cTpoky URL,
BbINOMHSAOLWEro novck B Google no nmeHmn dana
Mouck B Yandex - OTKpbIBaeT 6pay3ep no ymonyaHuio u nepegaet emy ctpoky URL,
BbINOJTHAOLWEr0 Nouck B Yandex no nmeHn dainna
Mownck B Rambler - oTKpbiBaeT 6pay3ep N0 yMOA4YaHuo 1 nepegaeTt emy cTpoky URL,
BbINOMHSAOLWEro noMck B Rambler no nmenun dainna
Mouck B peecTpe no nMeHu haina - Bbi3biBa€T OKHO NOMCKa B peecTpe, B 06pa3ue noucka
KOTOPOro y)XXe 3a4aHo nMs Tekyllero daina
Mounck B peecTpe No nmeHu gaina - Bbi3blBaeT OKHO Noucka B peecTpe, B 06pasLe nomcka
KOTOPOro y)XXe 3afaHo NoJsIHoe MMs Tekyero daina
MpuHYANTENBHO BbIrPY3UTb DLL - BLINOMHAET NPUHYANUTENBHYIO BbITPY3Ky YKa3aHHOro MOAYNS.

Ha 3ameTky
MpuHyaUTEeNbHas Bbirpy3ka MoAy/is B 60NbLUMHCTBE C/lyYaeB NMPUBEAET K HEYCTPaHMMOi ownbke

B NPWIOXKEHWUW, N3 apeCcHOro NpocTpaHcTBa KOToporo BoirpykeHa DLL. Co6cTBeHHO, ownbka B
3TOM NPWIOXKeHUN N0BOM cnyyae NPoun3oaeT NPy NepBowi Xe NOMbITKE NPUIOKEHWS Bbi3BaTb
hyHKUMIO BbITPY)XEHHOI Takum ob6pasom DLL.

Ancnetyuep cnyxo6 n gpanBepos

[na noucka winnoHckoro MO 1 TPOAHCKMX NporpamMmm BpyYHyH B nporpammMy AVZ BCTPOEH
CO6CTBEHHBIN AncneTyep cnyx6 v apalisepos (OH paboTaeT Tonbko nog NT n nocneayoLwymMm
cuctemamu Ha ee ocHose - Windows 2000, XP).

[vncneTtuep cnyx6 v gpaiiBepoB NO3BO/SET:
OTob6paxaTb CNMCOK CAYX0 1 ApaliBepoB ¢ hunbTpaumen no Tuny (cnyxoéa, gpansep) n cratycy
(3anyLleH, He 3anyuieH);
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OcTaHaBnuBaTb 1 3anyckatb Cyx6bl (MK 3arpyxaTb/BbIrpyXatb apaisepa,;
KonunpoBatb haiisibl B KapaHTUH;
dopmuposats HTML npoToOKO/IbI.

OcoBeHHOCTLI0 AncneTyepa cnyx6 u apaiisepos AVZ SBNSETCA BO3MOXHOCTb UCMO/Ib30BaHNS B €0
pa6oTbl cUCTEMbI NpOTUBOAECTBUS ROOtKit.

BbI30B AvcrneTyepa npovsBoanTcsa 13 MeHwo "Cepsuc\ducneTyep

cnyx6 1 apaliBepoB"

& OucneTuep cayxb W apakse pos

PUneTE _
Tun |1_::=+=:2Ei|:.| bl Craryc |_AKTME:Hb|H R
Cepe9chl (Mo gaHHeM AFT) | Cepeucel (No aHanuzy peectpa) | MNapaMeTpel|
iCnLDKEia CnUcaHHe |CTaTLu:: ]¢'a1‘»’1n -~ |
E Windows Audio Pasotaer  EWWINDOWS\System3i =
[ A FCC |&%F Control Centre Service Fagotaer "EXProgram FilesiKasp
Cryptswc CnyskBel KpMNTOrp gk Fagorast  EMWYINDOWSisystem3:
{DcomLaunch Janyck cepeepHelk npoueccos CPagotaer  EAWINDOWSYsvstemd:
[Dhip |IDHCP-knueHT Fatotast  EMWYINDOWS\aywstema:
dmserver NucneTtdep norvuyeckkx aMckoe Pasotaetr  ENWWINDOWS\Systemi
Onscache DSk AmenT FPagoTaeT E MO O Shawstem 3z
ERSwC ICnusGa perMcTpalyy owxsor,  |FatotaeT E MDD O S Svstam 3
[Ewventlog FUpHaN CoSkeITHE FatoTaser EMWINDOW S system3:
iEventSvstem [CHCcTera cabelTHE COM+ Fagotaer  EMWINDOWS\system3:
Fastlserwitchingl CoerecTMMocTe BelcTporo nepelPasorast EWWINDOWE \System3.
helpawve Crpaeka W Noo0ep#kKa Pagotaer  EAWINDOWSSYSwstem 3
iIISADMIN = Admin Fatorast  EMWYINDOWS sywstem3:
rrrcn boHMTOp MHb pakpacHoi ceazx Pagotaer  EAMWINDOWS\svstem3:
{lanmanseryear Cepeep Fagortaer EMWYINDOWS\sywstem3s
!Ianmanwurkstatiun Fafouasa cTaHLuMsa FafoTaeT E MDD O Siavstem 3:
{LmHosts Mooyne noonepxky NetBIOS uepFagoTaer  ESWINDOWS syastemaz o
| & |
PuabTp

®unbTp NO3BONSET yNpaBnATb UHOPMaLMed, 0TObpakaeMoii Ha 3aknaakax ¢ AaHHbIMW. Tun 3agaet
Tun 3anuceii (Cnyxb6a, paisep, Bce), Mone ctaTyc - cTaTyc Cnyxobl/gpaisepa B TEKYLUA MOMEHT
(AKTVBHBIA, He akTuBHbIA, Bee). Mpu BkAoueHn 3aknagku "Cepsucel (Mo aHanu3y peectpa)”
hmnbTpaLms No cTatycy CTaHOBUTCSA HEBO3MOXHOI - TUMN (DU/IbTPa aBTOMaTUYeCKn ycTaHaB/IMBaeTCA
B MosioXeHne "Bce".

3aknanku

B okHe ancneTtuepa cnyx6 n gpainBepom nNpefycMOTPEHO TPU 3aKk1afKu:

"Cepsuchbl (No gaHHbIM API)" - oToGpaxaeT cryx6bl 1 (W1n) gpaiBepsl NO AaHHLIM, BO3BpaLLlaeMbIM
API

"Cepsuchbl (N0 aHaM3y peecTtpa)” - oTobpaxaeT Cryx06bl 1 (Mv) ApaiBepbl N0 AaHHbIM,
3aperncTprypoBaHHble B peectpe

"MapameTpbl” - napaMeTpbl gucnetyepa. CoaepXnT e4MHCTBEHHBIN NepekyaTesb, yNnpasasoLwuii
npoBepKoii haiinos no 6ase 6e3onacHbIX.
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5.3

KHOMKW naHenun ynpas/ieHnNs

KHonka "O6HOoBUTL". OGHOB/ISIET OTOBpaXkaeMsblin cnncok. O6HOBNEHME NMPON3BOANTCS
aBTOMaTUYECKM NPU CMeHe napamMeTpoB hunbTpaumm

KHonka "CoxpaHuTb npotokon”. MpounssognT dhopmmnpoBaHne HTML npoTokona, KoTopbli
COXpaHAETCA Ha AMCK B YKazaHHOe Mofb3oBaresieM MecTo (4/19 COXpaHeHWs NPOTOKos1a BbIBOAUTCSA
Ananor coxpaHeHus haiina ctaHgapTHOro Bnaa). Nocne coxpaHeHnss NPOTOKO/a BblgaeTcs
npea/ioxkeHne OTKPbITb ero (OTKPbITUE NPOU3BOANTCA NPUMEHSAEMbIM MO YMOIHaHUIO 6pay3epom).
"KonumpoBatb B KapaHTUH" - KONUpyeT TekyLwmid dhaiin B kapaHTH. KHoMKa AOCTynHa TO/IbKO A5
cnyx6bl 1 ApaiiBepoB, He ONO3HaHHbLIX MO 6a3e 6e3onacHbIX 1 kaTanory Microsoft

"KonupoBaTtb B kapaHTVH Bce dhalisbl, He ONO3HaHHbIE NO Kak 6e30onacHble” - KoNuMpyeT B KapaHTUH
BCe CNyX0bl/gpaiBepbl, He Ono3HaHHbIE N0 6a3e 6e3onacHbIX 1 kaTanory Microsoft

"3anycTuTb cnyxo6y (3arpy3vTb gpaisep)” - NPOM3BOAMT NOMbITKY 3anycka CAyX6bl nn 3arpysku
ApaiBepa

"OCcTaHOBUTL CNYXObI (BbIrPYy3uUTb gpanBep)”- NPOM3BOAUT NOMbITKY OCTAHOBKM CNYXX6bl Nn
BbIrpy3Ku gpaiisepa

"YaannTb TEKYLLYIO Cryxoy\gpaiiBep" - NpousBoAnT yaaneHne Tekyein cnyxbbl nnu gpaisepa
(cbaiin ¢ gncka npu 3TOM He yaanseTcs).

Mopaynu npocTpaHcTBa Aapa

MeHepkep Moay/ieli NPOCTPaHCTBA SApa NpefHa3HaueH 415 0TO6PaXKeHUs] MOAY/EN, 3arpy)XEHHbIX B
MPOCTPaHCTBO AApa. 3anyck MeHeKepa NPou3BoAUTCS U3 MeHto "Cepsuc/Moaynu npocTpaHcTea

aapa’.

Moaynv npocTpaHeTea Agpa

bazoeklll agpec JPESMED B NarATH |I'I|:u1Huje raA
EFDFO0N 02E000 [188416)  [ACPLaps
afd. ays 'B2EE3000 022000 [139264] -\SystemH ooty System32hdivershald, sys
agpddl sz FF83E000 00B000 [45056) agpd40 zys
ALCHSENS 5Y5 FEE 72000 060000 [333216) | \SystemPloothsystem32divers\LCXSENS 55
ALCWDM SYS FEED 2000 093000 [B02112) .‘\S_I,lsternF! oothaystemI2hdrivers\ AL T D 55
atapi.svs F7771000 018000 [93304) atapi.sys
atiZegag.dll BFADS0O0 038000 [22937E]) [ M\SpstemBoothSpstem3IZhabiZegag. di
atizdvag.dil |BFg0 000 036000 [221184] .\SystemFl oothSystem 32 ati2dvag.di
aliZmtag sps F701E000 OC7000 (215104]  |5SpstemPoottsystem32\DRNVE R ShatiZmtag sps
ati3duang.dll {BF&41000 1CEDDD 1892352 .'\S_I,IstemH oot Spstem32hati3duag. di
ativvears, dll BFCOFOO0 07FO00 [5201 321 \SystemB ooty vstemZZhativvass dil
audstub sys FFEO0000 00 000 4095 WSpstemBP oothaystern 32\ DR IVE R Shaudstub sys
Beep. 55 FrOFCO00 002000 13192 -‘\SystemFl oothSystem 325 DirivershBeep. 575
BOOTYID Il F7CIEDOD Q03000 [12288) W TN DS e pstem I2NBE OO TVID. Il
Cdfz.5Y'5 FF20 000 010000 [55535) YSystemB ooth S petem32NDirivershCdis. 575
Cdrd_xp.5%S [F797E000 070000 [E2526] .\Systemﬂ oot S ystem3ZhDrivers\ Cdrd «p 55
Cilralw2k. 575 F7C26000 O0B000 [24576] | \SpstemAootSystem32\Diivers\Cralwak. 55
cdrom. zyz FFasEnDD 000000 [53248) -\SystemH ootheyztem3ZWDRMVER S ediom, sug
CLASSPMF SY'S FFBREDDD 00000 [53248) W INDO S hzpstem 32ADRIVER S WCLASSPMP.SY'S
o2k sys B2C4E000 003000(12288]  |\SystemPloothsystem32\DRNVERS o2kl sps
£l

MeHepkep Moay/ell NpoCTPaHCTBa SApa NO3BOJISET:

MpocmartprBaTb CAMCOK MOAY/EN C COPTMPOBKON MO MMEHKN, 6a30BOMY afpecy Uin pasmepy
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5.4

MoAyns;

KonupoBatb B KapaHTWUH MOy M, He Orno3HaHHble no 6ase 6e3onacHbIX AVZ,
BbINONHATL AaMmnupoBaHue /1o60ro Moayns AN NocneayoLero n3yyeHns.
®opmnpoBatb HTML npoTokosibl

MeHe,q,)Kep MO,CI,yI'IEVI NPOCTpaHCTBa AApa CBA3aH C aBTOKapaHTUHOM, UccnegoBaHMemM CUCTEMbI N
cucTemoii AVZPM| 72

MeHepxep Winsock SPI (LSP, NSP, TSP)

MeHegxep SPI/LSP no3sonsieT npocMatpmBaTtb CMUCKN MOCTaBLUMKOB CNYXObl UMeH (NSP) n
TpaHcnopTa (TSP). Kaxablii NOCTaBLUMK MOXET ObITb YAasleH Nosib3oBaTesieM Bpy4Hyto. Moapo6Ho
npo SPI/LSP/TSP/NSP npoBsaligepbl MOXHO NounTaTb B OTAENbHO pasgene - Local Service Provider

LSP/SPI)! 831

Me ne oe p Winsock SPI(LSP, NSP, TSP)

[ DEHOBMTE l [ B Coxpanmte HTRML I'IpElTDKDJ’II

MNocTaEwMKK NPOCTREHCTES MMeH (NSF] i.|-_|.DCTEI.EILLI_,l_dKH TREHCMOPTHLIX I'_I_pDTDKDJ'IDE{ESé,_LSFiI;__-|:|;IIMCK owMEoK|
EHE[SEEE[HMB NoCTasHER |ETE[T':|C -M;:nonHﬂemum chalin

iTCP,."IP ARTHEEH EAWINDOWS\System3dmaws ock.dll |
ENTDS ARTUEEH E:\WINDOWS‘-,SystemEE‘-,Winrnr.dlI |
|MpocTpaHCTED MMEH CAYMXEL CETEBOMD FAKTMBEH E:\WINDOWS\Systgmﬂ\mswsDck.dll |
ARTHEEH E:\WINDOWSf\system32\net\-\rare\N\f\r‘W82ND5.DLL |
ENDVE” IF={5F< 5AF Name Frovider AKTHEEH E:\WINDOWS\system32\net\-\rare\N\f\r‘W825AP.DLL |
ENDVB” SLP Prowvider Ak TUEEH EAWINDOW S ey stemadinetwaredNWAWE25LF. DLL

!

£ 3
[}( ‘:lﬂanmb] [ o BbIKJ’IHJLIMTbI [ i BKnmuHTb] [ B KonupoeaTe hain B KapaHTHH ]
[**;*]’Eﬁ —

B okHe meHemkepa Winsock SPI pa3melleHo Tpu 3akiajku:
MocTtaBwwkn npoctpaHcTBa meH (NSP - Name Service Provider). OTobpaxaeT CnMCOK 6MGINOTEK,
3aperncTpmpoBaHHbIX B kauectse NPS nocTaBUKOB. /18 Kaxao 6ubnnoTekn oTobpaxaeTcs
Ha3BaHWe NoCTaBLLUMKa, CTaTyC 1 NOJIHOE MMSI UCMOSTHAEMOro daina. daiina moryT 6biTb
CKOMWPOBaHbI B KAPaHTVH, BKNOYEHbI UV OTK/THOYEHbI UK YAaIeHbI NPY NOMOLLM KHOMOK Ha naHenu
nog Cr1McKoM NoCTaBLLMKOB
MocTaBLMKN TPAHCMOPTHBLIX NPOTOKO/I0B. [JaHHas 3aknajka aHasiormyHa npegplayLieid, Ho ans
NMoCTaBLYMKOB TPAHCMOPTHBIX NMPOTOKOOB NPeAyCMOTPEHA TO/TbKO onepaums yaasieHns
Mownck owmnbok. [JaHHasi 3aknaaka CoAepXMT CNUCOK OLLIMOOK B HACTpokax LSP, 06Hapy>XeHHbIX B
xofe nx nlyyeHunsi. Ha gaHHol 3aknagke npeaycMoTpeHa kHomka "ABToOMaTUYeCKoe 1cnpaBieHne
HageHHbIX OWNOOK", KOTopas 3anyckaeT NPoLEecC aBTOMaTNYeCKOro yCTpaHeHUs! OLIMGOK B
HaCTpPOWKax.

Ha 3ameTky
Mounck oLWMBOK MOXET HEKOPPEKTHO paboTaTb B c/yvae 3anycka AVZ 13 TepMUHaIbHON ceccum

Ha 3ameTky

ABTOMaTU4eCKOoe ucnpassieHne oLWnMO0oK AOCTYMHO U3 AMANIOrOBOr0 OKHa "BOCCTaHOB/IEHME CUCTEMbI
(59" 1 U3 CKpPUNTOBOIO AA3blka (CM. KOMaHay AutoFixSPI@ﬁ). HauvHas c Bepcun 4.26 nepep,
ncnpasneHnem ownbok AVZ aBToMaTUYeCK/ CO3[aeT pe3epBHYI0 KOMUI0 HacTpoek B narnke BackUp.
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5.5

5.6

Pe3epBHas konus saenseTcs ctaHgapTHbIM REG chaiinom.

OTKpbITble nopTbl TCP/UDP

B AVZ BCTpOeH MeHemKep, NO3BONSLNIA NPpOCMaTpPMBaTh:

OTKpbITLIE NOPTEI TCP
AKTMBHbIE coeanHeHNs1 No npoTokony TCP/IP
OTKpbITLIE NOPTHI UDP

[nsa kaxaoro oTkpbITOro nopta (Win coeguHeHns) BbIBOAMTCA UMS UCMOMHAEMOro duaiina, Ho aTa
BO3MOXHOCTb AeiicTByeT Tosibko B Windows XP 1 Windows 2003. Kpome Toro, y AVZ nmeeTtcs
ocobas 6a3a c onvcaHmem HasHayeHus Hanbosiee pacnpoCTPaHEHHbIX MOPTOB U CTENEeHU X
OMnacHOCTU (OMacHbLIMWN CYMTAIKOTCA MOPThI, UCMOJIb3yeMble CETEBLIMU BUPYCaMu, TPOAHCKUMU U
Backdoor nporpammamu). OTKpPbITbIA NOPT, KOTOPbI UCMONb3YEeTCA ONacHOl NporpamMmMoi,
BblAeNAETCA KPacHbIM LBETOM Y B ONUCAHWM yKa3aHo, Kakve BpefoHOCHbIE NporpamMmmbl MOryT
MCMONb30BaTh AaHHbIA NOpPT.

Kpome BO3MOXHOCTM NPOCMOTPA CrucKa OTKPbITbIX NOPTOB B AVZ BCTPOEHa aBTOMaTnyeckas
NpoBepKa, BbIMNOMHAEMAas B X0[e CKaHNpoBaHUsA cMcTeMbl. B xoae aaHHOl NnpoBepku
NPoOn3BOANTCA NOCTPOEHME cnncka OTKpPbITbIX nopToB TCP n UDP, nocne yero AVZ conocrasnset
3TOT CN1COK ¢ 6a30i NOPTOB, MPUMEHSAEMbIX TPOSHCK/MMW NPOrpaMMaMu U CeTeBbIMU BUpyCaMu.
Mpy 06HapyxeHUn coBnageHUA B NPOTOKO/ BbIBOAATCA NpeAynpexaeHns ¢ ykazaHmem Homepa
nopTa, ero onucaHnsa 1 UMeHu nporpamMmsl (MM NporpaMmbl BbIBOAMTCA TONbKO B XP, Windows
2003).

MeHep)Xep aBTO3anycka

MeHemxep aBTo3anycka 0To6paxaeT CNMCoK NPorpamMmM 1 6MGIMOTEK, 3arpy’Kaemblx B Xo4e 3arpy3ku
cucTembl. MeHegkep No3BOSISET:

OTob6paxaTb CMUCOK aBTO3anyckaeMbIX NPOrpaMm € ykasaHMem MeToja 3arnycka,;
BpeMeHHO oTK/louaTh 3/1eMEeHThl aBTo3arnycka,;

Ypanartb afieMeHTbl aBTo3anycka;

KonvpoBatb (haiinbl B KapaHTUH;

®opmuposatb HTML npoTokosibl

AHaI'II/I3aT0p MeHeKepa aBTo3aryCka Nnoak/InyeH K nccnegoBaHnio CUCTEMbI N aBTOKapPaHTUHY.
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5.7

5.8

Me He oxe p-aBTo3anycHa |EHE @

= ABTOZEMYCK | Paiin [MeTon sanycA

«[NankW aeTozanycka :"E:\Program FilesiComman Files\Raxio Shared\System\EnglLitil exe” K.y peecTp =
= PeecTp "EXPrograim Files\CyberLink\PowerDWDVPDYD Sern exa" F.nwu peectg
Fun* EProgram Files\FLIR S-ystemshOuick\/iev\/\TBMDn.exe" K.nwoq peecty
-CucTEMHEE KNS W] "EAProgram Files\Kaspersky LabiKaspersky Anti-Virus Personal Fro\avpocexe K nwy peecty
shellSerdcaObject " \Program Files\WMSH MessengerMsnhsgr Exe" fhackground Kamou peecTE
Terminal3arear "E4Program Files\Messengetimsmsgs.exe” fhackground Kmou pescTg
SharedTaskSchedy EAProgram Files\MichSDﬂ Active Synchwoescaomm.exe” .Kmoq pEECTE
ShE”E,XECUTBHDDkS‘ "EAFrogram Files\Roxio\Easy CD Creator B\AudioCentrallFxhon.exe” knwu peecty
T:JT?;;LTE:;LS EAProgram Fil'es\CDmmDn Files\Adobe\CalibrationAdobe Gamma Loaderexe | Hpneik g nan
Wik EdFrogram Filesi\Metwork Associates\FGFNTYVFGFTray . exe Hpnelk B nan
MPR Serices EXWINDOW S system3ZBCTRMON. EXE k.nwu peecTy
ERIND O S system 32 EHELLIZ Il Ky peectt
EadINOOWShsysterm3ZsHELLIZ dil Ko peecTy
E:\WINDOWS\SysteméZ\erwseui.dII K.y peecTg
E:\WINDOWS\system32\browseui.dll Knwd peecTg
EXWINDOWY S\ system 32\ ctiman.exe Ky peecty
E:\WINDOWQ\,System32\stobject.d|l k.nwou peecTg
EAWINDOW S\ ayvstemIZiuserinit exe, K.nwod peectg
EAWINDOM Shasystem3Zwweabcheck dil K.awu peectr
MGINA DLL Kntou peectr
MWTRAY.EXE KN4 peecTg
SOLMDRAN EXE K.amu peecTg

I:autocheck autochlk Knrou pEECTE

-—

AVZ - meHexep aBTO3anycka
OKHO MeHe[pkepa aBTO3anycka pasfefieHo Ha ABe yacTu. B neBoli oTobpaxaeTcs CnMcoK KaTeropui
aBTo3anycka - nanku asto3anycka, peecTtpe, Winlogon, MPR Servicies. [15 npocMOTpa KOHKPETHOW
rpynnbl aBTo3anycka Heo6xoAMMO BbiGpaTh ee B APEBOBUAHOM CMMCKE KaTeropuii.

MeHekep pacumpeHui IE

MeHempkep paclumpeHmii IE oTobpaxkaeT CnMCOK NOAKMKYEHHbIX K Internet Explorer moayneri
pacLumpeHnusa. Moaynn pacwmpeHdns - 3to BHO 1 pasnnyHble naHenu.
MeHemkep No3BONSET:
OTobpaxaTb CNMCOK Moayneli pacwunpeHus IE;
BpemeHHO oTKNo4YaTh pacLunpeHuns;
Ypanate Mogynu paclumpeHust (Mpy 3TOM UCMNOMTHAEMbIR haiin He yaanseTcs - ygansiercs
TOMbKO perncrpaumnoHHas nHpopmaums B peectpe);
KonunpoBartb thaiifnibl B KapaHTuH;
®opmuposatb HTML npoTokosibl
AHannzaTop MeHemkepa paclumpeHunii IE NoAKIKYEH K MCCNefoBaHNI0 CUCTEMbI U aBTOKAPaHTUHY.

MeHempkep pacluMpeHuii NPoBOAHMKA

MeHemxep pacLumpeHuii NPOBOAHUKA OTObpakaeT CNMCOK NOAKIOUYEHHbIX K Explorer mogynei
pacLumpeHus.
MeHexep No3BosiseT:

OTob6paxaTb CMIUCOK MOAYNEN paclUMpEHNs MPOBOAHNKA;

BpeMeHHO oTK/1Io4YaTh paclunpeHus;

Ypansate Mogynu pacumpenns (Mpu 3ToM UCNoJHAEMbI dalin He yaanseTcs - yaansercs
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5.9

5.10

TO/IbKO perncTpaunoHHas uHpopmaums B peectpe);
KonupoBatb halinbl B KapaHTuH;

®opmuposatb HTML npoTokosibl
AHanusaTop MeHemkepa paclumpeHnii Explorer nogknoyeH K nccnefoBaHuio CUCTEMbI U
aBTOKapaHTUHY.

MeHekep annseTtoB naHenu ynpassieHna (CPL)

MeHemxep annaeToB NnaHenn ynpasneHms otobpaxaeT cnucok CPL gannos. CPL chaiin - 310
AnHammnyeckasa 6nbnmnoTteka, aKCNopTUpYyoLLas onpeaeneHHble yHKUUN ANS B3anmMoaencTBums ¢
naHenblo ynpasieHns.
MeHexep No3BosiseT:

OTob6paxaTb ann/eToB NaHenn ynpaB/eHus;

BpemeHHO oTKo4aTh /110601 U3 annieTos;

Ypanate annaeTsl (Mpu 3TOM yAanseTca ncnonHaemMbliin CPL daiin);

KonvpoBatb (haiinbl B KapaHTUH;

®opmnposatb HTML npoTokosibl
AHanusaTop ann/jeToB NaHenu ynpasneHns NOAK/IOUEH K UCCeA0BaHNI0 CUCTEMbI 1 aBTOKAPaHTUHY.

MeHeakep paclUMpeHni i cUCTeMbI NeyaTu

MeHemxep paclumpeHunii NPOBOAHMKA 0TOGpaXKaeT CNNCOK pacLUMPEHUIA CUCTEMBI NevaTun. V3BecTHOo
BE PA3HOBWAHOCTM PaCLUMPEHWIA - MOHUTOPbI NeYaTu 1 NpoBanaepsbi.

Me He aje p- paciHpe HHH CHETE MBI NEYaTH

Tun HaureHoBaHWe
tdoHeTop BJ Language Monitor
E:AWARD DS hapstem3 i ocalzpl di Marurop Local Port
E:SWwWIND DS aystem32hplman.dl MaruTop FJL Language Mornitor
E:AwINDDWS haystern32ytepron, dil MoruTop Standard TCPAP Port
E:AwIMD WS hengtem 32 uzbman, il -MCIHHTDD USE Moritor
E:SwIND 005 aystem32hinetpp. di Mpoeaiaep Engmﬁ;:l nesarH no HTTH
E:AwARD DS haugtem3Zhmind2zpl. di 'I'Ipnsanuep Cnymaer neyaru Lanbdan
E WM D DWW S hayatem32hnwepool dil Mposainep Metware Print Services
¢ 2

MeHempKep paclUMpPeEHUn CUCTEMBI NeYyaTy
MeHekep NO3BONSET:
OTobpaxaTb CNMCOK Moay el pacluMpeHnii CUCTEMbI NeyvaTw;
BpeMeHHO oTK/to4aTb pacLUMpeHUst;
Ypanate Mogynu paclumperust (Mpy 3TOM UCMNOMHAEMbIR haiin He yaanseTcs - ygansiercs
TOMbKO perncrpaunoHHas nHpopmaums B peectpe);
KonupoBatb halinbl B KapaHTuH;

®opmuposatb HTML npoTokosibl
AHanNn3aTop MeHemKepa pacluMpeHnii nevaTyt NOAKIHYEH K UCCIef0BaHNI0 CUCTEMbI U
aBTOKapaHTUHY.
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5.11

5.12

MeHempkep nnaHnpoBLmKa 3agaHnin (Task Scheduler)

MeHempKep NNaHMPOBLLVKA 3afaHnil 0TObpaKaeT 3a4aHus, MOCTaB/IEHHbIE B O4YEpeb
NJ1aHNPOBLLMKOM 3a4ay nav KomaHgoin AT. AHanuns 3afaHunin NoneseH BBUAY TOro, YTO HEKOTOpPbIE
SpyWare 1 TpostHCK1e nporpammbl MCNOJb3YOT NAaHMPOBLLMK 47151 CBOET0 3anycka unm 4as 3anycka
Aponnepa, KOTopbIli BOCCTaHaB/IMBAET yAa/IEHHbIN KOMMOHEHTbI SpyWare.
MeHempkep NO3BOSSET:

OTo6paxaTb CNMCOK 3afaHnii NIaHMPOBLUNKA,;

Ypanartb 3afaHus;

KonvpoBatb (haiinbl B KapaHTVH;

®opmnposatb HTML npoTokosibl
AHanusaTop MeHepKepa NJaHUpPOBLLMKa 3a4aHNin MOAK/THYEH K MCCeL0BaHUI0 CUCTEMbI U
aBTOKapaHTUHY.

MeHekep BHeApeHHbIX dll

MeHepxep BHeApeHHbIX DLL no3Bo/sisSeT NpoCMOTPEThb CNNCOK BCEX NMOCTOPOHHUX DLL, BHeApeHHbIX B
npouecc AVZ. Ans kaxaoi DLL BeiIBOgMTCSA AoNOAHWUTENbHASA UHopMaums (B YHacTHOCTH,
onpefeneHHas HempoceTbio CTENEHb NOXOXECTU Ha TUNOBOI Nepexeartyuk). LipeToBas packpacka
Tabnuubl cTaHgapTHa 418 AVZ - ono3HaHHble no 6a3e 6e3onacHbIx 6U6/IMOTEKN BbIAENAIOTCA
3e/1eHbIM LUBETOM.

Me He oxe p BHe ape HHb DLL

OnMcaHue

B Monoapense Ha Keylooger wan Tposmcign DLL 0E%
E:WWINDOWS Sapstem32hiertutil dl Mogozperve Ha Keylogger wnw TpoaHckys DLL |oax
E:WWWIMD OWS \apatem 32 winzpool dry .I'Icu:l.ospewe Ha Keylogaer mau TpoaHckyn DLL 0E%
E:W\-"INDDWS\S}IstemSZF'GFihk.dII .I'Icu:l.ospewe Ha Kaylogger unu Tpoanckymn DLL 99:9%
E:NWWINDOWS SspstemI32AHOWNPHNT.DLL -HDJJ.DSDEHHB Ha Fevlogger v Tpoadckyo DLL 5%
E:WWINDDWS hspstem 32 CaLl\WIN3Z. DLL -HDD.DSDBHHB Ha Fevlogger vau Tpoasceyo DLL 0.B%
E:NWINDOWS Sepstem32ACLNWIN 32 DLL .rlo.u.oapemie Ha Keylogger vaw Tpoancrgo DLL |07%
E:NWWINMDOWS Sapatem32\LOCWIN 32 DLL IHD,U.DSDBHHE Ha Keylogaer mau TposaHckymn DLL 9z
E:\W’iNDDWS'\systemS:?'\ELm-\-’IINZEzDLL .I'Icu:l.ospewe Ha Keylngger WM TROAHCEYH DLL 0Bz
E:WWINDOWS Sapatem32WWLE AR LS SKINMAPBASER . DLL -HDJIDSDEHHB Ha Kaylogger vnu Tpoascky DLL 0E%
E:WWWIMD DWW S spsterm32WWLEARUS SKIANWSHL=NR.DLL Mogozspenye Ha Kevlogger Maw TpoAHceyn DLL 0.E%
E:WIND WS hapstem3Z\NLE \ALUS SKINOWNPNTR.DLL Moaosperse Ha Keylooger ua Tposnckuo DLL 0.6%
E:“Frogram Files‘Helpandh anuald"\ECTMHT CARP.DLL IHD,U.DSDBHHE Ha Keylogaer uaw Tposqceyio DLL 127%
E:\W’INDDWS\S}Isterﬁ32\avifil32.dII .I'Icu:l.ospewe Ha Keylogaer unu TpoaHckyn DLL 0E%
E:WwWINDOWS bapatem32WMSACKM 32 dl -I'Icu:l.ospewe Ha Keylogger uan Tpoarckyn DLL |0Ex
E:WIMDOWS apstem 32 SV W32, dll -HDJJ.DSDEHHB Ha Fevlogger vav Tpossckyo DLL 0.5
E:\WiNDDWS\system32\msim932.dll -HDD.DSDBHHB Ha Keylngger WM TROAHCEYHD DLL |oEx
e [Jumi] >

el
OcHOBaHue Ha3HauyeHue aHanmnsaTopa - NOUCK NPUYMHbI C60eB B paboTe Nporpamm, BbI3BaHHbLIX
YCTaHOBKOW B CUCTEMY HEKOTOPbIX MEPEXBATUMKOB - OH NMOKa3biBaeT BCe BHeApeHHble DLL, B TO Bpems
Kak uckaresnb TpostHckux DLL v keinnorrepoB oToGpaXxaeT TO/IbKO NOA03PUTENbHbIE.

MeHemxep o6nagaeT TMNOBON AN OCTas/IbHbIX MeHegKepoB AVZ (PYHKUMOHA/IbHOCTbIO - KApaHTUH
OTAENbHOro haiina uam Bcex Heomno3HaHHbIX alinos, coxpaHeHne HTML npoTokona.
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5.13

5.14

MeHekep NPOTOKO/10B 1 06paboTHMKOB

MeHempkep NPOTOKO/0B 1 06paboTUMKOB 0TOBpaKaeT CNMCOK MOAY e, 3aperncTpUpoBaHHbIX B
c/cTeMe B KauecTBe 06paboTunkoB A1 NpoTokosoB (Hanpumep, AP GZIP Encoding/Decoding Filter)
n obpabortunkos (Handler-s), Hanpumep ftp: Asychronous Pluggable Protocol Handler unu http:
Asychronous Pluggable Protocol Handler).

MeHe,u,)Kep No3BOJIAET:

OTobpaxaTb CNMCOK Moay e, 3aperncTpMpoBaHHbIX B Ka4ecTBe 06pabOTUMKOB;
BpeMeHHO oTk/Ito4aTh /110601 13 06paboTUNKOB;

Ypanate 06paboTumkn (Npyv 3TOM UCNOHAEMbI dhaiin He yaanseTcs - yaansieTcs To/bKo
perncTpaumoHHas nHgopmaumns B peectpe);

KonupoBarthb thaiifibl B kKapaHTVH (BO3MOXHO aBTOMAaTMYEeCKOe KOMMPOBaHME BCEX
HEOMNO3HaHHbIX )aiinoB);

®opmuposatb HTML npoTokosibl

AHanm3aTop NPOTOKO/I0B 1 06pabOoTUMKOB NOAK/OUEH K NCCIe40BAaHNI0 CUCTEMbI 1 aBTOKAPaHTUHY.
MeHeykep Active Setup
MeHemxep Active Setup oToGpaxkaeT CNMCOK NPUNOXEHWIA, 3aperncTpmpoBaHHbIX B KauecTse Active

Setup uHCTaNAUMIA. MI3BecTeH psf BPeLOHOCHbIX NporpamMm, NpUMEHSIIOWMX permctpauumto B Active
Setup ANA CKPLITHOTO aBTo3anycka.

% Menenwe p Active Setup

gl (=]
*OnwcaHme JF
[#IE: '\WINDOWS\system32\|eud|nn [=r] |IE PerUser Active Setup Uninstall LE
: L MporpaMma YoTRHOE KM NEomrEsE(l
[¥IE: \WINDOWS\system32\|e4wmt Exe IE Fer-User Initialization Liilit, =
[FENWWIMND OV S eywstem 32 EDKCE32 DLL IEAK branding 5
E:\,WINDDWS‘\system32‘\IEDKCS32.DLL EAK branding =
FIE $WINDOWShaystem3Zishmgrate.exe :Windcuws MNT User Data Migrati'nn TE
[ ENNINDOW S ayvstem 32 reg i exe Cepeep pervctpauMu, (C) MicroscE
FE\Frogram FiIeé\,\Outluuk Expressisetupslexe EMBAMOTEKS Mac:Tepéu HcfaHDBKM@
M E $WINDOWShaystem32iadvpack.di ADVPALCK €
[FENNIND WS syaterm 32 advpack dil ADNVPALCE =
FE WMDY Shayvatem 32achpack.dll ADVPACK =
FE\Frogram Files\yOutlook Expressisetupsl.exe BuBAMaTEKS MAcTeEpa HCTaHDBKH@
E:'\WINDOWS'\,system32'\,reg_svr32.exe Cepeep pEFMCTprlL.I,HM,l[C.:I Miu:.rcus::.@
FEMWWINDOW S, system 32yeduinit exe IE Per-User Initialization LHilit =
E:'\WINI_ZJOWS\S_ystemSEKRundII32.exe Fanyck BusnuoTer DLL kak npu €
¥

MeHepxep Active Setup

MeHe,u,)Kep No3BOJIAET:

OTobpaxaTb CNMCOK NPUNOXEHUIA, 3aperncTpmMpoBaHHbIX B Active Setup;

BpeMeHHOo oTk/Ho4aTh NH60€e U3 NPUMIOXKEHNI;

Ypanate 3anncu Active Setup (npu 3TOM UCNOMHSAEMbIV (haitn He yaansieTcs - yaanseTtcs
TOMbKO perncTpaunoHHas nHpopmaums B peectpe);

KonupoBartb thaiifibl B kapaHTVH (BO3MOXXHO aBTOMAaTMYEeCKOe KOMMPOBaHME BCEX
HEOMNO3HaHHbIX )aiinoB);

®opmuposatb HTML npoTokosibl
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5.15

5.16

AHanuzatop Active Setup NoAKIOYEH K UCCNEA0BAHNIO CUCTEMbI U aBTOKAPaHTUHY.

MeHempkep hainia Hosts

MeHemxep gainna Hosts no3BonseT NPocMOTpeTb coaepxmnmoe gainna Hosts ¢ BO3SMOXHOCTbIO
yAaneHus n1tob0oii n3 ero cTpok. Kpome yaaneHus cTpok gaina Hosts npeaycmMoTpeHa KHoMKa 04MCTKN
AaHHOro dpalina, kotopas ocTaBnseT B haiinie ToNbko oaHy cTpoky "127.0.0.1 localhost”, uto nonesHo
AN onepaTuMBHOW YUCTKM AaHHOTO dhaiina nocne ero NoBpPeXaeH1s TPOSHCKUMW NporpaMmamMiu.
AHanmsartop MeHegkepa goalina Hosts nogkioueH K nccnefoBaHuio CUCTEMBI.

O6LLne pecypchbl N ceTeBbIE CeaHChbl

[aHHbI MeHempKep BbINOAHAET OYHKLMMW, aHa/I0TMYHbIE LUTATHON CMCTEMHON yTunnte "VIHCnekTop
ceTn". B okHe MeHemKepa NMeeTCs Tpu 3aknagku - "Obwme pecypcbl”, "CeTeBble ceaHcbl" U
"OTKpbITble thaiinbl”. MHhopMaums Ha AaHHbIX 3aknagKax 06HOBMSAETCA aBTOMaTUYECKU C

NHTepBasIOM 2 CEKYH/bI.
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6.1

PYHKUMN aHa/TM3a 1 BOCCTaHOB/1EHUA

ViccnepgoBaHme cuctembl

ViccnepoBaHne CUCTEMBI - 3TO OYHKLMSA, NO3BONSAOWAA U3y4nTb CUCTEMY 1 chopmmpoBaTb HTML
NPOTOKO/1, MO3BOSALWMNIA OOHAPYXWUTb NOA03pPUTESbHbIE dhainbl 1 NporpamMmel. iccnegosaHme
CUCTEMbI MOXET MPUMEHATLCSA 41 ONepaTUBHOIO U3ydYeHuss cuctembl 1 (Mn) NocnesyoLwei
OTNpaBKu NPOTOKO/A A1 aHa/In3a B KOHDEepPEeHLM BUPYCOOroB.

3anyck uccnegoBaHusi CUCTEMbI MPOM3BOANTCA M3 MeHI0 "dalin / iccnegoBaHue cuctemsl”, npu
BbINOMIHEHWW KOTOPOro BbIBOAUTCA ANa&/IOrOBOE OKHO UCC/e,0BaHUA CUCTEMBI.

"pDTDKDJI HCCNEAOBdHHA CHCTEMB

CoBMpaeMEn MHbopMaLMHa

SanNyWeHHEIE MPOLUECCE
BusnuoTery npoyeccoe | CMWCoK npoyeccos + DLL S8z noeTopos

[7] Skl 4 apatisepsl TONEKD BKTHEHEIE CAYKEE M OpaREE Rk bl

hMooynu NpocTpaHCTES A0pa

[¥] AeTozanyck

Hactporiku SFL/ LEP

NopTte TCRUDE

Mooynu pacwupeHua IE (BHO, nanenu )
Mooynu pacwumHpeHa NPoBoOHHKE,

fMooynM pacuHpeHKa CHCTEMEl MEYaTH (MOHMTORE NeYaTH, NPoOEaALe DL
JanaHua nnaHupoewMka 3anad Task Scheduler
SanHou carna HOSTS

[MpoToKas W OBREBOTHHKM

Downloaded Frogram Files (DFF)

[¥] AnmneTel naHe W ynpaeneHK9s (CFL)
MpunoxeHya Active Setup

[MapareTpel
FICKAKYUTE M3 NpoToKONE dainbl, ONoEHEHHEE KaK BB30NacHeIe
[v] DoBaeuTE NpOTOKEA NOCABOHEMD CHAHMPOESHMA AYZ
[ Cozmarte ZIF apxue C NPOTOKONOM MCCNE00BaHHA CHCTEME
[¥] NoGaeuTE B NPOTOKON HHTREKTHEHEIE 3ASMEHTE OMH FEHEDALAM CKPHNTOR
Coznate AhL npoTokon £0A 8ETOMATHYECKOMRD BHaNM3a

[
u} Myck ] [ X 3ElK|CIbITbI

MepekntoyaTenu NO3BONSAIOT yKa3zaThb, Kakyto MHopmMaLmio HeobxoaumMo cobpaTb B Xo4e
nccnefoBaHusa cuctemsol. Mo ymMoyaHuio Bce nepeknoyaTtesiv BKIYeHbl U cOop Hpopmaumm naet
Nno MakCumymy.

Ha uccnepoBaHne cMCTEMbI OKa3biBaeT BANSHNE aHTUPYTKUT (MOCKONbKY HEMTpanusaums nepexsaTos
MOXET NPUBECTU K OTOOPAKEHNIO MACKMPYEMOW PYTKUTOM MHAhOpMaLun) 1 HaJIune B cUCTEME
[paiiBepa pacluMpeHHOro MOHUTOPUHIA cucTeMbl AVZPM| 727,

[pynna napameTpos "Cobunpaemasa niopmaums'

MNepeknovaresnb "3anylileHHble npouecchl”
ECnv OH BK/IKOYEH, TO B OTYET MCCNeA0BaHMs CMCTEMbI BbIBOAUTCS Tabavua co CNMcKoM NpoLeccoB.

MepekntoyaTens "brubanotekn npoteccos”

[aHHbIi nepeknoyaTesnib AOCTYNEH, eC/M BK/IOUYEH NepekntoyaTens "3anylleHHble npouecco!”. Ecnm
OH BK/IIOYEH, TO B OTYET UCC/ef0BaHNs CUCTEMbI BbIBOAWTCA Tabsimua co Cnmckom 6ubmoTek,
NCcnosib3yemMblX 3anyLweHHbIMKY npoueccamu. NogaepxusaeTtca ABa Buaa cnmcka - cnncok DLL,
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COBMELLEHHbIIi CO CMMCKOM npoLeccoB (Moce Kaxaoro npowuecca nepedvcnstorcs ero DLL) u cnivcok
DLL B BMae oTAenbHONM Tabnuubl 6€3 NoBTOPOB. MNMocneaHwii BapnaHT BbiGpaH No yMoa4aHuio, T.K.
cnmcok DLL 6e3 noBTOpOB ropasfio koMmnakTHee (B 3TOM CMMCKe ecTb CTonbey, co cnmckom PID
npoLeccoB, ncnonb3ayoumx DLL)

MepekntoyaTens "Cnyxobl 1 gpalisepb!”
Ecnu oH BK/IOYEH, TO B OTYET UCC/Ie40BaHUS CUCTEMbI BbIBOAUTCSA TabnuLa co CIUCKOM CYX6 U
ApariBepoB M3yvyaeMoro KomnbtoTepa. [JaHHasa oyHKumMs He pabotaeT Ha Windows 9x

[MepekntoyaTens "Mogynun NpocTpaHcTBa aapa”
Ecnu OH BKNIOYEH, TO B OTHET MUCC/Ie0BaHNA CUCTEMbI BbIBOAUTCA Tabnvua co CnnckoMm Mogynei
npocTpaHcTBa Aapa. JaHHasa hyHKUMA He pabotaeT Ha Windows 9x

MNepeknwyartens "ABTo3anyck”

Ecnv OH BK/IKOYEH, TO B OTYET UCCNeA0BaHMs CMCTEMbI BbIBOAUTCA Tabnmua co Crnmnckom
aBTOo3anyckaemMbIx nporpamm. na Kak4oro afiemMeHTa aBTosanycka B npumMmedaHnsax ykasaHo, Kakum
06pa3om OH CTapTyeT.

MepekntoyaTens "Hactpoiku SPI/LSP"
Ecnu oH BK/IOYEH, TO B OTYET UCCeA0BaHNSA CUCTEMbI BbIBOAMTCS Tabnuua co CIMCKOM Mogynei
pacwupenusa SPI (NSP n TSP npoBaiigepbl)

MepekntoyaTens "Moptbl TCP/UDP"
Ecnu oH BK/IOYEH, TO B OTYET UCC/IeA0BaHNSA CUCTEMbI BbIBOAMTCS Tabnuua OTKPbITbIX MOPTOB
TCP/UDP (Ha Windows XP 1 2003 BbIBOANTCA MHAIOPMALMA O NPOC/TYLUMBAIOLLEM NOPT NPUIOXKEHNI)

MNepeknwyarens "Moaynu paclumnpenus IE"
Ecnu OH BKNIOYEH, TO B OTHET MUCC/Ie0BaHUSA CUCTEMbI BbIBOAUTCA Tabnvua co CnnMckoMm Mogynei
pacwupeHnus Internet Explorer (BHO, naHenu v T.n.)

MNepexntoyaresns "Moaynv paclinpeHnsa nposoaHmnka”

Ecnu OH BKNIOYEH, TO B OTHET MUCC/Ie0BaHUA CUCTEMbI BbIBOAUTCA Tabnvua co CnnMckoM Mogynei
paclwmpeHus nposogHuka (explorer.exe). Moaynn paclumpeHmns NpoBOAHNKA PETNCTPUPYIOTCS B
CMCTEMHOM pPeecTpe 1 U3BECTHbI BPEAOHOCHbIE NPOrpaMmbl, PErucTpupyroLLme cebs Kak paclumpeHue
NPOBOAHUKA O 06ecneyeHns CBOEro CKpPbITHOro 3anycka

MNepekntoyaresns "Moaynu pacluinpeHns CUCcTemsl nevyatun”

Ecnu oH BKNIOYEH, TO B OTHET MUCC/Ie0BaHNsA CUCTEMbI BbIBOAUTCA Tabnvua co CnnuckoM Mogynei
pacLunMpeHuss CUCTEMbI NevaTy - MOHUTOPLI NevaTu, nposangepbl nedyaTn. Mogynb paclunmpeHns
sABNSeTCA 00blUHOM 61MGMoTeKON DLL 1 n3BecTeH pag TPOSHCKMX NPOrpaMm, NPYMEHSIIOLLMX TaKoi
MeTOo/, aBTo3anycka.

pynna napameTtpos "MMapameTpbl”

MepekntoyaTens "VICKNIOYNTL U3 NPOTOKONA (Pali/ibl, ONO3HaHHbLIE Kak 6e3onacHble”

Ecnu OH BKNIOYEH, TO N3 OTYETA UCC/IeL0BaHNSA CUCTEMbI UCKNIOYAtOTCA BCe daiisibl, ONO3HaHHbIE MO
6a3e 6e3onacHbIX. B 60/bLIMHCTBE C/lyYaeB BK/IOUYEHME AaHHOW ONuMK NPUBOANT K CyLLLECTBEHHOMY
COKpalLLleHNIo pa3mepa NpoTokona 1 ynpoLLEHWIO ero aHanunsa.

MepekntoyaTens "[lo6aBuTL NPOTOKON NOCAEAHErO ckaHMpoBaHua AVZ"

ECnv OH BK/IKOYEH, TO K MPOTOKO/Y MCCNeAoBaHUs cucTeMbl 06aBNSETCS TEKYLW i NpoTokon AVZ,
CcthopMMPOBaHHbI B X0Ae NOC/eAHEro ckaHnpoBaHus. BktoyeHne AaHHOM onumm yaobHo B criyyae
Heo6X04MMOCTH OTNPAaBKU MPOTOKOa BMECTE C pe3y/ibTaTamMun UCCNefoBaHns CUCTEMBI.

MNepekntovaresns "Co3gatsb ZIP apxuB ¢ NPOTOKOI0M UCCeA0BaHNA cUCTeMbI”
Ecnu gaHHbIl nepekoyaTtenb BKIKOYEH, TO MOMMMO NPOTOKOJI0B UCC/e0BaHNs aBTOMaTN4ecku
co3gaeTcs apxus chopmaTa ZIP, cogepxalinini NpoToOKONA UccnegoBaHms. dta onuns yaobHa B criyvae,
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6.2

€C/IM MPOTOKOT HEOGXOAMMO OTNPaBUTL MO NOYTE WM NOMECTUTL B KOH(EPEHLMIO.

MNepeknoyaresnsb "[1o06aBUTb B NPOTOKO UHTEPAKTUBHbLIE 3/1IEMEHTbI A5 TeHepaLmnun cKpunTos"
Bk/toyeHne AaHHOro nepeknoyaTens npMBoanT K 4O6aBNEHNIO B MPOTOKO/T MHTEPAKTUBHbIX
3/1EMEHTOB, MO3BOIAKLWMX MOSlyaBTOMaTUYECKN co3faBaTb CKpUNThl. CneayeT y4ecTb, YTO Npu
OTKPbITUM TAKOro NPoToKosia B |E MOXET BbIBOAMTLCA COOOLLEHME CUCTEMbI 6E30MACHOCTM O TOM, YTO
[OKYMEHT COAEPXMUT akTUBHbIE 3N1eMeHTbl. EC/in He paspelnTb NX UCMO/Ib30BaHue, TO NPOTOKO/
OTKPOETCS, HO MHTEepPaKTMBHbIE YHKLMM B HEM ByAyT HEAOCTYMHbI.

MepekntoyaTtens "Cosfarb XML NpOTOKOA A1 aBTOMATUYECKOro aHannsa”

Bk/toueHne AaHHOro nepeknvaTens npmeoamT Kk codgaHunto XML chaina, gyénupytouwero HTML
npotokos. XML ¢haitn npegHasHavyeH As1s UCnonb3oBaHns B aBTOMaTUYECKUX aHaIn3aTopax
NpPOTOKO/I0B.

KHonka "Myck"

KHonka nyck 3anyckaeTt uccnefosaHue cuctembl. MNepes Havyaiom nccnefoBaHms 3anpaluvBaeTcs
nms halina gns coxpaHeHus NnpoTokona. Nocne Bbibopa umeHn haiina npoBoAMTCA UccreaoBaHne
cucTeMsbl, hopmupyeTcs dhaiin NpoToKona 1 BbIBOAMTCS 3anpoc Ha NPOCMOTP NpoTokona. B cnyvae
cornacusi Nosib3oBartesis MPoTOKO OTKpPbIBaeTCH B 6paysepe, NPUMEHAEMOM B CUCTEME MO
YMOJTHaHMIO.

KHonka ""3akpbITh"
3akpbiBaeT OKHO nccnenoBaHns

Ha 3ameTky:
CnepgyeTt yunTblBaTh, YTO Ha/IMYME B CUCTEME aHTUBMPYCHOTO MOHUTOPA MOXET 3aMeaInTb

nccnefoBaHNe U OHO MOXET A/IMTbCA OT 1-2 A0 5 MUHYT. TUNOBOE BpeMsi (DOPMUPOBaHNS COCTaBsAeT
He 6onee 30 cek. B npouecce uccneoBaHns B HKHEN YacTy OKHA BbIBOAWTCS MPOrPecc-mHAMKaTop.

Ha 3ameTky:
MNepepn 3anyckom nccnenoBaHnsa CUCTEMbl PEKOMEHAYETCH:

1. 3aKkpbITb BCE HEUCMO/b3yeMble NporpamMmmbl

2. 3anyctuTb 6pay3ep - 3TO NO3BONNT aHAIN3ATOPY N3YUNUTb 3arpy>XeHHbIE B €ro agpecHoe
NPOCTPaHCTBO BUBNNOTEKMN.

3. Bo BpeMs uccnefoBaHusa cUCTEMbl HE pEKOMEHyeTCA 3anyckaTb 1 3aBepLuatb NporpamMmbl, Kak-1o
paboTatb C CUCTEMOL - 3TO MOXET NOB/IUATL HA pe3yNbTaTbl aHa/IM3a.

BoccTtaHOB/1eHUE CUCTEMBbI

BoccTaHOB/EHME CUCTEMBI - 3TO 0c06as hyHKUMA AVZ, KoTopas NO3BOASIET BOCCTAHOBUTL PAf,
CUCTEMHbIX HACTPOEK, NMOBPEXAEHHbIX BPeAOHOCHbLIMU MporpammMamMu.

MuKkponporpammbl BOCCTAHOB/IEHUS CUCTEMbI XPAHATCHA B @HTUBUPYCHOI 6a3e n 0OHOBNAAKOTCA NO
Mepe HeobXxoanumMoCTH.
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' BoccraHosne Hue HACTPOEK CHCTEMbI

H]
Z
3
4
5
b
7
g

.BoccTaHoENeHWE NapaMeTpoOE 3anycka .exe, .com, .pif dafnoe
.CBpoc HacTpoek Npedgkcoe NpoTokonoE Internet Explorer Ha cTaHOapTHEIE
. BoccTaHoENEHKME CTapTOBOH CTpaHuUE Intermet Explarer

.CBpoc HacTpoek noWcka Internet Explarer Ha cTaHoapHEE
.BoccTaHoeneHWe HACTpORK pafodyero cTona

.HoaneHue ecex Folicies (orpaHMYeHKi) TEKYWero NoNE20EATENS
.HnaneHue cooBWeHKa, BEBOOMMOro B xode YiinLogon
.BoccTaHoENEHME HACTPOEK MPOBOOHMES

9. HoaneHWe OTNa0YMKOE CMCTEMHbX NPOUECCOE

10, BOCCTEHOBNEHME HACTROEK 2arpyswK4 B Safehdode

11. Fazgnokupoeka OMCNeTHepa 3a0ady

12, DUYMCTRE CNMCKE MIHOPKWPOESHMA YTHKTE HijackThis

13, OuncTra dakfna Hosts

14 ABTOMATHYECKOE HCNPaENEHKE HacTpoek SPILSF

15. Cepoc HacTpoek SPLLSF 1 TCRAR (<F+)

£ BLNoAHWTE OTMEYEHHBIE ONERELMA ] X SakpeiTe

BoccTaHoBneHne cuctemsl

B HacTosAwee BpemMA B 6ase ecTb cneaywuine MmkponporpamMmmbl:

1.BoccTaHoB/IEHVE NapaMeTPOB 3anycka .exe, .com, .pif dainos
JaHHasi MMKponporpaMma BOCCTaHaB/IMBAET PEAKLMI0 CUCTEMBI HA chaiinbl exe, com, pif, scr.
MokasaHWs K NPUMEHEHNIO: MOC/e YAAIeHUs BUpyca NepecTatoT 3anyckaTbCsi MporpaMmbl.

2.C6poc HacTpoek NpedMkcoB NPOTOKONOB Internet Explorer Ha cTaHAapTHbIE

[JaHHasa MukponporpamMmmMa BoCcCTaHaBNMBAET HACTPOIKM NpedhKCOB NPOTOKOS0B B Internet Explorer
MokasaHusa K NpMMEHEHNIO: NpK BBOAE ajpeca Tuna www.yandex.ru naeT ero nogmMmeHa Ha Yto-To
BrAa www.seque.com/abcd.php?url=www.yandex.ru

3.BoccTaHoB/ieHMe cTapToBOi cTpaHuLbl Internet Explorer
[aHHas MukpornporpamMmma BOCCTaHaB/IMBaET CTapTOBYIO CTpaHuLy B Internet Explorer
lMokKasaHua K NPUMEHEHWIO: NOAMEHA CTapTOBO CTpaHULb!

4.Cbpoc HacTpoek noucka Internet Explorer Ha cTaHOapPTHbIE

[JaHHas MmKponporpaMmma BoccTaHaB/MBaEeT HACTPOIKM nomcka B Internet Explorer
MokasaHua K NpuMeHeHWo: Mpu HaxkaTum KHonku "Mouck” B IE naet obpalleHne K Kakomy-To
NOCTOPOHHEMY CaTy

5.BoccTaHoB/IEHNE HACTPOeEK paboyero crona

[JaHHasa MukponporpaMmmMa BocCTaHaBNMBaeT HACTPOku paboyero ctona. BocctaHosneHve
nofpasymMeBaeT yaasieHne BCceX akTUBHbIX anemMeHToB ActiveDesctop, 060eB, CHATUE B/10KMPOBOK Ha
MEHI0, OTBeYatoLLee 3a HacTpOoku paboyero cTona.

[MokaszaHuA K NPUMEHEHUIO: cyesnn 3aknaikn HacTpolikn paboyero ctona B OkHe
"CBolicTBa:akpaH", Ha paboyem CTo/1Ie 0TOGpaKatTCA MOCTOPOHHUE HAAMVCY UM PUCYHKM

6.YnaneHune Bcex Policies (orpaHnyeHunin) TeKYLLEro nosb3oBaTens

Windows npegycmaTpvBaeT MeXaHn3M OrpaHuYeHuii 4eiCTBuUiA Nonb3oBaTens, HasbiBaeMmslin Policies.
OTOI TEXHOMOTMEN NONb3YKTCSA MHOTE BPEeAOHOCHbIE NPOrpamMmbl, MOCKOSIbKY HACTPOMKN XPaHATCS B
peecTpe 1 UX HECIOXXHO co3A4aBaTtb UM MOANULMPOBAaTD.
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MokasaHns K NPUMEHEHWNIO: 3a6/10KMPOBaHbl (YHKLN NPOBOAHMKA UMW NHbIE (PYHKLMW CUCTEMBI.

7.YpaneHve coobuieHus, BbiBognmMmoro B xoae WinLogon

Windows NT 1 nocneaytoume cuctemol B inHeinke NT (2000, XP) No3Bons0T yCTaHOBUTb
coobLleHne, oTobpakaeMoe B X04e aBTo3arpy3kn. ITMM Nonb3yeTcs psf BPe4OHOCHbIX MporpamMm,
NPUYEM YHUUTOXEHNE BPEAOHOCHOIN NPOrpaMMbl HE NPUBOAUT K YHUUTOXEHMNIO 3TOFO COOOLLEHNS.
Moka3aHus K NPUMEHEHNIO: B xoae 3arpysku CMCTEMbI BBOAUTCA NMOCTOPOHHEE COOGLLEHNME.

8.BoccTaHoB/IEHME HACTPOEK MPOBOAHMKA

[JaHHan MukponporpaMmMa cépacbiBaeT psif, HACTPOEK NPOBOAHMKA HA CTaHAAPTHblE (cbpacbiBatoTcs B
NepByl0 ouepeb HACTPOIKN, U3MEHSIEMbIE BPELOHOCHBIMM NPOrpamMmamu).

MokasaHusi K MPYMEHEHMIO: I3MeHeHbl HACTPOIKI NPOBOAHMKA

9.YpaneHve 0T1aaunKoB CUCTEMHbIX MPOLLECCOB

Peructpaums oTnagumka cMCTEMHOro NpoLecca No3BO/IAT OCYLWECTBUTb CKPbITbIA 3anyck
NPUIOXKEHME, YTO M UCMIONb3YETCH PSAOM BPEAOHOCHbLIX MPOrpamm

Moka3saHus K NpUMeHeHNIo: AVZ 06HapyXMBaeT HEONO3HaHHbIE OT/TaAUNKN CUCTEMHbIX NPOLECCOB,
BO3HMKAIOT NP06/1eMbI C 3aMyCKOM CUCTEMHbIX KOMMOHEHT, B YaCTHOCTM MOC/e nepesarpysku
ncyesaet pabounin cTon.

10.BoccTaHoB/IEHME HACTPOEK 3arpy3km B SafeMode

HekoTopble BpeoHOCHbIE NPOrpaMmsbl, B YaCTHOCTU YepBb Bagle, noBpexaatoT HACTPOIKK 3arpy3ku
CUCTEMbI B 3aLLMLLEHHOM pexume. [JaHHas MUKponporpamma BoCCTaHaBNMBAET HACTPOIKM 3arpy3ku B
3allMLLEHHOM pexunme.

Moka3aHus K NpUMeHeHNIo: KoMNnbioTep He 3arpyxaeTcs B 3alyeHHoM pexume (SafeMode).
MpUMeEHSTL JaHHY0 MUKpONporpaMMy crefyeT TO/bKo B Crlyyae npo6/iem ¢ 3arpyskoi B
3aLUULLIEHHOM pPeXuMme.

11.Pa36n0KMpoBKa AncneTyepa 3agad

Bnokuposka gucneTyepa 3agay NPUMEHSIETCA BPeAOHOCHbIMY NporpaMmamu o5 3aluTbl NpoLeccoB
OT O6HapyxeHus 1 yaaneHnss. CooTBETCTBEHHO BbINOIHEHWE AAaHHON MUKPOMpPOrpaMMbl CHUMaET
G/10KMPOBKY.

lMoKasaHua K NnpuMeHeHNIo: BnokupoBka Ancnetyepa 3azad, npu nomnbITKe BbI30Ba Aucnetyepa
3alay BbIBOAMTCS co0bLWeHne "ucneTtyep 3aga4y 3a6/10KMpoBaH agMUHUCTPATOPOM".

12.04mncTKa concka UTHOPUPOBaHUA YyTuanTbl HijackThis

Ytunuta HijackThis XxpaHuT B peecTpe psif, CBOMX HACTPOEK, B YACTHOCTM - CMINCOK UCK/THOUEHWIA.
MoaTtomy Aans macknpoBky oT HijackThis BpegoHOCHOI nporpaMmme AOCTaTOMHO 3aperncTpupoBaTb
CBOW UCMNOJIHSAEMbIE dhalisibl B CNINCKE UCK/IOUYEHWIA. B HacToAWMIA MOMEHT U3BECTEH psf
BPeLOHOCHbIX NMporpamMm, UCNosib3yLWnNX JaHHY0 YA3BUMOCTbL. Mukponporpamma AVZ BbINOSHAET
OYUCTKY CrmckKa UckntoveHnin ytunntbl HijackThis

lMoKasaHua K NnpuMeHeHuo: MNoao3peHns Ha To, 4To yTunuTa HijackThis oTobpaxaeT He BCto
NHhopMaLmIo 0 cucTeme.

13. Ouuctka cpainna Hosts

OuuncTtka thainna Hosts ceogutcs K noucky thaiina Hosts, yaaneHuto n3 Hero BCex 3Havallmx CTPOK 1
[ob6aBneHnto cTaHgapTHol cTpokm "127.0.0.1 localhost".

Moka3aHus K NpUMeHeHNIO: MNMoao3peHns Ha To, daiin Hosts nsMeHeH BpeAoHOCHO NporpamMmoii.
TyNUYHbIE CUMNTOMBI - G/TOKMPOBKA 06HOB/IEHNS aHTUBMPYCHbIX NPOrpaMm. MNMpPOKOHTPONNPOBATb
cogepxmmoe painna Hosts MoXHO Npy NomoLLm MeHemxepa Hosts gaina, BCTPOEHHOro B AVZ.

14. ABTOMatmn4yeckoe ncnpasneHve HacTpoek SPI/LSP

BbinonHseT aHann3 HacTpoek SPI 1 B cnyyae 06HapyXeHNs OLIMBOK NPOM3BOAUT aBTOMAaTUYECKOE
ncnpasneHne HangeHHbIX ownbok. JaHHyo MUKPONPOrpaMmMmy MOXHO 3anyckaTb NOBTOPHO
HeorpaHu4yeHHoe KosimyecTBo pas. locne BbINOSHEHUS aHHON MUKPOMpOrpaMMbl peKOMeHAyeTCs
nepesarpysnTtb koMnbtoTep. Ob6paTuTe BHUMaHMe | [laHHYy0 MUKpOnporpamMMy Henb3s 3anyckaTb
13 TEepMUHa/IbHOW ceccumn
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lMoka3aHusa K NpUMeHeHUIo: MNocre yaaneHns BpeAoHOCHOR NporpaMMbl Nponast 4OCTyn B
MHTepHerT.

15. C6poc HacTpoek SPI/LSP 1 TCP/IP (XP+)

[JaHHas mukponporpamma pabotaeT Tonbko B XP, Windows 2003 1 Vista. Ee npuHumn paboTbl
OCHOBaH Ha cbpoce 1 nepecosgaHny HacTtpoek SPI/LSP n TCP/IP npy NOMOLWMW WTATHOW YTUAUTBI
netsh, Bxoaswei B coctaB Windows. MNMogpo6HO Npo c6poCc HACTPOEK MOXHO NpounTaTth B 6ase
3HaHuin Microsoft - http://support.microsoft.com/kb/299357 O6paTunTe BHUMaHue ! MpuMeHATb
CcOpOoC HACTPOEK HYXXHO TO/IbKO B C/ly4ae He06X0AMMOCT Y MPU HA/IMYME HeyC T PaHUMbIX NPOGIeEM C
JocTyrnom B VIHTepHeT nocne ygasieHns Bpe4OHOCHbIX nporpamMm !

lMokaszaHuA K NpUMeHeHUIO: MNocne yaaneHns BpefoHOCHOR nporpaMMbl nponas A4ocTyn B IHTepHeT
1 BbINOJIHEHME MUKPOMporpamMmmbl "14. ABToMaTuyeckoe ucrnpasneHne Hactpoek SPI/LSP" He pnaeT
pesynbTarta.

16. BoccTaHOBEHME K/1KO4Ya 3anycka Explorer

BoccTaHaBNMBaeT CUCTEMHbIE K/THOUKN peecTpa, OTBevatoLLme 3a 3anyck NpoBOAHUKA.
lMokKasaHua K NpUMEHEHUIO: B xofe 3arpy3ku CUCTEMbI HE 3anycKaeTcsi NPOBOAHUK, HO 3anyck
explorer.exe Bpy4HY0 BO3MOXEH.

17. Pa36/10KMpoOBKa peaakropa peecrpa

Pas3610kMpyeT pefakTop peectpa nyTem yaaieHUs NoANTUKM, 3anpeLatoLein ero 3anyck.
lMokasaHVsa K NpUMEHEeHNI0: HeBO3MOXHO 3anyCTUTb pefakTop peecTpa, Npu NonbITke BbIBOAUTCS
coobLeHne 0 TOM, YTO ero 3arnyck 3ab/0K/pOoBaH aAMUHUCTPATOPOM.

18. MonHoe nepecosnaHne Hactpoek SPI

BbInosiHAeT pesepBHOe KonvpoBaHue HacTpoek SPI/LSP, nocne yero yHUYTOXaeT UX 1 co34aeT no
3TasIoHy, KOTOpbI XpaHuTcs B 6ase.

lMokasaHua K NPUMEHEHMIO: Tsenble NOBPEeXAEeHNS HACTPoeK SPI, HeycTpaHuMble ckpuntamu 14 un
15. NpMMeHATbL TONbKO B C/lyyae HeobXxoaumocTy !

[ns BbINOSIHEHNS BOCCTAHOB/IEHNA HEOOXOAMMO OTMETUTL OAMH UM HECKOJTLKO MYHKTOB M HaXaTb
KHOMKY "BbINOMTHUTL OTMEeYeHHble onepaunn”. Haxartne kHonkun "OK" 3aKkpbiBaeT OKHO.

Ha 3ameTky:
BoccTaHoBNeHWe 6ecnosnesHo, ecnu B cucteme pabotaeT TPOsTHCKasa nporpamma, BbINoHAWLLANA

nofio6Hble NEPEHACTPOIIKM - HEOBXOAUMO CHaYana yaanuTb BPELOHOCHYHO NPorpaMmy, a 3aTem
BOCCTaHaB/MBaTb HACTPOWKM CUCTEMBI

Ha 3ameTky:
[na yctpaHeHus cnenos 6onblunHcTBa Hijacker Heo6xoaMmMo BbINOAHUTL TPYU MUKPONPOrpamMmb -

"C6poc HacTpoek novcka Internet Explorer Ha cTaHgapTHbIe", "BOCCTaHOBIEHME CTAPTOBOWN CTPaHNLbI
Internet Explorer", "Copoc HacTpoek npecrKcoB NPoToKosoB Internet Explorer Ha cTaHAapTHbIE"

Ha 3ameTky:
Nobyto 13 MUKpONporpamMmmM MOXHO BbIMOJSTHATE HECKOSIBKO pa3 noapss 6es yuwepbda ans cuctemsl.

Vickntouenuns - "5.BoccTaHoBIeHne HacTpoek paboyero ctona” (pabota aToi MUKPONporpamMmmbl
c6pocuT BCe HACTpOku paboyero cTona v NPUMAETCA 3aHOBO BblOMpaTh packpacky paboyero ctona u
o6ou) 1 "10. BoccTaHoBIeHMe HACTpoek 3arpy3ku B SafeMode" (aaHHas mukponporpamMmma
nepecosfaeT K/1loun peecTtpa, OTBeYaloLLme 3a 3arpy3ky B 6e30MacHOM pexume).

AVZ, (C) 3aiiues O.B., http://z-oleg.com/secur


http://support.microsoft.com/kb/299357

DYHKLUMN aHa/IM3a 1 BOCCTaHOBJIEHUA 63

6.3 CraHgapTHble CKpUNTbI

CTaHfapTHble CKpUNTbl MpeAHa3HauYeHbl 418 aBTOMAaTU3aumnm OCHOBHbIX ONepaLnii, BbINOMHAEMbIX
npv nomoLm AVZ. OHK XpaHATCA B 6a3e AVZ 1 06HOBNSAKOTCA NpY MOMOLLY aBTOMaTUYeCcKoro
06HOBNEHMA. BbI30B OkHa "CTaHAapTHbIE CKpUNThI" NPOM3BOAMTCS U3 MeHIo "dalin/CTaHaapTHbIe
CKpunThbI".

" CranpapTHBIE CHPHNThI

L Touck M HedTpanuaauMy Bootkit Usertdode 1 Kemelbode
L CrpunT cBopa MHboprauniK Ana paziena "MorMorute" virusinfo.info

JAMT NEYeHUAKEDaHTMHA 1M CO0pa MHGOpMALMK AnA pastena "Momor
L1 CrpunT CBopa HEONOEHEHHEX M MOO02RMTENbHEX Gl noE

4 BLINONHWTE OTMEUEHHEIE CKEWNTEI Q) OcoreHoelTE BEMOAHEH! X Sakpeite

[ns BbINOMIHEHNA OAHOTO WM HECKO/IbKUX CTaHAAPTHBLIX CKPUNTOB HEO6XOAUMO OTMETUTL UX B CMKCKe

1 3aTeM HaxXaTtb KHOMKY "BbINO/IHUTL OTMEeYEeHHble CKpUNTbI”. OKHO MOXHO 3aKPbITb TOJILKO Mnoc/ie

3aBepLUEeHNa NnocnefHero n3 BbIbpaHHbIX CKPUMTOB - 3TO CAe/1aHo crneunasbHo A/18 6/10KMPOBKM

opraHoB ynpasfieHns AVZ Ha BpeMs BbINOSIHEHUSA CTaHAAPTHbLIX CKPUMTOB.

[na aBapuiiHoii OCTaHOBKM MpoLecca BbINOTHEHUSA CKPUNTOB HEOO6XOAMMO HaXKaTb KHOMKY

"OcTaHOBUTL BbIMNoONIHEHNE". CnefyeT yunTbiBaTh, YTO OCTAHOBKA NMPOUCXOAUT HE MTHOBEHHO - C

MOMEHT Ha)XXaTus KHOMKN 0 OCTAHOBKU MOXET MPOATN HECKONBbKO CEKYHA. DTO HOPMa/ibHOe SABfIEHNE,

T.K. OCTAHOBKa HEKOTOPbIX Onepauuii B X04e X BbINOSIHEHWNS HEBO3MOXHA.

B HacToAWuMI A MOMEHT NOAAEPXKMBAIOTCA CeayloLme onepauum:

1. Mownck n HeTpanusaunm RootKit UserMode 1 KernelMode. BbINosiHAET NOUCK PYTKUTOB C
HellTpanusaumeii Bcex 06HapyXeHHbIX NepexsaToB

2. Ckpunt cbopa nHcopmaunu ana pasgena "romormnte” virusinfo.info. BeinonHseT onepauuu

Mo NpoBepKe KommnbioTepa (6e3 /leveHns) 1 nccnefoBaHns CUCTEMbI, NOCe Yero co3gaet nanky LOG

B pabouem katanore AVZ n nomellaeT Tyga NpoToKO 1 apxmB € 3anof03peHHbIMN haiinamm

3. CkpunT neyveHnsa/kapaHTUHa U cé6opa nHpopmaunu ansa pasgena "Momorute” virusinfo.info.

BbinonHaeT onepauuy No NpoBepke KOMMNbIOTEPA C IeYeHVEM U BbIMOJHAET 1ccnefoBaHe CUCTEMBI,

nocne yero cosgaet nanky LOG B paboyem katanore AVZ u nomeLLaeT Tyaa NpoOTOKO/ U apXuB C

3anogo03peHHbIMK haiinamm

4. CkpvnT cbopa Heono3HaHHbIX U NOA03PUTENbHbLIX (DaiN0B. BbINO/HAET ABE onepawluy -

CKaHMpOBaHWe CUCTEMbI C KapaHTMHOM BCEX 3anoA03PeHHbIX (haii/ioB + aBTOMAaTUYECKWI KapaHTUH C

MakCUMaJslbHbIMW HacTpoiikamu. B pesynbTate B KapaHTVH nonagatoT dalisibl, KOTopble 3anofo3peHbl

AVZ nnun He ono3HaHbl No 6a3e 6e30nacHbIX 06 BHEKTOB.

AVZ, (C) 3aiiues O.B., http://z-oleg.com/secur



64

AVZ - cnpaBKka nNo paboTe ¢ NporpamMmori

6.4

5. O6HOB/EHNEe 6a3 C aBTOMATUYECKOI HAaCTPOWKOW. MNpon3BoanT 06GHOBMEHNE 6a3, UCNOsb3ys
pas/finyHble HaCTPOkK. JaHHasa onepauus nosiesHa B criyyae, eciv 06HOBNEHME CTaH4apPTHbIM
CMocoboM He NPoXoauT 1 BbIBOAUTCS CO0OLWEHNE 06 oLnbKe.

6. YpaneHue Bcex gpaliBepoB 1 K1oyen peectpa AVZ. Mpon3BoanuT aBToMaTUyeckoe yaaneHue
BCEX ApaiBepoB 1 K/HoUel peecTtpa, KOTopble MOr/IM GbiTb CO34aHbl B npoLecce paboTbl AVZ. B
06bIYHOI CcMTyaLun 3TO He TpebyeTcs, Tak Kak AVZ aBTomMaTUyeckn yaansaeT Kaoum u dainsl,
YCTaHOBJ/IEHHbIE B CUCTEMY. SABNSETCH aHa/I0roM AEVHCTANNALMN U PEKOMEHOYETCSA K NPUMEHEHWIO Ha
MK nocne 3aBepLieHns ncnosb3osaHna AVZ

Homepa cKpMNTOB YHUKa/bHbI U HE MEHSIOTCS NpK AONOMHEHUN U 06HOBNEHWUN 6a3bl. CTaHJapTHble
CKPUNTBI MOTYT BbI3bIBATLCA U3 CKPUMTOB NOMb30BATE/NA NPY NOMOLLM hyHKLMM ExecuteStdScr 1)

Pe3epBHOe KonMpoBaHue

HauvHas c Bepcun 4.16 B AVZ nogaepxmBaeTcd Tpy Buaa Tpy Buaa KonmpoBaHU:
ABTOMAaTNYECKOro pe3epBHOe KonvposaHue. BeinonHsaeTca AVZ agToMaTtnyecku rno mepe
Heo6X0AMMOCTM MPU BbINO/THEHUM HEKOTOPLIX Onepauuii, B HaCTHOCTM MoAndmMKaLmm HacTpoek
LSP, HacTpoek 3anycka alinioB, NoANTMK 6e30MacHOCTH, HacTpPoekK IE 1 NpoBOAHUKA. DTU KONun
nometlatotcs B nanky Backup\DD-MM-YYYY
PyuyHoe pe3epBHOe konvpoBaHue. Boi3biBaeTcs U3 MeHw "dain\Pe3epBHoe KonupoBaHue",
pe3ynbTaTbl Tak-Xe coxpaHsatoTcsa B nanke Backup\DD-MM-YYYY
PesepBHoe KonupoBaHue Mog ynpas/ieHnemM ckpunra. B 3Tom criyyae pesynbtaTbl Ppe3epBHOro
KOMMPOBaHMA MOTyT COXpaHATbCA B nanke Backup\DD-MM-YYYY unun B Nt060i Apyroi nanke no
YCMOTPEHUIo pa3paboTumka cKkpunTa.

MacTep pe3epBHOro KoNnMpoBaHWS Bbi3biBaeTCA U3 MeHo "®aiin\Pe3epBHoe KonmpoBaHue"

Pe3epeHoe KonHpoBaHHe

¥ 1. HacTpobikk SFILEF
¥ 2 MapamMeTpel 2anycka taldnoe
| 3. HacTpoiku npoeoaHMka
I 4 Hactpoiki Internet Explorer
I b Hactpodkkn YWinLogon
[ B Hactpoiiky pagodero ctona
4l 7. HacTpoie i !

£ BLINONHMTE pE3EpEHOE KONKpoBaHHe | B OCTEHOEMTE BEMDTHEH) X Sakpete

[ns BbINOSTHEHWA pe3epBHOIO KONUPOBaHUA criefyeT OTMETUTb OAHY WU HECKOSIbKO NO3ULMiA cnncka
N HaXXaTb KHOMKY "BbINO/IHATL pe3epBHOE KonvpoBaHue". HaxaTtne KHonkn "OCTaHOBUTb BbINOIHEHNE"™
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6.5

No3BOJISIET aBapuiiHO MpepBaTb BbINO/IHEHNE PE3epPBHOTO0 KOMMpPOoBaHus. [lpoueaypbl pe3epBHOro
KOMMPOBaHUSI XpaHSTcA B 0OHoBNsieMol 6as3e, MO3TOMY CMMCOK pPe3epBUMPYEMbIX HACTPOEK MOXeT
pacwmpsTeecs.lNlocne  BbINO/HEHUS  PE3EPBHOTO  KOMUPOBAHWA  PEKOMEHAYeTCs  COXpaHUTbCSH
co3faHHble AVZ thalinbl B HaAEXHOM MecCTe.

BoccTaHoBEHME pe3epPBHON KOMMKM BbINO/IHSAETCA 3anyckom cooTBeTcTBytowero REG dhaiina - nocne
3TOro cucTemMa NpeasIoXUTbL UMNOPTUPOBaTh cogepxmnmoe REG dhaiina B peecTp.

MacTep novcKa 1 ycTpaHeHust npo6iem

MacTep noucka v ycTpaHeHuns npobiem npegHasHayeH /11 aBTOMaTU4YEeCcKoro aHasim3a CUCTEMB,
06HapY)XeHWS YCTPaHNMbIX OLUIMOOK U aHOMaNnii 1 UX ycTpaHeHus. Mactep BO MHOrOM aHas1IorMyeH
BOCCTAHOB/IEHMIO CUCTEMbI AVZ, €ro rnaBHoOe OT/IM4Me 0T BOCCTAHOB/IEHNSI COCTOUT B TOM, YTO OH
aBTOMaTUYECKN MLLET NPO6EMbI (B BOCCTAHOB/IEHNM CUCTEMbI NO/b30BaTE b AO/HKEH CaM NPUHATH
peLLeHne 0 TOM, Kakme qoyHKL MM BOCCTaHOB/IEHUS 3aeliCTBOBATb) U NPOM3BOANT 60siee TOUHOE U
rmbkoe ycTpaHeHve npobaem.

BbI30B MacTepa ocyLecTBAsSeTCA U3 MeHIo "dalin\MacTtep nomcka u yctpaHeHus npobaem".

" MacTep noucka W YcTpaHeHHs npoGaem

KaTeropua nposneme: |C"“:TEMHE"E NpoGnetel

CTEMeHs DnacHooTy: | T TPOBNEME CRBaHEE TAKECTI

[ | )

MoMcK M MCAPEBNEHME | OTMEHS MEMEHEHME |

[ &1 cnpaBuTe 0TMEYEHHEIE NPOGIEME ]

[na Hayana paboTbl C MacTepom TpebyeTcs BbiGpaTb KaTeroputo Npo6aemsbl. MogaepxmBatoTcs
cnepylolme KaTeropum:
CucTeMHbIe NPO61EeMbl. DTO BCEBO3MOXHbIE OLLIMOKN B peecTpe Uan Kaun, cosgaHHble/
N3MEHEHHbIe BPeAOHOCHbIMY NporpamMmmamMmn gJ1si HapyLweHust Uy orpaHnyeHmnst YHKLMOHAIbHOCTU
CUCTEMBI
HacTpoiiku 1 TBUKM 6pay3epa. BbiNnosHAET aHa/IM3 HacTPoeK 6paysepa, ULWET onacHble HACTPOIikK
(Hanpumep, paspelleHne 3arpyxatb ActiveX 6e3 3anpoca) unv npegnaraet MognguLMpoBaTh
HacCTPOIikM A5 NOBbILLEHMS 3aLUMLLEHHOCTN Bpay3epa
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MpuBaTHOCTL. [M03BOASET OCYLLECTBUTL YACTKY CUCTEMDI C Liefbi0 YaasneHns cnefos paboThbl
nonb3oBartens (BpeMeHHble haiinbl, cookies, KeLn 1 XypHasibl 6pay3epoB, BCEBO3MOXHbIE
NPOTOKO/1bI)

Mocne Bbl60pa Kateropum cnegyet 3aatb CTENEHb ONacHOCTU I'IpO6]'IeMbI. AHaJ'II/ISaTOp
nogaepXxumBaeT Tpu CTENEHU ONMacHOCTU - OH HESHAYNTEIbHbIX npo6r|eM [0 onacHbix. CTeneHb
OnacHOCTK NO CYyTU ABNAETCA NOPOrom Cpa6aTbIBaHI/IF| aHa/im3artopa

Mocne HaCTPOKM CTEMEHN ONACHOCTM CriefyeT HakaTb KHoMKy "lMyck" 1 oXaaTbCcs 3aBepLUIEHNUs]
npouecca aHanu3a (Mporpecc-MHAMKaTOP B HWKHEN YacTy OKHa NokKasbiBaeT XOZ NpoLecca).
HaigeHHble npobaeMbl M pekoMeHayeMble onepauy 0TobpaxatoTcs B BUAe Crnmcka ¢
BO3MOXHOCTbIO OTMETKM OAHOWN UM HECKOMBbKMX NO3ULMIA. [N BbINONHEHNS NpoLeaypbl UCNpaBieHns
crefyeT OTMETUTb OAUH WU/IM HECKOMBKO NMYHKTOB B CMIUCKE M HaxaTb KHOMKY “cnpaButb OTMEYEHHbIe
npo6nemsol".

VicnipaBrieHne HEKOTOPbIX HACTPOEK MOXET HEraTUBHO CKka3aTbCA Ha (PYHKLMOHVPOBAHUW CUCTEMbI.
Ha 370T cnyyaii B MmecTepe noucka v ucnpassieHns npobaem npegycmoTpeHa yHKLUMSA 3anucu
[JaHHbIX ANa oTKaTa M3MeHeHuiA. [11s BbINOSIHeHWA OTkaTa cnefyeT BbibpaTb kaTeroputo npobaemsl,
nocse 4ero nepeiTn Ha 3aknagky "OTmMeHa n3aMeHeHuin". Ha gaHHol 3aknagke oto6pasnTcs CnMcoK
OTMEHbI - AN1A OTMeHbI c/iegyeT NOMETUTbL OAMH U HECKOSIbKO MYHKTOB U 3aTEM HaXKaTb KHOMKY
"OTMEHUTb OTMEYEHHbIE N3MEHEHUA".

Ha 3ameTky:
CncTteMa OTMEHbI MUBMEHEHUIA AeNCTBYET TO/IbKO Ha PEECTP - yaaneHue hainnos (Hanpumep Kykn3oB

WK Kelel 6pay3epa) siBNSeTcs Heo6paTMMOoii onepaumeit

Ha 3ameTky:
Basbl AaHHbIX CUCTEMbI OTMEHbI M3MEHEHUIA XpaHATCsA B nanke BackUp. Ecnn gaHHas nanka

HeaocCTynHa Af1s 3anncu, To MacTep novcka 6yAeT ycnewHo paboTaTb, HO AaHHble /151 OTMEHbI
M3MeHeHwuii 3anucbiBaTbes He 6yayT. Kpome Toro, cneayeT y4ecTb, YTO B Criyvae NpMMEHEHMS
mMacTepa Aans yaaneHus npuBaTHbIX AaHHbIX CleayeT Takke yaannTe 6a3bl CUCTEMbI OTMEHDI
N3MEHEeHUI.
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7.1

Moacucrema AVZGuard

O TexHoONnormn

TexHonorna AVZGuard ocHoBaHa Ha KernelMode gpaiiBepe, KOTOpbI pasrpaHnynBaeT [ocTyn
3anyLeHHbIX NPUIoXKEHNI K cucTeme. [paiiBep MOXeT (OYHKLMOHMPOBATL B CUCTEMAX, OCHOBaHHbIX
Ha nnatdpopme NT (HaunHasi ¢ NT 4.0 1 3akaHumBas Vista Beta 1). OCHOBHOe Ha3HaueHue - 6opbba C
TPYAHOYAANIMMbIMY BPEAOHOCHbLIMY NPOrpamMmmamMm, KOTOpble aKTUBHO NPOTUBOAECTBYIOT Npoueccy
NleyeHne KoMnboTepa.

B MOMEHT akTMBaLuy BCE NPUIOKEHNS OeNATCA Ha ABE KaTEropun - OBEPEHHbIE Y HEOBEPEHHbIE.
Ha foBepeHHble NPUIOXKEHUS ApaiiBep He OKa3blBAET HVKAKOTO BNSHWSA, B TO BPEMS Kak
HeA0BEPEHHbIM 3anpeLlatnTcs creayolwme onepaumu:

CospgaHve, mogndukaums n yaasneHne napaMeTpoB peecTpa

CospgaHune halinos ¢ pacwmnpeHuamm *.exe, *.dll, *.sys, *.ocx, *.scr, *.cpl, *.pif, *.bat, *.cmd Ha
no6om gucke

O6paLeHue k yctpoiicteam \device\rawip, \device\udp, \device\tcp, \devicelip

JocTtyn k device\physicalmemory (4To 610kMpyeT onepauun ¢ pusmdeckoli namsaToio n3 UserMode)
YcTaHoBKa ApaiiBepoB (BNSeTCA CNeAcTBMEM G6/I0KMPOBKM paboThl C pEECTPOM)

3anyck npoveccos

OTKpbITVE 3aMyLLEHHbIX MPOLLECCOB C YPOBHEM AOCTYNa, AOMYCKalOLW MM ero OCTaHOBKY 1/M 3anucb B
€ro afpecHoe NpoCTPaHCTBO

OTKpbITVE NOTOKOB APYr1X npoueccos (Mpu 3TOM He40BEPEHHOMY MPOLLECCY He 3anpeLLaeTcs
OTKpbIBaTb 1 OCTaHaBNNBAaTbL CBOW MOTOKM)

ICX04HO AOBEPEHHbIM ABMASETCA TObKO AVZ, HO 13 MeHto "AVZGuard\3anycTuTb NPUIoXeHNe Kak
[0BEPEHHOE" MOXHO 3anyCTUTb NH60Ee NPUIOKEHME. 3anyckaemMoe Taknm 06pas3oM MpUIoXKeHne
nosiyyaeT cTatyc AOBEPEHHOrO. 10 yMONYaHuo 4715 OBEPEHHbIX NPUIOXEHWUI AeCTBYET NPUHLMN
HacnefoBaHUsA 4OBepUTe/bHbIX OTHOLLEHWUIA - BCE 3arnyckaeMble LOBEPEHHbIM NPUIOXKEHNEM
MPOLLECChI TaK-Xe CUUTATCA LOBEPEHHBIMMN.

HasHayeHue:

OCHOBHbIM Ha3Ha4YeHeM CUCTEMbI ABMSAETCS:
Bopbba ¢ TpyaHOYAIMMbBIMU TPOSHCKUM NporpaMMamMu, KOTopble BOCCTaHaBMBAIOT K/HOUN
peecTpa v yaaneHHble aiisbl, 3anyckalT OCTaHOB/IEHHbIE NPOLECChl UM UHBIMK cnocobGamu
NPensATCTBYIOT CBOEMY yAasIeHN0. OTO OCHOBHOE Ha3HaAYeHNe CUCTEMbI;
3awmTa JOBEPEHHbIX NPUIOXKEHWNI OT He0BEPEHHbIX. [03BONAET 3aWUTUTL AVZ 1 3anyLeHHble
UM [JOBEPEHHBIE NPUIOXEHNA OT BO3eNCTBNA paboTatoLyX BPeAOHOCHBIX NMPorpamm;
PacnpocTpaHeHue geiicteust aHTupyTkuta UserMode AVZ Ha gpyrve npouecchl. Mpumep - yTunuThbl
Tvna VBA Console scanner, DrWeb Cure IT, HijackThis u T.n. He 06n1agaloT qyHKLMAMU
[eTeKTMPOBaHNsA N HeliTpannsauum pyTKMTOB. B aTOM cnyyae MOXHO 3anycTutb AVZ, NpoBecTu
HelTpanusaumio pyTKUTOB A1 ero npoLecca, a 3atem BkIuntb AVZGuard 1 3anycTuTb TOT-Xe
DrWeb Cure IT kak goBepeHHoe npuioxeHue. B atom cnyyae gparvisep AVZGuard Bo3bMET Ha
cebAa (hyHKUMIO 3aMThI 3anyLLEeHHOro npoLecca, U B TOM YXC/e HE NO3BOINT PYTKUTY
MoAMdmumMpoBaTh ero. ECTeCTBEHHO, AaHHasA TEXHOMOMMA He ABMSETCA NaHaleei oT Bcex BUA0B
UserMode pyTKMTOB, HO OCHOBHbIE UX TUMbl (B YacTHOCTU Hacker Defender) moryT 6bI1Tb
HeliTpann3oBaHbl NOA06HLIM 06pa3oM.

PekomeHgauunu:
Mepepa BKAOYEHNEM CUCTEMbI HEOOXOAUMO 3aKPbITh BCE NMPUIOXKEHUS KpoMe AVZ. 3TO BaXHbIi
MOMEHT, NMOCKO/bKY BCE 3anyLLeHHbIe NMPUIOXKEHUSA B MOMEHT 3anycka HauyHyT cunMTaTbCs
HeOBEPEHHbIMU 1 3TO MOXET 3a6/10KkMpoBaTh UX paboTy. Ha caMoMm gene akcnepuMeHTasIbHO
YCTaHOB/IEHO, YTO 6OJIbLUMHCTBO NPUIOXKEHWIA COXPAHAIOT CBOK (DYHKLNOHAIbHOCTb, TaK Kak He
COBEpLLAKT 6/10KNPYEMBIX CUCTEMOI AeincTBuiA. B yacTHoCTH, Internet Explorer, Outlook Express,
TheBat npogomkalT HoOpMa/ibHO paboTaTb B Ka4eCTBE HEAOBEPEHHbIX MPUNOXEHNNA;
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Oco6eHHOCTLI0 6/10KMPOBKU ONepaLmii C peecTpoM sBASIETCA TO, YTO onepauus 6/10KnpyeTcs, HO
NPWIOXKEHWE NOJTyYaeT CTaTyC YCNELIHOro BbIMOSTHEHWS Y CYMTAET, YTO peecTp 6bl/1 U3MEHEH. 3TO
cAenaHo cneynasbHO 4711 COBMECTMMOCTY C PSAOM MporpamMM, KOTopble B C/lydae OWn6KM 3anucu B
peecTp HauMHaKT paboTaTb HeagekBaTHO. JIOrMKy aTON 6/10KMPOBKU NIETKO M3YUUTb MPU NMOMOLLIA
Regedit - ero Heo6xoaMMO 3anycTUTb 40 BKItoYeHusa AVZGuard, nanee Bknountb AVZGuard, u ¢
nomoLlbio RegEdit 13MeHUTbL 3HaYeHUe Kakoro-nnobo kya peectpa. C Touky 3peHuns regedit
onepauusi NpoigeT yCrnewHo, HO eCnM 0GHOBMTL AaHHbIA Npy nomowm F5, To MOXHO y6eantbcs,
YTO pPeecTp He U3MEHUIICS.

B cnyuae, ecnim NpoBOAMMOCH JIeYEHNE CUCTEMbI, HEOOXOAMMO Nepesarpy3nTbCA He Bbik/lovas
AVZGuard. 3To BaXHblil MOMEHT, CBSI3aHHbI C TEM, YTO B CUCTEME MOC/IE /IEYEHNST MOTYT ObITh
3arpyxeHbl BpeaoHocHble DLL, 6yayT npogomkaTb paboTy TPOSIHCKME MOTOKM U T.N.

YnpasrneHue AVZGuard nget U3 KoOHTekcTa yTunutbel AVZ, B criyyae 3aBepLueHus padotbl AVZ
KOHTpPO/Ib Hag AVZGuard 6yaeT noTepsiH U OH 6yaeT dyHKLUMOHMPOBaTb aBTOHOMHO [0
nepesarpysku.

Cuctema AVZGuard MOXeT MHOrOKpaTHO BK/IOUYaTbCS/0TKOYATLCA B npouecce paboTbl ¢ AVZ no
Mepe HeobXoAMMOCTUN B OrpaHnyeHnm paboTbl 3anyLLeHHbIX NMPOLECCOB

Oco6eHHOCTH BbIk/IOYeHus MK npu BkarwyeHHoM AVZGuard
Mpouecc BbIK/THYEHUS U Nepe3arpyskn Npu akTuBHoli cucteme AVZGuard MOXeT 3aHSATb 40 2-3
MUHYT. OTO CBA3aHO C TEM, YTO CUCTEMA HE MOXET NPUHYANTENbHO 3aKPbITb NPOLIECCHI.
HekoTopble NpUIoXeHNe B MOMEHT 3aBepLUEHNS MOTYT BblaBaTb COO6LLEeHMe O ownbKax,
CBSi3aHHbIE C OrpaHnyeHnem nx AeaTesisHoCTH
Cam AVZ HeBO3MOXHO 3aKpbITb Mo Alt-F4 niv npy noMoLm KHOMKK B 3arofioBke okHa. [ns
3aBepLueHns paboTbl AVZ npu akTnBHoM AVZGuard Heo6XoAMMO NPUMEHNUTL MYHKT MEHI0
"dainn/Bbixon"

MNMoBeaeHWe pas/InyHbIX MPOrpamMM npu BKIYeHHOM AVZGuard Henpeackasyemo, No3ToMy
HaCTOATE/IbHO PEKOMEHAYETCS 3aKPbITh BCE NPUIOXKEHUS Nepes BKitoveHnem AVZGuard n
nepesarpy3uTbCsl MOC/IE JIEYEHUNE C EF0 MCMOJIb30BaHNEM. BaxHO OTMeTUTb, UTo AVZGuard He
ABJ/IIETCS CMCTEMOW NPOAKTUBHOW 3aLUMThbI WY aHTUBUPYCHBIM MOHUTOPOM - aKTUBUPOBATb
€ro HY)XXHO TOJIbKO Ha BpeMsi 60pb6bI C TPyAHOYAaIseMbIiMy malware.

7.2  YnpaBJieHne CUCTEMON
YnpaBneHue cuctemoin AVZ Guard npov3BOAMTCS 13 I1aBHOTO MEHH).

BkntoyeHve AVZGuard

MyHKT MeHto "AVZGuard\Bkntountb AVZGuard" BkoyaeT cuctemy. Mo pesynbtartam aktusauum
BbIBOAMTCH AMANOr0BOE OKHO C COOBLLEHEM O YCMEeLIHOM BK/IHOYEHUM Unn o owwnbke. Mocne
BKJ/TIOUEHUSA CUCTEMbBI NYHKT MeHI0 "Britounte AVZGuard" CTaHOBUTCA HEAKTUBHbIM.

3anyck AOBepeHHbIX MPUIOXEHNA

MyHKT MeHto "AVZGuard\3anycTuTb NPUIoXKeHUe Kak JoBEpPEeHHOe" NPOU3BOAMUT 3anyCcK ykazaHHOro
NPUIOXKEHNA B KAYeCTBe AOBEPEHHOr0. Ha foBepeHHOe NpUIoXKeHNe He pacnpocTpaHseTcs aencTene
AVZGuard n gpaiisep 3awyiaeT JOBEPEHHOe NPUIOXKEHWE OT yaaneHns uan Mmogudmkaumm. 3anyck
NPUIOXEHNA NPOU3BOANTCA U3 CrEeLMann3npoBaHHOro OKHa.

3anyck opRe peHHOTO Npolecca

: Chavwhald-console-scanner-beta-20050509, vhailw.exe EJI
|chwvirustest, frw+ fas- faf+ foollect_suspects fmi- /bt tha=3 ,-"r=full.rpt

MNMpunoseHue:

F.omMaHoHaa cTpoka:

[ ' 0K ][xDTMEHa]

Ecnmn 3alrnyckaemoe npusioxxeHne HaxogmnTcd B CUCTEMHOW nanke um NnyTb K HEMY 3alaHO B CTPOKe
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7.3

PATH, To gonyckaeTcsi ykasblBaTb TO/IbKO UMS UCNOHAeMOro haiina. Mone "komaHgHast cTpoka”
NO3BOJIAET yKa3aTb KOMaHAHY CTPOKY 3anyckaemMoro NpuaokeHus (HeobssatesibHO K 3arn0/THEHWIO).
KHomka B npaBoii yacTu nons "MpuioxeHne" No3BOSET BbI3BaTh CTaHAAPTHbIA Ananor Bbibopa
thanna.

OTknoyeHne AVZGuard

MyHKT MeHo "AVZGuard\OTkitounte AVZGuard" nponsBoanT oTkAoueHne cuctemol AVZGuard.
Mepepg, OTKIOUEHEM BbIBOAMTCS 3anpoc NOATBEPXKAEHMS onepaLun oTkNo4YeHus. Mocne
BbIkNtoueHust AVZGuard Bce paboTatoLme NpuioxkeHnss BHOBb NOJTy4atoT NOJSHbIA KOHTPOb Hag,
CUCTEMOW, ApaliBep BbIrpyXaeTcs.

Jo6aBneHne paboTarowlero npowuecca B CNMCOK AOBEPEHHbIX

B AVZGuard npegycmoTpeHa BO3MOXHOCTb A06aBneHnsi paboTaroLero npowuecca B CNMCOK
[LOBEPEHHbBIX. BbINONHATL AaHHY0 onepauuio He pekoMeHayeTcs, T.K. 3anyLeHHbI 40 BKIHYEeHNSs
AVZ Guard npouecc MOXeT coaepXaTb TRPOAHCKME NOTOKN NN PYTKUT-NEPEXBATUNKN. TEM HE MeHee
B C/ly4ae HeobXoAMMOCTU AaHHas onepauns BbINOHAETCA U3 gucnetyepa npoueccos AVZ - npu
BK/IOMEHHOM AVZ Guard BcnibiBalLee MeH0 TabmLbl NPOLLECCOB COAEPXUT NoANYyHKT "AVZGuard -
cynTaTb NpoLecc fOBEepPeHHbIM".

BkntoueHue AVZ Guard npu 3anycke AVZ

Ecnu B npoBepsieMoli cucteme pabotaeT NpoTMBOAENCTBYOLLEE paboTe AVZ BpeaoHOCHOe
npunoxeHme, To BkIoYeHne AVZGuard pekomeHayeTcs OCYLLEeCTBMTbL MPU NOMOLLM Ktova
KOMaHAHO cTpokn "AG=Y". [laHHbIli KNHOY aHaNM3NPYeTCs HenocpeacTBEHHO B MOMEHT 3anycka AVZ,
00 MHMUManusaummn ero paboymx OKoH.

YnpaBsieHne U3 CKpunToB
[nsa ynpasneHns nogcmuctemori AVZGuard 13 CF%I“TOB npeaycMoTpeHb! OYHKLMM
SetAVZGuardStatus 1181 1 GetAVZGuardStatus|it

AVZGuard n aHTUPYTKUT

Mocne BktoueHns AVZGuard aHTUPYTKAT pexuma sapa 61okmpyeTcs, a aHTUPYTKUT pexnma
UserMode npogosnxaeT HopMmasibHy0 paboTy. OcobeHHoCcTbio AVZGuard ABNSeTCA BO3MOXHOCTb
pacnpocTpaHeHus gelictens UserMode aHTupyTknta AVZ Ha gpyrue npoueccsl. 4ns aToro
Heo6Xx0AMMO AeiiCTBOBATL MO CreAyloLLei cxeme:

1. 3akpbiTb BCe NPUNOXKEHUA

2. 3anyctutb AVZ, BKIHOUXTL NpoTMBOAeicTBMe pyTknTam UserMode n KernelMode n nponeunts
cuctemy

3.  Bwaounte AVZGuard (310 NpuBeAeT K aBTOMaTM4YeCcKoMy OTKI0YEeHUI0 aHTUpyTk1Ta KernelMode)

4. [ns HaJeXHOCTV NOBTOPHO MPONeYnTb cucTemy (NMpw 3TOM B CYLLHOCTM NMPOU3BOANTCS NPOBEPKA,
yaaneHsl nu nepexsaTbl UserMode 13 npouecca AVZ)

5.  Mpu nomowwy meHto "AVZGuard\3anycTuTb NpUIoXKeHNe Kak oBepeHHoe" 3anyCcTuTb nboe
NpUIoXeHne, KOTOPOe Mbl XOTUM 3anyCTUTb B 3alUULLLEHHOM OT pyTKuTa pexume. C BbICOKOM
CTeneHbio BEPOATHOCTH 3anyLleHHoe TakuM 06pa3oM NpuioxKeHne He ByaeT NopaxeHo
PYTKUTOM.

DTy 0COBEHHOCTb O4eHb YA06HO NPUMEHSATL A1 3anycka No ONUCaHHOMY BbILLE anropuTmMy
aHTUBUPYCHbIX NPUMIOXEHWUI, KOTOPbIE HE OCHALLEHbl OYHKLMEN 3alUnTbl OT PYTKATOB.
JKCNEePUMEHTaIbHO YCTAHOB/IEHO, YTO MO ONUCAHHOMY a/IrOpUTMy MOXHO HEeTpanM3oBatb
HackerDefender n aHanornyHole emy pytkutbl UserMode.
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8.1

8.2

Noacucrtema AVZPM

O TexHoONnormn

TexHonorna AVZPM ocHoBaHa Ha KernelMode Boot gpaiiBepe, KOTOpbI/ OCYLLECTBASIET CNEXeHNe 3a
3anyckom MpOoLLECCOB 1 3arpy3koil gpaiBepos. [paliBep HanucaH B CTporom cootsetcTamum ¢ MSDN un
pekoMeHgaumusamu Microsoft Ansa MyuHUMMU3aUMKn ero BO34eNCTBMSA HAa CUCTEMY U CHDKEHUS
BEPOSATHOCTM KOH(DNMKTA C APYTM aHTUBUPYCHBIM NMPOrPamMMHbIM 06ecrneyeHmnem.

Ha3HayeHwue:

MOHWTOPUHT 3anycka/oCTaHOBKM NPOLIECCOB

MOHUWTOPWHT 3arpy3Kn/BbIrpy3kn gpansepos

BepaeHune cnnckoB NPOLLECCOB 1 3arpyXeHHbIX MOAyei NpocTpaHcTBa siapa, He3aBUCKUMbIX OT
CUCTEMHBbIX.

Cobupaemas gpaiBepoM MHAOPMAaLIMA UCMOAb3YETCs Pas/IMYHbIMU cuctemamm AVZ:

AHTUPYTKATOM B XOZ€ NPOBEPKM CUCTEMBI. EC/IM B cucTeme AoCTyneH agpansep MOHUTOPUHTa, TO
cobpaHHble ApaiBepoM AaHHble MPUMEHSETCH 415 NOMCKa MaCKUPYHOLLMXCS NPOLLECCOoB U
[ApaliBepoB, a Tak-Xe NCKaXXEeHWn B CUCTEMHbIX CTPYKTypax (nogmeHa PID, mogmdinkaums umeHmn
MOoAynsi U T.0.)

[JvcneTtuepom npoueccoB AVZ - noslydaemble OT gpaliBepa CBeAeHNst NPUMEHSTCA ANs
0TOBpaXEeHNS1 MaCKMPYOLUXCS MPOLECCOB

Ancnetuepom "Moaynm npocTpaHcTBa sagpa” - noslydyaemble OT gpaiBepa CBeAeHNS NPUMEHSOTCS
AN 0TOGpaXXEeHNS MaCKMpPYHOLLMXCS ApaiiBepoB

ViccnepoBaHmem cucTeMbI - NOly4yaeMble OT ApaiviBepa CBEAEHUS NPUMEHSIOTCS B XO4€e NOCTPOEHMS
oTyeTa no gpaisBepam 1 MOAYNSAM NPOCTPaHCTBa A4pa

MpumeHeHne Nnogo6bHOro gpaisepa ABNAeTCA IPPEKTUBHBIM N JOKYMEHTMPOBaHHbLIM MyTeM 60pb6ObI €
MHorumu DKOM pyTkutamu. Kak n3sectHo, ocHoBHas npobnema 60pb6bl ¢ DKOM pyTKUTOM COCTOUT
B TOM, YTO OH MOAUMINLMPYET CUCTEMHbIE CTPYKTYPbI B NAMATU 1 BHOCUT B HUX 3aBe[0MO JIOXKHYIO 1
HeKoppeKTHyI0 nHdopmaumio. Knaccnyeckuii npumep - mogudmkauus umeHn npouecca u ero PID B
ctpyktype EPROCESS, npaktukyeman mHorumy DKOM pyTkutamu. B pesynstarte npu xxenaHum
MOXXHO O6HapyXMTb MACKUPYHOLLMIACA NpoLecc, HO HEBO3MOXHO OnpeaenTb, OTKyAa OH 3anyCcTuics,
KakoBO VMMS UCMOSIHAEMOro haina n peasibHblli PID ero npouecca. AHanormyHo aesno o6¢cTout ¢
JpaiiBepamu - HECNIOXXHO 06HaPYXMTb MacknpyeMblii ApaliBep B NamsATh, HO NPaKTU4eCcKm
HEBO3MOXHO BbIYNC/IUTb €70 UMS, MOCKO/IbKY FPAMOTHO MOCTPOEHHbIN PYTKUT NPOCTO YHUUTOXUT 3Ty
MHOpMaLMIo B NpoLecce MackrupoBki. MOHUTOPUHI CUCTEMHBIX COObITWIA pellaeT 3Ty npobnemy -
aHasM3artop nosiyyaeT BO3MOXHOCTb ONMpaTbCA Ha COOCTBEHHbIE AaHHbIe, & HE Ha UCKaXKEHHbIe
PYTKMUTOM CTPYKTYpbI f4pa.

CoBMeCTUMOCTb
[JpaiiBep MOHUTOPVHIa MOXET NPUMEHATLCA COBMECTHO C aHTUPYTKUTOM 1 cucTemoin AVZ Guard
AVZ, a Tak-Xe C aHTUBUPYCHbIMU MOHUTOpamu 1 HIPS cructemamu Apyrnx nponssoanTenei.

YnpaBneHne CUCTEMOW

WHcTannauma v sknodeHne AVZPM

[na BknoveHus AVZPM Heob6xoauMO BbINOMHUTL NYHKT MeHKo "AVZPM/YcTaHOBUTL ApaiiBep
pacLUMpPEHHOro MOHUTOPWHIa NPOLLECCOB". BbINO/THEHME 3TOr0 NyHKTa NPUBOAUT K YCTAHOBKE B
cucTemy gpaliBepa MOHUTOPUWHIA, ero perucTpauum B peecTpe u 3arpyske. [ipaisep HauMHaeT
hYHKLMOHNPOBATL C MOMEHTA 3arpy3ku, HO A1 NOAyYeHUs NONHOM KapTHbI O BCEX 3anyLLeHHbIX
npoueccax Heobxoamma nepesarpyska.
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Mocne ycTaHoOBKN ApaliBepa (Unun B cnyvyae 0bHapyXeHust gpaiBepa npy nocneayowmx 3anyckax
AVZ) NyHKT MEeH0 "YCTaHOBUTb ApaliBep pacluMpeHHOro MOHMTOPMHIa NPOLLECCOB" aBTOMAaTUUYECKN
610KMpyeTCa U pa3bNoKMpyeTea NYHKT MEH0 "YAanuTb ApaviBep pacluMpeHHOro MOHUTOPUHIa
npotieccos".

JevHcTtannayma n otknodeHne AVZPM

[nsa BbikoueHns AVZPM Heo6xoAMMOo BbINOAHUTL NYHKT MeHo "AVZPM/Y ganuTb apalisep
pacLUMpPEeHHOro MOHUTOPUHIa NPOLLECCOB". BbINO/THEHME 3TOr0 NyHKTa NPUBOAUT K BbIrpy3ke
ApariBepa, yaasieH o ero perncTpaymnoHHbIX Kdel 3 peecTtpa u gainna ¢ gucka. Onepaums
OCTaHOBKM MOHWUTOPUWHIA 1 BbIFPY3K/ ApariBepa MOXET 3aHATb HECKO/IbKO CekyHA,. Mepesarpyska
nocne yganeHus gpaisepa He TpebyeTcs.

Mocne yganeHns gpansepa NyHKT MEHI0 "YAanuTb ApaliBep pacluMpeHHOro MOHMTOpMHra npoueccos”
aBTomMaTuMyeckun 610kupyeTcs.

YnpaBneHne nu3 CKpUNToB
[na ynpasneHus norg%MCTeMOM AVZ PM U3 CKpUNTOB NpefyCcMOTPeHb! hyHKLMM SetAVZPMStatus 117)
n GetAVZPMStatus /11
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9.1

Moacuctema Boot Cleaner

O TexHoONnormn

TexHonorusa Boot Cleaner ocHoBaHa Ha KernelMode Boot apaiiBepe, KOTOpPbIi BbINOAHSAET 3a4aHHY0
nocnefoBaTeNbHOCTL onepauuii B MOMEHT 3arpysku cucTembl. [locne BbINOSHEHWS 3a4aHHbIX
onepauuii gpanBep aBTOMaTUYECKN CamoyHUUYTOoXaeTca. OCHOBHOE Ha3HayeHue - 6opbba ¢
TPYAHOYZAIMMbIMY BPEAOHOCHBLIMY NporpamMmmamMm, nepecosgaoLiMm CBOU KUy peecTtpa 1 dhaiinsl,
nnun 6noKMpyoLLMe A0CTyn K HAM. [paiisep cuctemMbl Boot Cleaner pasmelleH B AV 6ase n
06HOBNSAETCA B XO4€ aBTOMAaTN4eckoro 06HOBMEHUS.

HasnadeHue:
Ypanexue gaiinos
YpaneHue knto4deli peectpa

YnaneHve fpaiiBepos 1 cryx6
MepeyncneHHble onepawuy BoINMOSHSTCS B XOA€E 3arpy3Ku CUCTEMBI.

Boot Cleaner siBnsetcs aflbTepHATMBON OTNIOXKEHHOMY YAANEHNIO MO PAAY NPUYMH:

1. B Boot Cleaner npefycMoTpeHa BO3MOXHOCTb BeieHMS NPOTOKO/I0B. B npoTokone oTmevatoTcs Bce
BbIMOJIHAEMblE onepauun 1 dnkeupyeTtcs kog ctaTyca (0 - yenewwHo, >0 - kog, OLmn6Km)

2. BbinonHeHuwe cueHapus Boot Cleaner nponcxoauT Ha paHHEM 3Tane 3arpy3ku CUCTeMbI, 4TO
NnoBbILAET ero aphekTUBHOCTb

3. Boot Cleaner MOXeT yaansaTb K/ouM peecTpa (M B 4HaCTHOCTY ApaiBepsbl 1 Cryobl), B TO BpeMS Kak
OT/IOKEHHOE yaneHne No3BonsAeT 0nepupoBaTb TONLKO C hainamu.

CoBMeCTUMOCTb
[Jpaiisep Boot Cleaner MOXeT NPUMEHATLCA COBMECTHO C aHTUPYTKMTOM, cucteMammn AVZ Guard un
AVZ PM, a Tak-Xe C aHTUBMPYCHbIMX MOHMUTOpaMmn 1 HIPS cuctemamm gpyrmx npom3BoguTeseil.

YnpaBieHne CUCTeEMO
YnpaBneHne cucTeMOi NPOM3BOAMTCS CPEACTBAMMU CKPUNTOBOTIO A3blka AVZ.
Ha6op koMaHz 1 NpUMepbl NoAPOGHO onvcaHbl B pasaene Ynpaenenve Boot Cleaner (114

[MpoTOKO/IbI
B npouecce paboTtbl BootCleaner moxeT hopMrpoBaTb TEKCTOBbIE NPOTOKOSbI. VMSsI 1

MEeCTOMOJ1I0XXeHMEe NPOTOKO1a 3a4aeTCA No/b3oBaTenieM Npu NOMOLLM KoMaHabl. PaccMoTpum npumep
cKkpunTa (Ha MOMEHT BbINO/IHEHUS CKpUNTa B CUCTEME YCTaHOB/EH ApaiBep PE386 v B nanke
WiIindows cyuiecTtsyeT (haitn trojanl.exe):
begin
// TocTaHoBKa 3ajaHus
BC DeleteSvc("PE3867);
BC_DeleteFile("%Windir%\trojanl.exe");
BC_DeleteFile("%Windir%\trojan2.exe");
BC_LogFile(GetAVZDirectory + "boot clr.log”);
// AKTmnBauusa
BC_Activate;
// Tepe3arpy3ka
RebootWindows(true);
end.

Mocne nepesarpysku 6ynet chopmMmnpoBaH MPOTOKOS:

-- AVZ Boot cleaner log —-

DeleteFile \??\C:\WINDOWS\trojanl.exe - succeeded
DeleteFile \??\C:\WINDOWS\trojan2.exe - failed (0xC0000034)
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Delete File \??\C:\WINDOWS\system32:1zx32_sys - succeeded
Delete Service & File PE386 - succeeded
-- End --

CTpyKTypa NpoTOKo/1a A0CTAaTOYHO NPOCTa - B KaX/A0l CTPOKE yKa3biBaeTcs onepauusi, UMms
o6pabaTbiBAEMOroO B X04e onepaunn 06bekTa u ctaTyc. Bo3aMOXHO ABa crartyca:

succeeded - onepauuna BbiMOJ/IHEHA YyCNewHo

failed (OXNNNNNNN)- B Xoge BbINOJSIHEHUA oOrnepaunn BO3HUK/IN OWMOKM, B CKOOGKax
yKa3blBaeTCA KO OWWOKM .

Boot Cleaner no3BonsieT yganastb CyX6bl U gpaiiBepbl, cogepxallme B UMEeHU CMMBOSbI C KOgoMm 0 v
no6ble Unicode cmBosbl. Mpu dhopmmnpoBaHnm NpoToKo1a CUMBOS € kogoMm 0 3ameHsieTcs Ha ™", a
He nvetowme aHanoros B ANSI Unicode cMMBO/IbI 3aMEHAI0TCA Ha 3Haku "?"

YpaaneHune hainoB, KKoueln peectpa, ApariBepoB 1 ciyX6 npu nomolm Boot Cleaner moxeT
HaHeCTU CyL|EeCTBEHHbIN Bpen cMcTeme, NoaTomMy npumeHsinTe Boot Cleaner Tonibko ecnu Bbl
yBepPEHbI B NPaBU/IbHOCTU CBOUX AeNCTBUI !
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10

10.1

PeBunsop

O TexHoONnormn

BcTpoeHHbIii B AVZ peBr30p gucka paboTaeT No KnacCcu4ecko cxeme 1 npeanonaraet BbiNoSIHEHNE
[OBYX onepauuii
M3yyeHne nmetoLmxcs Ha Ancke goaitfioB 1 NnocTpoeHne 6a3bl AaHHbIX, CofepXalmx UHdopmaLmio
0 3Tux chainnax.
CpaBHeHMe TeKyLLero COCTOSAHNS aAnMcka ¢ 6a30i gaHHbIX. Nogo06HOe cpaBHEHUE NO3BONSAET
06HapyXuUTb, Kakne alinbl/nanku b1 co3aaHbl, U3SMEHEHbI UK yaaneHbl C MOMEHTa Co34aHus
6a3bl
CpaBHeHWe MOXET BECTUCb B CTaHAAPTHOM pexnme (CpaBHMBAKOTCA pa3mep daiina n ero
KOHTPO/IbHas CyMMa) U CKOPOCTHOM pexume (CpaBHUBAETCS TOSIbKO pa3mep). CKOPOCTHO pexum
yA06eH Ans onepaTyMBHOW NPOBEPKU AMCKa.

OcobeHHOCTH:

PeBusop AVZ obnagaeT HECKO/IbKMMN OCOBEHHOCTAMM, OT/IMYAIOLLMMM €ro 0T aHas10roB:

1. ba3a MOXeT pa3meLLaTbCa Ha JII060M HOCUTESe N MOXET XPaHUTLCA Iae YrogHo (Hanpumep, Ha
Flash ancke unu B ceTeBoii nanke). [11a AOCTUXEHWS Takoi MO6UIbHOCTY B 6a3e XpaHATCS Bce
HacTpOiik1, HeobXoAMMble 418 NPOBEAEHNSA CPABHEHNS.

2. insa ogHOro KoMMblOTEpPa MOXHO CO34aTb HeorpaHMYeHHoe KoNnM4ecTso 6as, chopMmMpoBas
HECKOJ/IbKO "CHUMKOB" B pa3Hble MOMEHTbI BPEMEHU WU/ C Pa3HbIMU HACTPOKamu

3. Mocne chopmmnpoBaHua 6a3a cxMMaeTca 419 SKOHOMUKU MecTa. basa ¢ pesynbtaTamy aHasM3sa
nankm Windows cuctembl Windows XP 3aHumaeT Ha gucke okoso 60 k6, B peasibHOIT cucteme -
50-150 k6 (B cpegHem nosnyvaeTcs 10 k6 6a3bl Ha 1000 paiinos). Heb6onbLoli 06bem 6a3bl
Mo3BO/IAET XpaHnUTbL ee Ha Flash aucke

4. BcTpoeHHbIn peBn3op AVZ cBa3aH ¢ 6a30ii 6e30nacHbiX gaii/ioB, YTO NO3BOMSET UCKIKOYaTb U3
NpoTOKONa CpaBHeHUs hainbl, 0No3HaHHbIe No 6a3e 6e3onacHbIX AVZ nnm no katanory
6e3onacHocTu Microsoft

5. PeBun30p 3awuieH BCTPOEHHbIM aHTUPYTKUTOM AVZ

Ha3HayeHwue:
OCHOBHbIM Ha3HayYeHVeM peBn3opa ABNAETCS:

1. Mowvck MoandhuKaLmii Ha AVcKe 3alULLLAeMOro KOMMbloTepa. [03Bo/SeT YyCTaHOBUTb, Kakue dpaiisibl
6bINK Co3AaHbl, U3BMEHEHbI UMW YAaIeHbl C MOMEHT NOCTPOEHNS 6a3bl. Kpome Toro, perucTpupyeTcst
co3faHue 1 yaaneHne Katasioros.

2. Nouck (haiiioB, MackMpyeMbIX pyTKUTOM. [711 BLINOSIHEHWUS AAHHO onepauuyn Heo6XoaUMOo

2.1 co3patb 6a3y peBM30pa, BK/IOUMB B HEE CUCTEMHYHO Nanky 1 nanku, B KOTOPbIX NpeanosaraeTcs
Hasmume pyTKUTOB. MOCTPOEHME 6a3bl MOXHO BECTW B GLICTPOM PEXUME [/151 3KOHOMUN BPEMEHM)
2.2 BbINO/IHUTb CKAHMPOBAHME KOMMbIOTEPA C BK/IIOUYEHHBIM NPOTUBOAEACTBUEM PYTKATAM

2.3 He BbIXoAsA U3 AVZ Npou3BECTM CPaBHEHWE TEKYLLETO COCTOSHMSA ¢ 6a30i4, NOCTPOEHHO Ha wware
2.1

3. CpaBHeHme coaepxxnmoro HeKOT0p0I7I nanky Ha AByX NAEHTUYHbIX KOMIMbOTEPaX

O6s1acTn NpUMeHeHUA:

1. NMepuognyeckuii KOHTPOb cocTosiHUA MK. [na aToro Heo6xoA4MMo co3gaTtb 6a3y A8 CUCTEMHOMO
[O1CKa 1 XpaHWTb ee B HaJeXHOM mecTe. [lanee ¢ HEKOTOPO NEPUOANYHOCTLIO MOXHO CpaBHMBATb
Tekyllee COCTosHMe ancka ¢ 6a3oi

2. Tlonck pyTK1TOB

3. OTcnexvBaHune nsmeHeHui Ha MK nonb3oBarteneli B KOPNOpaTUBHONA ceTn. B aTom cnyyae 6asbl
peBmn3opa MOXHO XpPaHUTb LEeHTpaIn3oBaHHO Ha cepeepe unn MK agmmHmucTparopa
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10.2

Co3pgaHune 6asbl

[ns co3pgaHna 6a3bl HE06X0AMMO BbI3BaTb OKHO peBu3opa (MeHto dain/PeBnsop) n nepeitun Ha
3aKknagky "CosfaHuve 6asbl”.

CpagHEHKHE OMCK £> Basa

bapn: |EdavziPevizon2006-06-15.frz §J|
: OBnacTE noucKa MNapamMeTpe

F-O43 Ouck 3.5 (4) Tunkl hafNoe

= B e Disk-C(C) & MaTeHUMankHO onacHee dakink

- Disk-D (D) 0 Boe chaiinel

i == Disk-E (E) O Pafne No MackaM NoNL30EaTEeNs

& O DYD-RW guckoeon (F) []1Brntuas diaidnel No Macke:

& O Crermueif ouck (1)

[l Mokniyas dalfine no Macke:

FeskuM coz0aHHa Baskl

(3 CTaHaBRTHENH

) BelcTpuIi (B2 aHanvza cogepuMara tafnoe)

ofo

[peBoBugHbIin cnvcok nanok "O61acTb noncka" NO3BONSAET yKka3aTb, Kakme nanku AO/HKHbI ObiTb
nccnefoBaHbl B Xo4e co3faHusa 6asbl. 10 ymonyaHuio oTMeyeHa cucteMHas nanka. MoXHO oTMeTUTb
HEeCKO/1bKO Manok uim Becb AUCK (MM COOTBETCTBEHHO HECKOJIbKO AMCKOB) LieNIMKOM. [pn 3Tom
cnegyet yunTbiBaTh, YTO pa3mep daiisia u BpeMsi aHa/M3a HarnpsiMyr 3aBUCST OT KO/iMdecTBa
aHa/M3npyembix thainnos.

B nosie "®aiin" Heo6xoAMMO 3aAaTh UMS haitna 6asbl AaHHbIX. [10 yMOMYaHUo 3TOT NyTb yKasbiBaeT
Ha nanky Revizor B paboyem katasiore AVZ 1 umsi hopmmnpyeTcs U3 TeKyLLei aaTbl, 0gHaKo ero
MOYXHO N3MEHWUT.

Mepekntoyarenb "Pexnm co3gaHms 6asbl”.

OueHb BaxkHbI NepeknoyaTesib, BAUSAILWMI Ha (dOpMMpoBaHns 6asbl. MNMoggepxrBaeTcs asa

pexuma:
CTaH4apTHbI. STOT PEXUM BK/IKOYEH MO YMOSTYAHUIO, B HEM /191 K&XKA0r0 aHanm3npyemoro daiina
NPON3BOAMUTCH pacyeT KOHTPOIbHOW CyMMbl. DTa AOCTATOYHO AMTENbHAsA onepauus, OgHaKo
Ha/IMume KOHTPOJIbHOM CyMMbI NO3BONSET PErMcTpUpoBaTh U3MEHEHNE COAEPXKMMOro thaina.
Kpome KOHTPO/IbHOI CyMMbl B 6a3e coxpaHseTcs pa3mep daiina, ero atpmbyTbl 1 aata/Bpems
BbicTpebIii. B 6bicTpOM pexume ukcMpyeTcsl ToNbKO pasmep dhaiina, ero atpnbyTsl 1 gata/Bpems, a
KOHTPO/IbHasA CyMMa He BbIlYMCASETCA. DTO Ha 2-3 nopsigka yCKopsieT NpoLecc co3gaHns 6asbl, HO
TepseTcsa BO3MOXHOCTb OTC/IEXMBaHNA N3MEHEHWI (haiina, He NPUBOAALLMX K UBMEHEHUIO €70
pasmepa. PekomeHayeTcst TObKO 4718 3KCMPEeCC ANarHOCTUKM

MNepekntoyarens "Tunbl dannios".
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10.3

Mo ymonyaHuto BbibpaH NyHKT "MNoTeHUMabHO onacHble halinibl" - B 3TOM criyyae peBusop
aHaNn3npyeT ToNbko halinbl ¢ onpeaeneHHbiMn pacwmpeHmammn (EXE, DLL, OCX, SYS, CAB, INF ...)
- T.. UCnosiHsiemble dhaiinbl nnm gaiinbl, KOTOpble MOTYT COAEPXaTb AaHHbIE A5l YCTaHOBKM
BPELOHOCHbIX MPOrpaMM W/n OnacHble CKPUNTbI.

Bbi6op nyHkTa "Bce dhaiinbl" npuBoguT K aHann3y abCconoTHO Bcex hainos, HE3aBUCUMO OT MX
pacwmpeHnus. B aTom pexunme 610KMpyeTca nepeknovatesis "Bkaovas dalinbl ¢ paclumpeHnem”, T.K.
B AJ@HHOM C/lydae OH TepsieT CMbIC/1. BkouaTb AaHHbIA pexnm 6e3 Heo6XoANMOCTN He
pekomeHAyeTCs, Tak Kak 3TO 3amegnnT co3gaHve 6asbl 1 NPUBESET K YBE/IMYEHUNIO ee pasmMepa.
Bbl6op nyHkTa "®aiinbl N0 Mackam nonb3oBatens'” NpMBoaUT K TOMY, YTO NOWCK BEAETCS TOSIbKO MO
MackaMm, 3afaHHbIM Nosib3oBaTesiem B Nonsx "Bkawovas cainbl no macke" n "cknrovas daiinbl no
Macke".

Mepekntoyatens "Bkawovas duaiibl ¢ pacluimpeHmamm”

MepekntovaTens "Bknovas aiinbl No Mmacke:" No3BosisieT BKAKOYNTL B NOUCK dhaiinbl,
COOTBETCTBYIOLLME 3a[aHHOI NONb3oBaTeIeM Macke. ATOT Nepek/IovaTeslb TEPSET CMbIC/ B peXume
"Bce dhaiinbl" n npu BbIGOpE 3TOro pexnma aBToMaTUYEeCKN BbIKNKOYAEeTCA U CTAaHOBUTCS
HeA0CTYMHbIM.

Mepeknoyarens "ckntovas dalinbl ¢ pacumpeHnamm”

MepekntovaTtens "Mcknovas gaiinibi No Mmacke:" No3BOMSET UCKIOUNTL M3 NPOBEPKM ddaiisibl,
COOTBETCTBYHLUMNE 3a[aHHOI NOb30BaTeNnemM Macke. VickoueHne ¢ainnos No Macke MOXeT
MCNoNb30BaTbCs COBMECTHO C BK/IKOYEHMEM MO Macke Uin pexnmoB "Bce gainbl”. YkasaHue
OLMHAKOBbIX 3/1IEMEHTOB B CMUCKE BK/IHOYEHUS N UCK/TIOYEHUS HE ABNSETCA OLWINOKOW, NCKOYEHME
UMeEeT NPUOPUTET HaL, BKIIIOYEHWEM - HANPUMEP, NPV YKa3aHWW BKIKOYEHWS B CkaHUpoBaHue dalinos
* Vir U UICK/THOUEHMSA *.Vir NPUOPUTETHO MUCK/OYeHKe. bonee Toro, ucknoveHne no 6onee obLlel Macke
OOMUHMPYET Hag, BKIKOUYEHWEM, HANpuMep Npu BKIKOYEHMM trojan*.exe 1 UCKUYeHnn *.exe daiin ¢
UMEHeM trojan.exe 6yAeT UCK/IYEH U3 NPOBEPKM

Ha 3ameTKy: NMons ¢ Mackoil MOryT BK/Il0YaTb HECKO/IbKO MACOK, pa3fesieHHbIX 3ansAToi, Mpobenom
nnn cumeosiom ";". B Macke MOryT NpuMcyTCTBOBATb CMMBOJIbI "?" (/110601 CMMBOJT B MO3MLMKN 3HaKa ?)
n * (ntobble CMMBONbI).

** - nonck Bcex ghainnos

*.exe - NOWNCK halifioB C pacLUMpeEHNEM exe

dialer.exe - nouck tpalina ¢ KOHKPEeTHbIM UMeHeMm "dialer.exe"

dialer.exe, *.dll, trojan*.sys - nounck chaiisnioB ¢ nMeHeM dialer.exe nnu annos c Nt066LIM UMEHEM 1
pacwupeHuem DLL nnv dainnoB ¢ umeHem Trojan<nibble CUMBOSIbI>.SYS

*.exe, *.dll, *.sys, *.0CX - NOMCK painIoB C yka3aHHbIMW pacLUMPEHNAMM

[ns co3pgaHnsa 6a3bl HE06X0AMMO HakaTb KHOMKy "Myck", AN 4OCPOYHO aBapUAHON OCTaHOBKM -
kHoMKy "CTon" (B cnyyae fOCPOYHOM OCTaHOBKM haiin He co3gaeTcs).

Kak yxe oTMeyvasiocb B onMcaHuv TeXHO0rmm, AN 04HOro KOMMboTepa MOXHO co34aTb
HeorpaHu4yeHHoe KOsIM4ecTBO 6a3a (415 pa3NUyYHbIX NanokK U AUCKOB, a PasHbIX pexumMax u T.n.).
EcTecTBeHHO, UTO NpU CO34aHUN HECKOMbKMX 6a3 NpuaeTca AaTb UM pas/inyHble UMeHa.

CpaBHeHune

[na cpaBHEHWA TeKyLLEero cCoCTosHMA aucka ¢ 6a3oii Heo6XxoAMMO BbI3BaTb OKHO peBm3opa (MEeHH0
daiin/PeBr30p) 1 NepeiiTn Ha 3aknagky "CpaBHeHMe ANCK <> 6asza’.
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Pesuaop oMcka

CozoaHiKe 682kl | C[CIE[BHEHHE Ock <> Gaza

bapn | ElavziFevizon2006-06-15 fre 2|

Hactpoikl | Mpotokon | HafoeHHeE 0TKAOHEHMA | |

Fesiam ChaEHEHKMA

&) CTaHnapTHEIE

O BICTREA (Be2 COABHEHMA COARMHMMOrD thalnae)

KlokniouKnTe dafinel, MZEBCTHEIE AYZ Kak CUCTEMHEIE M S830MaCcHHE
Kok nioUKTe hainel, Npouealke NpoOEEpKY NOAAMHHOCTH Microsoft

oo

B nosie "®aiin" Heo6xoAyMo 3a4aTb MMS CYLLECTBYHOLE 6asbl faHHbIX peBM3opa. Haxatue KHOMKM
"[lycK" 3anyckaeT cpaBHeHue, HaxkaTue kHonky "CTon" - npepbiBaeT ero (Mpy 3TOM NPOTOKO/T He
ounwaeTcs).

3aknagka ""Hactpoiiku'
CoaepXnT HaCTPOIKM CpaBHEHNS. B HACTpoikax HET BO3MOXHOCTU 3afaTb Mack/ Uav BblopaTb

KaTasioru, Tak Kak 3T HaCTPOKK yxxe Oblin 3aaHbl B MOMEHT CO34aHns 6a3bl pesnsopa u
COXpaHsTCs B 6a3e AaHHbIX.

Mepekntoyaresib "PeXxnm cpaBHeHUA".

OueHb BaxkHbIl NepekstyaTesib, BAUAIOWMNIA Ha NPOLLECC CPaBHEHWST COCTOSIHUSA AncKa ¢ 6a30ii.

MopaepxvBaeTcs ABa pexnmva:
CTaHAapTHbI. STOT PEXUM BK/IKOYEH MO YMO/THAHUIO, B HEM AJ/181 K&XXA0r0 aHa/im3npyemoro daiina
NPON3BOAUTCS pacyeT KOHTPO/IbHOW CyMMbI U CpaBHEHMWE haiina BeAeTcs No ero pasmepy u
cofepXnMomy. dTa AOCTaTOYHO AnNTeNlbHasA onepauusi, 0gHako Haslmune KOHTPOSIbHOW CyMMbI
No3BO/ISIET PETNCTPUPOBATL N3MEHEHME COAEPKMMOrO dhaiisia. KpoMe KOHTPOJ/IbHOM CyMMbl B 6a3e
COoxpaHsieTcsa pa3mep oaiina, ero atpmbyTel U Aata/Bpems
BbICTpbIA. B 66ICTPOM pexnme hMKCUpyeTcs CpaBHMBAOTCS TOMbKO pasmepb! dpanna.
PekomeHayeTCsA TONbKO 4715 9KCNPECC AMarHOCTUKM

Ha 3ameTky

BaxHO 0TMeTUTh, 4TO ecnim 6a3a co3gasanach B CTaHAAPTHOM pexvMme, TO CpaBHEHE BO3MOXHO B
CTaHAapTHOM 1 6bICTPOM pexnmax. Ecnim 6a3a co3gaBanach B 6bICTPOM peXnMe, TO CpaBHEHME
BO3MOXHO TO/IbKO B ObICTPOM PeXrMe. eC/i B MOMEHT 3arpy3ku 6asbl Nocsie HakaTust KHomku "Myck"
06HapyXUTCS, YTO OHa co34aHa B ObICTPOM pexumMe, TO PEXUM CPaBHEHUS aBTOMaTUYeCKU

NepekNYNTCS B NOIOXKEHME "BbICTPbIR" HE3aBUCMMO OT BbI6OP NoMib30BaTeNS.
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Mepekntovateny "NCkNIUNTL hainfibl, M3BEeCTHble AVZ KakK CUCTeMHble 1 6e3onacHble” n "
VckiounTb daisibl, Npollefiivie NPoBEePKY NOASMHHOCTY Microsoft" no3BonstoT yMeEHbLWNUTb

pa3mep NpoToKoNa ¢ pesynbTaTtamy CpaBHEHWS MyTEM BbIMOSIHEHNS COOTBETCTBYHOLLEN NPOBEPKM ANA
CO3/jaHHbIX N N3MEHEHHbIX halifioB. B HEKOTOPLIX Criydasix (Hanpyumep, Nocse yCTaHOBKM OBHOBEHWIA
N CEepPBUCNaKOB) BK/IOUEHME AaHHbIX NepekyvaTesieil CyLLecTBEHHO YMeHbLUAeT pa3mep NpoToKoNa.
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11

111

11.2

11.3

Kateropmun BpeaoHOCHbIX NporpamMmm

Bupychbl

B 3Ty kateropuio nonagatT BCe BPeAOHOCHbIE MPOrpamMmbl, He OTHOCALLMECH K OCTa/TbHbIM
KaTeropusiM, B HaCTHOCTMK:
Co6CTBEHHO BUPYChI, T.€. BPEAOHOCHbIE MPOrpamMmMbl, 06/1agatowmue CnoCO6HOCTLI0 3apaxaTb
dpaiinibl, T.€. MPUNMCBLIBATb K HUM CBOW UCNOJHAEMbIN KO4 U MOANMINLIMPOBAaTE 3apadkKEHHYH
nporpaMmy Takvm 06pa3om, YTo6bI NP 3anycke 3apaXeHHOI NPorpaMmMbl MaLLMHHBIA KOg, BUpYyca
nosyyan ynpaBfieHue;
ceTeBble 1 no4ytoBble Yepsu (I-Worm, Net-Worm, Worm, Email-Worm),
TposiHcKune nporpammsbl (Trojan, Trojan-Spy, Trojan-Downloader, Trojan-Dropper),
YTUAUTbI CKPLITHOTO YAasneHHoro ynpasneHus (Backdoor).

AdWare

B 3Ty kaTeroputo BKOUYEHbI NPOrpamMmmbl U MOAYW, NpeAHa3HauYeHHble A5 HECaHKLMOHMPOBaHHOM
3arpyskm 1 oTobpaxeHns Ha KOMMNbIOTEpe Nosb30BaTeNs peknaMHoin nHpopmauymm. AdWare moryT
6bITb CaMOCTOSATE/IbHBIMI NPOrpaMMamMy UM PasNNyHbIMU MOAYIAMI paclunpeHmns 6paysepa.

Spy nnm SpyWare

Kak crnepyeT n3 Ha3BaHus, SpyWare - 3T0 nporpaMmmMa-LInmnoH. Kak npasusio, ata Kateropmsi O4eHb
TecHo nepennetaeTca ¢ AdWare (no MHorvm knaccudumkaumam AdWare cumtaeTtcs nogknaccom
SpyWare). Yucto chopmasibHO 3TO Tak 1 ecTb - AdWare B npouecce cBoeli paboTbl "nocewarot”
CaiTbl, C KOTOPbIX OHY 3aKaynBaloT peknamHylo nHopMauuio. B npoTokonax 3aTmx cantos
oTMevaeTcsa NepuoanyHocTbL 0bMeHa, damkenpyetcs IP agpec koMmnbloTepa nosb3osarens. MNpu
ncnosb3oBaHun B AdWare ctaHgapTHbIX API doyHKUMiA ans 3arpy3ku chaiinios ns VIHTEpHET B
3arosioBke 3anpoca oygeT churypmposartb Bepcus bpaysepa nonb3oBaTesns v npoyne napameTpsi.

3agaueii SpyWare siBnsieTcs c60p MHGOpMaLMM O NOMb30BaTESE U CKPbITHAS Nepefaya 3Tol
MH(OpMaLMK Ha caidT pa3paboTunkoB. CTOWT Cpasy OTMETUTL, YTO B OT/INYME OT TPOSIHCKMX
nporpaMm SpyWare He nepefaeT naposi, HoOMepa KpeaUTHbIX KapT 1 MHYI0 UHDOPMaLMIo, Ha
OCHOBaHUV KOTOPOI MOXHO B NMOCNEACTBUM HAHECTU CEPLE3HbIA Bpes, nosib3oBaTteno. Kak
npasunio, SpyWare nepefaeT faHHbIE O KOH(UIYpaLMu KOMMNbOTEPA, YCTAaHOB/IEHHOM
nporpaMMHOM oGecneyeHnm, nocelLaemsix noss3osatesieM URL 1 BBOAMMBIX NOUCKOBbLIX
3anpocax 1 T.n. 31a uHhopmaumsi B 60/IbLUMHCTBE C/ly4yaeB UCMOSb3YeTCs /151 MapKeTUHIOBbIX
nccnenoBaHuii 1 nepefaye Nosb30BaTENIO LIESIEBOW peknamMHol MH(popMamum (T.e. peknamsl,
KoTOpasl N0 TEMATUKE CBSI3aHa C €ro Kpyrom MHTEPECOB).

MHorne SpyWare npegctaBnsioT coboii naHeu, paclumpsioLLe BO3MOXHOCTU 6pay3epa.
Mono6Hoe peLueHre oYeHb yA06HO A4S WNMoHaxKa 3a paboToil nonb3oBaTtens B VIHTepHeT -
SpyWare MOXeT oTcnexusatb nocewaemsle URL 1 BMelLuBaTbcs B paboTy 6pay3epa. MNpu aTom
OH CaM He siBsieTCs OTAe bHON 3aaadeit Windows, 4To 3aTpyaHsieT ero o6HapyxeHune. Kpome
TOro, o6MeH nofobHoro SpyWare nHdopmavmeli ¢ IHTepHeT BefeTcs U3 KOHTeKCcTa bpaysepa, u
60nbLmnHCcTBO Firewall He 610KMpYyIOT ero.

Ewe oaHO HENPUATHOI 0CO6EHHOCTLIO MHOTUX SpyWare n AdWare saBnsieTca Cnoco6HOCTb
nepruoamnyeckoli NpoBepKN CBOMX 0OHOB/EHWI Ha caliTe pa3paboTuvka. [Mpu 06HapyXeHnm
06HOBNEHMSA MPON3BOAUTCA Er0 CKPbITHAA 3aKayka (Ha 4To 3aTpadnBaeTca Tpadvik) U yCTaHOBKA.
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11.4 PornWare un Dialer

B kateropuio PornWare BKk/l04EeHO BCe, UMelOLLee OTHOLLEHME K MOpHOcaliTaM. B nepsyto
ouyepenb 3T0 Dialer (nnmn B npocTopeyne NOpHO3BOHUKA) - 0cobas nporpamMma ans
aBTOMAaTMYECKOro A03BOHA Ha NOPHOCaWTLI U (UM) NEPEHACTPONKN UMEIOLLUXCHA COefNHEHNT
yAaneHHoro goctyna anas Habopa Homepa MOAEMHOrO0 ny/na Bnafenbues nopHocaliTa BMECTO
HoMepa TenedoHa MecTHOro nposaigepa.

13BeCTHO MHOXECTBO C/ly4aeB, Korga B pesysibtate paboTbl Dialer nonb3osarensm npuxogmnm
BHyLUMTE/IbHbIE CUYETA 3a M0JIb30BaHNe NAaTHbIMU YyCayramm Uamn MexayropogHole
(MexayHapoHble) 3BOHKM.

Kpome Toro, B 3Ty KaTeroputo BKIKHAKTCS pasHoo6pasHble naHem s 6paysepa v npouve
nporpamMmbl, yCTaHaB/IMBAKLLMECS NPU NOCELLEHUM NOPHOCAKTOB.

11.5 Hijacker

Hijacker - aTo nporpamma, koTopas BbINOMHAET HECAHKLMOHNPOBaHHYIO NOJIb30BaTe/1eM
nepeHacTpoliky CMCTEMBI, Yallle Bcero bpaysepa. 3ajaveli Takoli nepeHacTpolikv ABnseTcs
NPUHYAUTENbHAA CMeHa CTapTOBOW CTPaHULbl, CTPaHULLbl MOUCKA, COOTBETCTBMSA NPedMKCOB
NpoTOKO/0B U T.N. Hanbornee 3HameHnTLIM Hijacker BeposiTHee Bcero sBngeTca Sexque. Kpome
TOro, B kKateroputo Hijacker npuHATO BK/IOYATL KNOUM peecTpa, nepeagpecylolie 6paysep Ha
noctopoHHne WEB cTpaHuupl.

11.6 RiskWare

RiskWare - 3710 nporpaMMHoe oGecneyeHne, KOTOPOE He SIBMISIETCSA BUPYCOM W BPEAOHOCHO
MPOrpaMmoii, HoO NPUMEHEHNE KOTOPOro MOXET HAHECTU BPeA No/b30BaTesto (ero YacTHON
MHPOPMaLIMK, LJOKYMEHTaM U T.N.) UM ONEepPaLMOHHON cUCTEME.

TWUNUYHBIM NPUMEPOM SIBISKOTCA MHOTUE KNaBuaTypHble WnvoHbl (Keylogger) - 310 3a4acTyto
KOMMEpPYECKME NPOAYKTLI, CHAGKEHHbIE UHCTAIIITOPOM, AEUHCTA/I/IATOPOM, AOKYMEHTaUUeh 1
CMpaBOYHOIi CUCTEMOIA. Bonee TOro, MHOTME 13 HUX YCTaHAB/MBAIOTCS 1 KOH(UIYPUPYHTCS
UCK/TIOUMTESIbHO BPYYHYH. OfiHaKo paGoTa Takux NporpaMM MOXET MPUHECTU CYLLECTBEHHbIN
Bpe[ Nosib30BaTeso - OH MOXET BbITb KYMN/IEH Yy NPOU3BOAMTENS 3/10YMbILLIEHHUKOM, YCTAHOB/IEH
Ha Ball KOMMbIOTEP ¥ HACTPOEH HA PaboTy B CKPLITHOM pexumMe. Onnpasicb Ha NOJTyYeHHYH ¢
MOMOLLbIO KNIaBMATYPHOTO LUMUMOHA MHAIOPMALMIO, 3/T0YMBILLIEHHVK MOXET HAHECTU OYEHb
CYLLLECTBEHHBI Bpea,

BTopoii TunnuHeli npumMep - ytunuta Remote Admin, no3BonsioLWwasn yaaneHHo ynpasnistb
komnbloTepoM. C OAHOI CTOPOHbI 3TO MOJIe3Has NporpaMmma, ¢ Apyroi - yctaHoBKa 3TOoW
nporpamMmsbl Ha Balu KoMnbloTep, Npon3BeeHHas 3/10YMbILLIEHHUKOM, MOXET NPUBECTYU K yTeuke
nHpopMaLmmn - nonesHas nporpamMmma npespattaeTcsa B backdoor.

BbIBOA, - YHUUTOXATb Takue NporpammMbl B GOMbLUMHCTBE ClyYaeB He crefyeT. Heo6xoanumo
pasobpaTbcs, 0TKyAa nporpammbl kateropun RiskWare nosiBunuck Ha RiskWare KomnbioTepe 1
HYXHbI 11 OHU /151 pa6oThl.

Mpu chopMUPOBaHUM HA3BAHUS M3BECTHLIX BUPYCOB U BPELOHOCHBIX NPOrpamMm /15 BUPYCOB 3a
OCHOBY 6epeTcsl cucteMa UMeH nabopatopum Kacnepckoro (MpuymHa KpoeTcsl B TOSIKOBOIA
KnaccuchmkaLum 1 HaIMUYUU SHLMKIONEANN KOMMBIOTEPHBIX BUPYCOB).
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12  [JononHutesnibHada nHdopmauma

12.1 Yto Takoe RootKit

TepmuH RootKit nctopuueckn npuwien n3 mupa Unix, n nog sTMM TepMUHOM NOHMMaETCSA Habop
YTUANUT, KOTOPbIE Xakep ycTaHaB/IMBaeT Ha B3/IOMaHHOM UM KOMMNbOTEPE nocse NosyYyeHus
nepBOHaYasIbHOro A4ocTyna. TOT HAbop, kak NpaBuso, BKIOYaET B cebs1 pasHoObpasHble
YTUNUTBI 41 3aMeTaHUs C1ef0B BTOPXEHUSA B CUCTEMY, XakePCKWUil MHCTpyMeHTapuii
(cHUhdhepsbl, ckaHepbl) U TPOSTHCKME NPOrpammbl, 3aMeLlatoLLme OCHOBHbIE YTUMTbI Unix.
RootKit no3BonsieT xakepy 3aKpennTbCA BO B3/IOMaHHO CUCTEME U CKPbITb C/iefbl CBOEW
LeAaTenbHOCTH.

B cucteme NT/W2K/XP RootKit npuHATO cunTatb Nporpammy, KOTopasi BHEAPSIeTCA B CUCTEMY U
nepexsatbiBaeT cucteMHble pyHkummn (API). MepexeaT n moagndmkaums HU3KOypoBHEBbLIX AP
(oyHKUMIA B NepBy0 ovepedb NO3BO/ISET TAKON NporpaMmmMe 40CTaTouHO KauyeCTBEHHO
MacKMpoBaTb CBOE NPUCYTCTBME B cucTeEME. Kpome Toro, kak npasusio, RootKit MoxeT
MacKnpoBaTb NPUCYTCTBUE B CUCTEME 0ObLIX ONMCAaHHbIX B €r0 KOHMrypaLmmn npoLeccos,
nanok v thaiifioB Ha ancke, Kwyein B peectpe. MHorne RootKit yctaHaBNnBalT B CUCTEMY CBOU
ApaliBepbl 1 cepBUCHI (OHN ECTECTBEHHO TakXe ABAATCA "HEBUAUMbIMU").

CamocToATe/IbHO 06HapYXMTb 3anyLLUeHHbIn RootKit kpaliHe CN0XHO - OH He BUAEH B
CTaH4apTHOM AucreTyepe NpoLeccoB, ero K4vn peectpa He 0TobpaxaloTcsa B pefakrope
peecTpa Regedit, halinbl HeBMAHbI B Explorer n apyrmx nporpammax npocMoTpa gucka.

[ns o6HapyxeHusa RootKit npyMeHsalTCa cneunasibHble METOAMKN, NMPUYEM HanbobLLYO
CNIOXXHOCTb 00bIYHO COCTaB/sIeT He 06HapyXeHne RootKit, a KoppekTHoe BOCCTaHOB/IEHNE
nopaxeHHbIX UM OYHKLMIA B NnaMaT 6e3 nepesarpysku Komnbiotepa 415 NpoBeLeHNs novcka u
YHUUTOXeHMA RootKit.

Ecnun Bbl He yBepeHbl B TOM, UTO nepexBaT (PyHKUUA Npon3BeaeH None3Hol NporpaMmont, To
MOXHO Nonpo6oBaTh BKIUNTL NpoTMBOAelicTBMe RootKit. B pesynbtate AVZ nonpobyet
BOCCTaHOBMWTb MCXOAHYI0 paboTy nepexsadveHHbIX yHKLUMIA, NPOTUBOAENCTBNE
pacnpocTpaHsieTcsl TofIbko Ha npouecc AVZ 1 He A0/HKEH CKa3blBaTbCs Ha paboTe CUCTEMbI B
Lesnom.

AHTMBUPYC AVZ MOXET NPOTMBOAENCTBOBaTbL pacnpocTpaHeHHbIM Tunam RootKit. OgHako
CTOUT OTMETUTb, YTO NpoLecc 60pb6bI € 3anyLeHHbIM RootKit B namsaTn MOXeT NpUBECTU K
3aBucaHuio nporpammel AVZ, apyrux nporpamMmm n cuctemsl B Lienom. Noatomy
npoTtusogelicTene RootKit HyXHO BK/IHOYATb, 3aKpbIB ApYyrne NpPUIoXKeHUs 1 3aBepLums paboTty
aHTuBMpycHoro MmoHuTopa u Firewall (nocnegHee 06s13aTeNbHO, T.K. MOHMTOPbLI aHTUBMPYCOB U
Firewall yacto nepexsatbiBatoT APl doyHKLMK).

Moapo6Hee npo RootKit n meToankn nepexsata API hyHKLMIA MOXHO NpounTaTb B MOER cTaTbe
"RootKit - NpUHUMMbI 1 MEXaHU3Mbl paboTbl”, 0Ny6/IMKOBaHHOW B XypHasie KomnbtoTeplipecc Ne
5.2005 nnu B pasgene "CeteBad 1 nHdhopmalmoHHas 6e30nacHOCTL" MOEro calita.

12.2 3Bpuctuyecknin aHanmsatop AVZ

AHTVBMpPYCHas nporpaMmMa NpPov3BOAUT MONCK BUPYCOB M BPELOHOCHbIX 0O bEKTOB HA OCHOBaHWU
CpaBHEHVsI Uccneayemoin nporpamMmmMbl CO CBOE 6a301 faHHbIX C ONUCaHUSMK BUPYCOB. Mpu
06HapYXeHUN COOTBETCTBMS aHTMBMPYC MOXET NMPOM3BOANTL SIeYEHNE HaliAEHHOro BUpYyCa,
npuyemM npasuia u METOAVKN Sle4eHNS 0ObIYHO XPaHATCS B TOI Xe 6a3e AaHHbIX.

OpHako aTa 6a3a faHHbIX CTAHOBUTCS YSI3BMMbIM MECTOM aHTUBMpPYCA - OH MOXET 06HapyXnBaTb
TOJIbKO BUPYCbI, ONMCaHHbIe B ero 6a3e faHHbIX. YacTUYHO YCTPaHUTb 3Ty NpobsiemMy No3Bo/SeT
3BPUCTUYECKUIA aHaNN3aTOP - cneuuasbHas NoAcMcTeMa aHTUBMpYCa, KOTopas NbiTaeTcs
06HapPYX1Tb HOBblE Pa3HOBMAHOCTU BUPYCOB, HE OnuncaHHble B 6a3e gaHHbIX. Kpome BupycoB
3BpPUCTMYECKUI aHanu3aTop AVZ nbiTaeTcsa 06HapyxuTb wnunoHckoe MO, Hijacker n TposiHckue
nporpaMmbl.

Pa60Ta 9BpPUCTMYECKOro aHa/iM3aTopa OCHOBAHA Ha MOMCKe XapakTEPHbIX A/151 BUPYCOB 1
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LLUMMOHCKNX NporpaMmMm ocobeHHocTel (thparmMeHTOB NPOrpaMMHOro Koaa, onpegeneHHbIX Ktdei
peecTpa, ¢hainnoB 1 NpPoLeccoB). Kpome Toro, 3BpUCTUHECKNI aHaNIM3aTop NbITaeTCsl OLEHUTb
CTeneHb NOXOXECTW Uccnelyemoro 06bekTa Ha U3BECTHbIE BUPYChI.

[nsa noncka wnmoHckoro MO, RootKit n Hijacker Hanbonee athdekTMBEH 3BPUCTUHECKNIA aHaNN3
He OTAeNbHO B3ATbIX (haiifioB Ha AMCKEe, a BCE CUCTEMbI B Lies1IoM. [pu 3ToM aHann3npyeTcs
COBOKYMHOCTb AaHHbIX B peecTpe, aisioB Ha gucke, NpoLEeccoB 1 6UG/IMOTEK B NaMsTH,
npocnywreaembix TCP 1 UDP nopToB, akTMBHbLIX CEPBMCOB U 3arpy>XEHHbIX ApaiBepoB.

OCO06EHHOCTLHO 3BPUCTUYECKOTO aHasm3a ABMSeTCA 4OCTAaTOYHO BbICOKUIA MPOLEHT OLLIMOGOK -
3BPUCTMK MOXET COOBLLNTL 06 OOHAPY)XXEHMU NOA03PUTENbHbLIX 0OBLEKTOB, HO 3Ta MHAOpMaLUs
Hy)X4aeTcs B MPOBEpPKe crneuuaimcTtaMm-BupyconoraMmun. B pesynbtate npoBepku 06bEKT
npu3HaeTcs BPeAOHOCHBLIM 1 BKIOYaeTCs B 6a3bl Un OUKCUPYETCS TIOXXHOe cpabaTbiBaHve U B
a/IropUTMbI 3BPUCTUYECKOTO aHa/IM3aTopa BBOAWTCS NonpaBka.

B 60nbLUMHCTBE aHTUBMPYCOB (B TOM uncne n B AVZ) nmeeTcs BO3MOXHOCTb PEry/IMpoBK/
YyBCTBUTENIBHOCTM 3BPUCTUYECKOrO aHasnm3aTopa. Npu aTom Bcerga BO3HUKAET NpoTMBOpeUne -
YyeM Bbille YyBCTBUTE/IbHOCTb, TEM Bbille BEPOATHOCTb OOHAPYXEHUSA 3BPUCTUKON HEM3BECTHOIO
BPELOHOCHOrO 06bekTa. Ho npu yBesiMuyeHny Y4yBCTBUTENIBHOCTY BO3pacTaeT BEPOSATHOCTb
NIOXHbIX cpabaTbiBaHWiA, NO3TOMY HY)XHO UCKATb HEKYHO "30/10TYI0 cepeamnHy"”.
OBPUCTUYECKNIA aHANN3aTOP MMEET HECKOJIbKO CTyNEHel YyBCTBUTENIbHOCTY 1 ABa 0COObIX
pexunma:
6/10KMpOBKa pPaboTbl IBPUCTUYECKOrO aHanu3artopa. Mpy aToM aHasIM3aTop MOJSTHOCTbLIO
BbIKNtOYaeTcs U3 pabotsl. B AVZ kpome pery/iMpoBKM YPOBHS YyBCTBUTEIbHOCTU
3BPUCTMYECKOTO aHa/IM3aTopa ecTb BO3MOXHOCTb BK/IHOUaTb M BbIK/IHOYATb 3BPUCTUHECKUIA
aHaIn3 CUCTEMBI,
"NnapaHonganbHbIN" PEXNM - B 3TOM PEXUME BKIHOUAETCS MakCMMasibHO BO3MOXHas
YyBCTBMTENBHOCTb Y NpeaynpexaeHns BbIBOAATCA NpU Maneiwem nogo3peHnn. IT0T pexmm
€CTEeCTBEHHO HenpuemsieM 1U3-3a OYEHb BbICOKOTO KOIMYECTBA JIOXHbIX cpabaTbiBaHuii, HO OH
WHOrAa nosieseH.

OCHOBHblE CO06LLEHNS 3BPUCTUYECKOTO aHanm3aTopa AVZ nNpmBeAeHbl B CNeAYHOLWEM CMINCKE:
"Vims chaiina >>> nogo3peHne Ha nms_Bupyca (KpaTkie gaHHble 06 06bekTe)" NMoaobHoe
CO006LLIEHNE BblgaeTCA NPV 0GHAPYXEHNM 06BbEKTA, KOTOPbIA N0 MHEHUI0O AVZ NOX0X Ha
N3BECTHbIN BPEAOHOCHbIV 06bEKT. [JaHHble B CKOGKax MO3BONSAOT pa3paboTymky HainTy B 6ase
aHTMBMpYCa 3anucb, KOTOpasi Np1Besa K Bblgaye faHHOro COOOLLEHMS;

"Vimsa thaiina >>> PE paiin ¢ HecTaHapTHbIM paclumpeHremM” - 3To 03HaYaeT, UTO 0GHapyXXeH
nporpaMmmMHbIii dpaiin, Ho BMECTO TUNMYHOro pacwnperHmsa EXE, DLL, SYS oH nmeet gpyroe,
HecTaHfapTHOe pacluMpeHne. 3To He ONacHO, HO MHOTME BMPYCbl MackupytoT cson PE daiinbl,
AaBas um pacwmpenus PIF, COM. JaHHOe cOo06LeHME BbIBOAMTCS B /1I060M YPOBHE 3BPUCTUKM
ansa PE daiinos ¢ pacwmpennem PIF, COM , ans ocTasibHbIX - TO/IbKO NPU MakCUMaibHOM
YPOBHE 3BPUCTUKM;

"Vims dpaiina >>> B umeHn paiina 6osblue 5 npobenos” - MHOXeCTBO NPO6esioB B UMEHU
dhaiina - 3T0 peaKoCTb, OAHAKO MHOTVE BMPYCbl MPUMEHSIOT NPO6esibl ANt MacKUPOBKA
peasibHOro pacluMpeHns, cosgaBasi dpaiinbl ¢ MMeHamy Tuna "photo.jpeg .exe";
"Vimsa haiina >>> O6HapyXeHa MacKMpoBKa pacluMpeHuns” - aHai0rMyHo npeaplaywemy
COo06LLEeHNI0, HO BblAAeTCA Npu 06HapyXeHun 6onee 15 npo6esioB B UMEHU;

"Vimsa dpaiina >>> dpaiin He nMeeT BUAUMOro MMeHn" - BblgaeTcs onsa goaiiios, He MEHLLMX
UmeHu (T.e. nvs paiina nveet Bug ".exe" nam ".pif");

"Mpouecc Mms thaiina MoxeT paboTaTtb C CeTbi" - BbIBOAUTCS AN51 NPOLLECCOB, KOTOPbIE
ncnonb3yT 6memoTekn Tuna wininet.dll, rasapi32.dll, ws2_32.dll - T.e. cuctemHbie
616IMoTEKN, coaepxalime hyHKUUM ansa paboTbl C CETbIO UK YNpaBieHMs npoLeccom Habopa
HOMepa ¥ YCTaHOB/IEHUA coefnHeHus. JaHHas npoBepka NPou3BOAMTCS TObKO Mpu
MaKCVMaslbHOM YPOBHE 3BPUCTUKN. PaKT UCNOSb30BaHWA CETEBLIX OUBMNOTEK ECTECTBEHHO HE
ABNSAETCA NPU3HAKOM BPEeLOHOCHOCTU NporpaMMbl, HO 06paTUTb BHUMAHWE Ha HEMOHATHbIE
npoLecchl B 3TOM CNUCKe CTOWUT;
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Mocne cooblieHns MOXET BbIBOAUTLCS Ludpa, KoTopas npeacTaBisieT coboi cTeneHb
OonacHoOCTU B NpoueHTax. Ha dpaiinbl, ANnst KOTOPbIX BblAaHa CTeneHb onacHocTu 6onee 30,
cnepyet 06paTUTb 0CO60€ BHMMaHMe.

12.3 Local Service Provider (LSP/SPI)

MHe 4yacTo 3a4aBasin BOMpOoChl, CBA3aHHbIE C (PYHKUMOHMPOBAHNEM CETU, NOHATUAMMK SPI, LSP,
NSP ... no3ToMy A peLwnn co3gatb 3TOT pasfes CnpaBoYyHOl CUCTEMbI M NOAPO6HO pacnucatb
6a30BY0 TEOPUIO 1 TO, KaK BPeAOHOCHbIE NporpamMMbl MOTyT NoBpeAnTb paboTy Winsock.
YcnoBHO cxema paboTbl Winsock oTo6paXkeHa Ha pUCyHKe:

MpunogeHde Winsock MpunogeHde Winsock MpMnogedde Winsock

mnnscjdc T AR

P

1. |
l—1_ |

Winsock OLL (M52 532.0LL)

TpaHcnopTHER 5P 5P| npocTpaHeT B3 MMEH
X l F b
TSP TSP TSP TP
(Transport Service ( Transport Service (Transport Service (Transport Service
Prowider Prow dersy Prowider Prowider

Winsock 2 nmeert kak 6b1 ABe "3epkasibHble cTOpPoHbI" - Winsock API n Winsock SPI. Winsock API
npefHasHa4veH A/1a peannsaumm apxmTekTypbl oTKpbITbIX cuctem Windows (WOSA),
obnagatollein ctaHgapTHbiMK APl nHtepdeiicamm mexay Winsock n ncnonb3yoLwymm ero
npunoxexHmamn. SPI - ato nHtepdeiic mexay Winsock n noctaswukamm cnyx6 Winsock.

MocTtaBLwmkm ycnyr SPI 6b1BaloT ABYX TUMOB:
MocTtaBwyk npocTpaHcTBa uMeH (Namespace Provider, NSP). 3agaya nocTtasLuka
NPOCTPaHCTBA UMEH - HE3aBKNCKMMOE OT NPOTOKO/1a pa3peLleHe MeH, T.e. NpeocbpasoBaHue
APYXeCTBEHHOIO UMEHW B 3aBMCUMbIN OT NPOTOKO1a agpec. Knaccmyeckum npumepom MoXeT
ABnATbCA DNS, KOTOpbI Npeo6pasyeT ApyXeCTBEHHOE 4151 NO/b3oBaTeNns umMs
www.z-oleg.com B IP agpec cepBepa, Ha KOTOPOM pa3MeLLEeH AaHHbIA CaiT;
MocTtaBwwk TpaHcnopTa (Transport Service Provider, TSP). TSP - 3T0 cnyXo0bl,
npegocTasnsowme YHKUMN YCTaHOBIEHWS CBA3M, Nepefayn AaHHbIX, ypaBaeHUs NnoTOKOM,
06paboTKM OLIMOBOK 1 T.M. MOCTaBLUMKN TPAHCNOPTHOM CyX0bl ObIBAOT ABYX BUAOB - 6a30BbIe U
MHOroypoBHeBble. ba3oBble (Base) NOCTaBLLMKN peaniM3yoT KOHKPeTHble AeTasiv CeTeBoro
TpaHcnopTHoro npotokona (tuna TCP/IP), Bknoyasa 6a30Bble ceTeBble DYHKLMM NPOTOKONA,
Takue Kak oTrnpaBska 1 NosiyuyeHve AaHHbIX Mo ceTu. MHoroypoBHeBble (Layered) nocTasLuvku
peanusyoT TOMIbKO BbICOKOYPOBHEBbIE (DYHKLIMM CBA3M HYXAatloTcA B 6a30BOM NOCTaBLLMKe A5
(hakTnyeckoro obmMeHa rno ceTu;

Kak BugHO 13 pucyHka, noctaslmkos NSP 1 TSP moxeT 6bITb HECKOJ/ILKO (€C/IM TOUHEE - TO
NpaKTUYyecKn HeorpaHNYeHHo MHOro). Elle 6onee MHTEpPeCHoO To, YTO CMMCOK MCNob3yeMbix LSP
n TSP xpaHutca B cnewuuaibHO 6a3e AaHHbIX (KoTopas pasMelleHa B peecTpe). bonee Toro, B
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Winsock API ecTb hyHKL MK, KOTOPbIE NO3BOASKOT NpOrpaMmMe He TO/IbKO NosyyYaTb cnmcku LSP n
TSP, HO 1 perncTpupoBaTtb CBOMX NOCTaBLLKOB.

C TOukM 3peHns domsnyeckoin peanmsaummn npoeangep SPI sensetca obbiuHol DLL,
pa3paboTaHHOl No onpeaeneHHoOMy CTaHAapTy - B YaCTHOCTU, 3Ta DLL 06s13aHa 3KCnopTMpoBathb
psaa dyHKunin ansa Blanmogenctemsi ¢ Winsock.

C 0ZHOWA CTOPOHbI, XPaHEHWE Cnu1cka NocTaBLLMKOB 1 X NapaMeTpoB B 6a3e faHHbIX U Hannvune
OyHKUMM ANs ynpaBfeHus 3Ton 6a30ii ABNSIETCS O4YEHb FPaMOTHbIM LLIAroM - Ni60e NpuIoXKeHne
MOXEeT UHCTa/IIMpoBaTb CBOM NpoBaigepsbl SPI, pacwmpss Bo3amoxHocTn Winsock. Mpu aTom
NPUKNaLHOWN Nporpamme COBEPLLEHHO He 065A3aTefIbHO 3HaTb C TOM, Kakue KOHKPETHO
npoaingepbl SPI 1 Kak UMEHHO 06ecneunBaloT paspeLleHe MMeH u 06MeH no ceTu. MNonyyaeTcsa
YHUBEpCa/IbHasA CUCTEMA, Y MHOTME NPOrpamMmbl UCNOSb3YIOT 3TN BO3SMOXHOCTU - NPU NOMOLLY
AVZ HeTpyAHO nccnefoBaTtb HACTPOViku SPI n NnocMOTpeTb, kKakne npoBaiigepbl Tam
3aperncTpupoBaHhbl - B CNMCKe NpoBaingepoB MOXHO 06HapyuTb Firewall, aHTuBMpycChI,
pa3Ho06pa3Hble aHTULLINMMOHCKME NPOrpaMmbl, YTUNMTbI AN 60pb0bl C peknamMoli, yueta Tpadmka
nT.N.

OpaHako Tenepb AaBaiTe NOCMOTpMM Ha SPI rnasamm paspaboTumka BupycoB n SpyWare/AdWare
nporpamm. MNonyyaeTcs, 4To ycTaHOBUB 2-3 npoBalifepa MOXHO B35iTb N04, KOHTPO/b BECTb
06MeH KomnbloTepa € ceTbio. [py NOMOLLM CBOETro NoCTaBLLMKa NPOCTPaHCTBa NMEH
BpeLOoHOCHAas nporpamMmma MOXeT OTC/IeXMBaTb 3anpockl Ha paspeLueHne umeHn (Co6CTBEHHO s
LUNUOHAXA) U BMELUMBATbLCA B 3TOT NPOLEcC. YNPOLLEHHO roBOpS, K NPUMepY Bbl 3anpalunsaete
agpec caiita www.yandex.ru, a "Bpaxeckuii" NSP BblgacT BMECTO 3Toro IP agpec ckaxem agpec
WWW.HUKOMY HE M3BECTHbI MOMCKOBUK.COM AHanormuHble "6e306pa3uns” MOXHO yCTpamBaTtb Ha
YpOBHE NoCTaBLUuKa TpaHcnopTa - SpyWare yalle BCero ycraHasnmsatT cBou Layered Service
Providers - LSP. MonyyaeTcs, 4To OTKPbITOCTb 1 yHMBEpPCabHOCTL SPI Winsock ctaHoBUTCS ero
YA3BMMbIM MECTOM - cO3artenn BpeAoHOCHOro MO 3Hal0T 3TO U aKTMBHO UCNOMb3YIOT. MNprMepos
o4eHb MHoro - Spy.NewDotNet (not-a-virus:AdWare.NewDotNet), Spy.SAHAgent,
Spy.WebHancer, Trojan.Riler, Adware.SpywareNuker, Backdoor.Kika ... - Cnncok MoXHo
npoaos/HkKaTb OCTaTOYHO A0Nro. Kpome BMewarensctsa B paboty Winsock BbinonHeHue
backdoor-komnoHeHTbI B BUuAe SPI nmeetT MHOXECTBO NPENMYLLLECTB - CKPbITHbINM 3amnyck,
OTCYTCTBUE BUAMMOrO npoLecca.

B0O3MOXHOCTb YCTaHOBKM BPEAOHOCHOI B KauecTBe SPI npoBaiigepa - 370 eLle TO/IbKO NosioBMnHa
npo6nemsbl. OkasbiBaeTcs, 4To y Winsock ecTb 04eHb HenpusaTHast 0CO6EHHOCTb - NI060oe
noBpexaeHune 6a3bl aHHbIX B pEECTpe ¢ onMcaHnemM noctasLumkoB SPI npuBoguTt K c605M B
pabote Winsock (KOHKpETHbI BMA, CO0EB 3aBMCUT OT XapaKTepa NnoBpeXxaeHns, 0gHako Bce
OLWNBKKM A9 Nosib3oBaTe sl 06bIYHO CBOAATCA K ABYM - KOMNbIOTEP NepecTaeT "BuaeTb NHTepHeT"
1 BO3HUKAKOT Npo6iembl Npu paboTe € SIOKasIbHOM CETbIO - eC/IM NPoaHaIn3MpPoBaThb
NPMBELEHHYI0 B HAYasle AaHHOro pasgesia cxemy, TO Takme OWnOKN NOHATHbI U 3aKOHOMEPHBI).
MprunH noBpexaeHnst HaCTPoeK SPI MOXET 6bITb O4YEHb MHOI0, HanboIee XxapakTepHbIe:

Ypanenue DLL, aBnsawoweiicsa npoaingepom SPI 6e3 oTMeHbl ee pernctpauun B 6ase
nposaligepos SPI (DLL MOXeT 6bITb yaasieHa BpyyHY0, aHTUBMPYCHLIM CKaHEPOM,
aHTU-LLINNOHCKON NPOrpaMMOii, LUTATHbIM AEVHCTaINIATOPOM - CNOCO6 yAaNeHUss He BaXXEH);
MoBpexaeHne 6a3bl B peecTpe B XoAe nHctannsumm/genHctannaymum SPI nposangepos, Nnbo B
pesynbTaTe Py4HONM "unCTKM" peecTpa.

Mpn 06HapyxeHnn ownbkn Winsock B yacTHOCTM B BCs cuctema Windows B LIe/IoM He
NPUHUMAIOT HUKaKUX Mep No ee NIKBUAaLMN U He BbIAAKT HUKAKUX OMArHOCTUYECKUX COOBLLEHNIA.
Ba)kKHO OTMETUTb, YTO NepeycTaHOBKa CMCTEMbI "MOBEPX" NMEIOLLENCcst He NPUBOANT K
ncnpaB/IEHUIO HAcCTPolikn SPI.

Kak BUAHO 13 NpuBEAEHHOIO MHOW onucaHus, TepMyrH LSP BCTpeTuacs napy pas - S Booo6Le
3a0CTPW/T HA HEM BHUMaHWe 13-3a yTunnutbl LSP Fix 1 KouytoLwwero no onncaHmusam TPOSHCKUX U
SpyWare nporpamm TepmuHa "LSP" - ero npyMMmeHeHne BO MHOINX C/lydas He COBCEM KOPPEKTHO.
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13 TNapameTpbl KOMaHAHOW CTPOKN

AVZ nogaepxuBaeT napameTpbl KOMaHAHOM CTPOKM 1 npocnnmn (TEKCToBbIE dhaiisibl, Cogepxalme
Habop napameTpoB). Mpodnan MOryT NPUMEHATLCA A1 XpaHEHUsT HACTPOEK 1 A5 06xoaa
orpaHvyeHnii KOMaHAHOW CTPOKK (B YaCTHOCTU, MOTYT BO3HMKHYTb NPOG/EMbI NPU NCNOSIb30BaHWM
B KOMaHZHOIi CTpOKe 60/1bLIOro Ko/imyecTsa napamMeTpoB WK NPUMEHEHUSI UMEHW Nanok C
npo6enamn).

OCHOBHbIE NapamMeTpbl KOMaHAHOM CTPOKK (B CMINCKE BO3MOXHbIX 3HAYEHUI NapaMeTpa XUPHbIM
LIPUITOM BbIAENEHO 3HAYEHUE MO YMOTHAHUIO.

3Ha4yeHust napameTpa ONMUCbIBAKOTCA Kak
{}-065a3aTenbHbI CTPOKOBLIN NapamMeTp,
[onums|onums] - ogHa M3 NepeynCcneHHbIX OnLmii

Bce HacTpoiikv, NonNyyYeHHbIe Yepes napameTpbl KOMaHAHOM CTPOKK, AyO6NMPYOTCA 31eMeHTamMu
NHTepdenca. ITo NO3BOMSET MPOU3BOANTL HACTPOIKN AVZ yepe3 KOMaHAHYK CTPOoKy 6e3 3anycka
CKaHMpoBaHuUA. Hanbonee yaobHO B gaHHOM NiaHe NnpuMeHeHne npoduneii.

060l napameTp MOXeT ObiTb HACTPOEH CKPUMTOM YNpaB/eHMsl, MpMYEM B Xo4e paboTbl ckpunTa
,ﬁ%lyCKaeTCﬂ MHOrokpaTHasi nepeHacTpoiika - Nnogpo6HOCTM CM. B ONUCaHUN KOMaHabl SetupAVZ
10

13.1 OcHOBHbIe NapamMmeTpbl

SCAN={kaTtasior} [o6aBnsieT KaTasor U AUCK B CINCOK CKaHUpyeMbIX. [yTb AOMKEH
HaunTaTbCs C OYKBbI gucka, Hanpumep c:\windows. B komaHHOW CTPOKE MOXHO yKa3aTb
HeorpaHu4eHHoe kosmyecTBo napameTpos SCAN - o6pabatbiBaloTcs BCe napameTpbl, YTo
Nno3BONSET 3a/laTb CKAHUPOBaHUE HECKO/IbKUX KaTanoroB. Yka3saHue HecyLLecTBYHLLLero katasiora
He AB/SeTCS OLWMOGKON - OH MPOCTO UrHOpMpPYyeTcs. MOBTOPHOE yka3aHWe O4HOMO M TOro-Xe
Katasiora unm ykasaHve poauTeibCKOro katasora 1 ero B/IOKEHHbIX KaTasloroB Takke He iBsieTcs
OLWNBOYHBIM AVZ <cymMUpyeT> BCE YKa3aHHble KaTasiorn ¢ y4eTOM UX B/IOXKEHHOCTU. [pumep:
SCAN=c:\windows

SCANDRIVE= [HDD|FDD|CDROM] Ao6aBnsieT Bce AUCKM 3a4aHHOr0 TUMa B CMCOK
ckaHupyemblIx. MogaepxmeaeTca Tpu Tuna aAmckos: HDD - oTMevaloTcs BCe XeCTKMe AUCKM,
FDD-oTmevatoTcs Bce anckoBogpl 1 Flash anckn, CDROM- oTmeuvatotca Bce CD/DVD anckm n
Anckn, cosfaHHble amynsaTopamu CD guckoB. [JonycTMMO yKa3zaHne HECKOSIbKUX BapuaHTOB vYepes
3ansTyto WM 3HaK + (6e3 npo6enoB 4o 1 Noc/ie 3ansaToi Uam 3Haka + 1), Hanpumep,
SCANDRIVE=HDD+CDROM

SCANFILE={nm# dhaiina} CkaHupoBaHue oTAENLHOro haina. NMoao6HbIX NapaMeTpoB MOXET
ObITb HECKOJIBKO, CKaHMPOBaHWe hainioB NPOM3BOANTCS B NOPSIAKE CeL0BaHUSA KIHOUEN.
Yka3zaHue HecyLlecTByOLWEro duaiiia unym NoBTop He ABNSETCA ownbkoii. MNpumep:
SCANFILE=c:\windows\trojan.exe

NOSCAN={katasnor} NcknoueHne 3ajlaHHOro kaTasnora u3 cnucka npoBepsieMbix. MyTb A0/KEH
HaumTaTtbCsa ¢ 6ykBbl Aucka, Hanpumep c:\windows. B komaHAHOW CTPOKe MOXHO yka3aTtb
HeorpaHudeHHoe konmyecTso napameTpoB NOSCAN - o6pabaTbiBaloTcs BCe napameTpbl, UTO
Nno3BOJISAET 3a4aTb CKaHNPOBaHMEe HeCKOsbKuX kaTasioros. Bce napametpsl NOSCAN
aHas/IM3NPYIOTCA NOC/1e NMOCTPOEHUSA CMUCKA CKaHUPYEMbIX KaTasloroB, OCHOBAHHOTO Ha
napameTpax SCAN. YkazaHne HeCYyLLEeCTBYHLLErO kaTasiora He SIB/ISETCS OLIMOKO - OH MPOCTO
nrHopvpyetcs. NoBTOPHOE yKa3aHWe 04HOro 1 TOr0-Xe Katasiora Wi ykasaHue poauTesibCKoro
KaTasiora v ero BNIOXeHHbIX KaTas/loroB Takke He AB/SeTCA OWmMb0oUHbIM AVZ "cyMmmMmupyeT" Bce
yKa3aHHble KaTasiorn ¢ y4eToM UX BNIOXEHHOCTU.

Mpumep: SCAN=c:\ NOSCAN=c:\aids - 6ygeT npoBefieHO ckaH1poBaHue Bcero aucka C:\ 3a
ncknoYeHne nanku c:\aids
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ScanAllFiles=[Y|N] CkaHnpoBaTb Bce haiisibl (HE3aBUCUMO OT PacLUUPEHUST).
AHasIorMyHo ycTaHoBKe nepekstodarens <Tunbl dhaisioB> B No0XeHne <Bce ainb>
ScanFilesMode=[0]|1|2] 3agaeT pexum ckaHupoBaHus. 0 - cKaHUpoBaHWe
noTeHUManibHO-0NacHbIX haiinos, 1 - ckaHnpoBaHue Bcex ¢hainos, 2 - ckaHuposaHue daiisioB no
mMacke. B pexnme 2 Heob6xoanmo 3agaTtb Macku kntodamu IncludeFiles n ExcludeFiles.

IncludeFiles={macka} 3agaeT macky (U1 Habop Macok) haiifoB, KOTOpble HEOGXOANMO
MpoBepATb. AHANOMMYHO 3ano/IHEHWIO NonsA <Bkouas haiinbl No Macke:> 1 BKIYEHWIo
OJIHOMMEHHOTO nepeknoyaTens

ExcludeFiles={macka} VickmoumnTb dhaiinibl ¢ MMeHamu/pacluMpeHns M1 No Macke.
AHaNOrMYHO 3anosIHeHNIo Nonsa <Vicknoyas aiinbl Mo Macke: > 1 BKIHYEHUI0 OAHOVMEHHOIO
nepeknoyaTens

WinTrustLevel=[0]1|2] Pexvm npoeepku thaiina no katasory 6esonacHoctu Microsoft (0-
OTK/IlOYEHa, 1-npoBepka no katanory, 2-NpoBepka no katasiory nooc KOMMIeKCHas NpoBepka
3UIM camoro painna). Mo ymonyaHuio yCTaHOB/EH PeXUM 1, BKIKOUEHME pexnma 2 NoBbiwaeT
HaAeXHOCTb NPOBEPKM, HO YBENMUMBAET BpeMs NMPOBepku haiina npumepHo B 2-3 pasa.

ScanProcess=[Y|N] MpoBepaTb npouecckl n DLL, 3arpyXeHHble B NaMATb, N0 yMOYaHUIO
BK/OYEHA

ScanSystem=[Y|N] 3Bpuctuuyeckas nposepka CUCTEMbI NPU NOMOLLY MUKPONPOrpamMm 3BPUCTUKM,
Mo yMONYaHuIo BK/TlOYeHa

ScanSystemIPU=[Y|N] IBpUCTMYECKAA NPOBEPKA CUCTEMbI NPY NOMOLLM MUKPOMPOrpaMmm
WY - nckatens noTeHunasibHbIX YA3BMMOCTEN, N0 YMONYaHMIO BK/IOUYEHA

RepGoodFiles = [Y|N] Bkntouatb B 0TY4ET MHGDOPMALIMIO O (haiinax, KoTopble No MHeHWIO AVZ
ABMAKTCA "YNCTbIMN"

RepGoodCheck = [Y|N] MpoBepka "uncTbix" chaiino no 6ase 6e3onacHbix 1 6ase LM Microsoft
B BbIBOZOM pe3y/ibTaToB MPOBEPKU B NPOTOKOS. VimMeeT cmbici Tonbko npyu RepGoodFiles = Y

CheckArchives=[Y|N] MNMpoBepsaTb apxuBbl U COCTaBHblE (dalinbl

Uselnfected=[Y|N] KonupoBatb ygansiemslie gaiinel B Infected
UseQuarantine=[Y|N] KonupoBaTtb nofo3puTesibHble haisibl B KapaHTWH

EvLevel=[0|1]2|3] YpoBeHb 4yBCTBUTE/IBHOCTU 3BPUCTUHECKOrO aHasn3aTopa (0-BbIK/THOUEH,
3-MaKCMasIbHbI YPOBEHb)

ExtEvCheck=[Y|N] PaclwupeHHasn aBpucTuyeckas nposepka. MIMeeT CMbIC/N TOMLKO NPU YPOBHE
3BPUCTUYECKON 3.

AHTUPYTKUT

RootKitDetect=[Y|N] BkntoueHne pgetektopa RootKit n nepexsatunkos API
AntiRootKitSystem=[Y|N] BkntoueHne cuctembl npoTmBoaeincTemsa RootKit (Ha Bcex AOCTYNHbIX
YPOBHSX). BkntoueHne npoTtusogeiicteus RootKit asTomaTuyeckn BKIYaeT UX AeTEKTUPOBaHME.
AntiRootKitSystemUser=[Y|N] BkntoueHune cnuctemMbl npoTueoaeiictena RootKit Tonbko
UserMode.

AntiRootKitSystemKernel=[Y|N] BkntoueHne cuctembl npotuBoaeiicTenst RootKit Tonbko
KernelMode.

MapameTpbl AntiRootKitSystemUser n AntiRootKitSystemKernel umetot npnoputeT Haf
AntiRootKitSystem. Hanpumep, ykazaHue AntiRootKitSystem=Y AntiRootKitSystemKernel=N
npuBeaeT K TOMy, UTO ByAeT BkIoUeHa 6/10KMpoBKa TOsbKO pyTkMTOB UserMode (nepBblii
napameTp BK/IKOYMT BCE, @ BTOPOIA - oTKNHOUMT npoBepky KernelMode)
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CheckLSP=[Y|N] MpoBepsTb HacTpoiikn SPI/LSP| 49, Mo yMonuaHuio BKIIOYEHO
AutoRepairLSP=[Y|N] ABTomaTuyeckn ncnpaBnaTb OWMGKM B HacTpolike SPI/LSP. Pa6oTaeT
TOMbKO Npu ycnosuu, 4To CheckLSP=Y. Mo ymon4aHuo OTK/II0YEHO

KeyloggerSearch=[Y|N] Mownck knaBnaTypHbIX LNNOHOB 1 TPOsiHCKMX DLL. Mo ymonyaHuto
BK/IIOYEHO

SearchTrojanPorts=[Y|N] Mowuck nopToB, NPUMEHSIEMbIX TPOSHCKMMW NporpaMmmamu. Mo
YMO/TYaHWIO BK/IHOUEHO

Profile={ums npocmna}  3arpy3utb Npodnnb, XpaHsaLWMiica B ykazaHHOM UMeHM chaiina. Ecnu
He yKka3aH NoJHbIiA NyTb, TO NPOousIb NLLETCS B TeKyLlei nanke. MOXHO yka3aTb HECKO/IbKO
napameTpoB Profile (B aTom cnyvae 3arpyxaroTcsa Bce npodinan B Nopsiake ux ynoMmHaHus B
KOMaHAHol cTpoke). Mpodunnb B CBOK 04Yepedb Takke MOXET coAepXaTtb napameTpsl Profile, uto
no3BosIsSieT NPOohMNsAM ccbliaTbCa ApYr Ha Apyra. MNpu 3arpy3ke NPOBOANTCS KOHTPOSb - KaXKAbIN
npodusib 3arpy)kaeTcs TO/IbKO OAUH pPas, YTO NO3BOJISIET KOPPEKTHO OTpabaTbiBaTh CUTyaLumn C
nepekpecTHbIMU CCbiIKamu npoduneri

DelVir=[Y|N] YaaneHue/neyeHne HangeHHbIX BUPYCOB

ModeVirus=[0]|1|2] Pexum ans BupycoB (0-To/IbKO OTYeT, 1- yaanatb Wan Ne4nTb, 2-CNPOCUTb
nosib3oBaresis)

ModeAdvWare=[0|1]2] Pexum gna AdvWare (0-Tonbko oT4yeT, 1- yaansite, 2-CNPOCUThb
nosib3oBaresis)

ModeSpy=[0]|1|2] Pexum ansa Spy n SpyWare (0-Tosbko oT4eT, 1- yaanstb, 2-CNpoCuTb
nosib3oBaresis)

ModePornWare=[0|1]2] Pexum gna PornWare u Dialer (0-Tonbko oTueT, 1- yaansthb,
2-CnNpocuTb NoJsb30BaTes)

ModeRiskWare=[0]|1|2] Pexum gna RiskWare (0-Tonbko oTueT, 1- yaansTtb, 2-CNpoCcuTb
nosib3oBaresis)

ExtFileDelete=[Y|N] 9Bpuctuueckoe yaaneHve caiinos. NMogpasymeBaeT aHa/IM3 CUCTEMbI,
MOWCK 1 yaasieHNe CCbISTIOK Ha KaxkApbl CTepTbIi thaiin

Run=[Y|N] ABTOomaTun4eckuii 3anyck CKkaH1UpOBaHs. BbINOIHAETCS NOC/e BbINOMHEHUS BCEX
oCTaslbHbIX NapaMeTPOB

ObpaboTka napamMmeTpoB 6e3 3Haka ''="

Bce napameTtpbl AVZ nmeto Bug Mima=3HaveHne. [MapameTpsbl, HE cogepxXallne 3Hak paBeHCTBa

paccmaTpumBaloTCA Kak MMeHa dhaiioB 1 Nanok, KOTopble TpebyeTcs NPoCKkaHNpoBaTb. 151 HUX

BbIMOJIHAETCA [,BE NPOBEPKM:

1. T[lapameTp paccmaTpuBaeTCs Kak UMA KaTtasiora. Ecnm katanor ¢ Takum MMEHeM CyLLeCcTBYeT,
TO OH OTMeYaeTCcs Ha NPoBepPKY (B AaHHOM Criyyae 3TO 3KBMBasIEHTHO Kovy SCAN=<kaTasnor
>)

2. Ecnu Ha ware 1 kaTanor ¢ ykazaHHbIM UMEHEM HE HalgeH, TO 3Ha4YeHne napameTpa
paccmartpuBaeTcs kak ums goainna. Ecnu paiin ¢ Takum MMeHeMm CylecTByeT, TO OH
oTMeYaHue Ha NpoBepky (B AaHHOM cryyae 3To akBMBasieHTHO kitovy SCANFILE={ums

tpainna})
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13.2

CneumnannsmpoBaHHbIe K/1Ho4Umn

CI'IeLI.I/IaJ'II/ISI/IpOBaHHbIe KNH4n He ,D,yﬁﬂl/lpy}OTCFI BU3yas/ibHbIMUN 3/IEMEHTaAMUN HaCTDOVIKM n
npegHasHa4yeHbl B OCHOBHOM A1 CUCTEMHbIX agMUHNCTPATOPOB.

Script=<ums ckpunTa> - 3arpyska 1 BbIMO/IHEHWE YKa3aHHOIo CKpunTa. JaHHbIi Kiou
o6pabaTtbiBaeTcs Noc/iefAHUM, HE3aBUCUMO OT €ro MOJSIOKEHNS B KOMaHAHON CTpoke

HiddenMode=[0]1|2]3] - pexum 3anycka rpadyuyeckoit 060510ukn AVZ:
0 - CTaHOapTHbIA pexum, OKHO BUAMMO U AOCTYMNHO MOMb30BaTEN0
1 - OkHO AVZ HeBMAMMO, B TPee 0To6paXkaeTCca UKOHKa. [onb30BaTes/ib MOXET pa3BepHyTb OKHO
HaXXaTWeM MbILLIbIO Ha UKOHKY. Monb30BaTento AOCTYNHO CBA3AHHOE C UKOHKOW MEHIO,
Mo3BO/IAIOLLIEE OCTAHOBUTL U 3aMyCTUTb CKaHVPOBaHMe.
2 - OkHO AVZ HeBMANMO, B Tpee 0TOOpaxaeTCcs MKOHKA, OHAKO MEHIO0 MKOHKM 3a6/10KMPOBaHO 1
Nnosib30Bartesib He MOXET pa3BepHyTb OKHO AVZ
3 - OkHO AVZ HeBUOUMO, UKOHKA B Tpee He OTobpaxaeTcs.
HacTpoiika pexxvma paboTbl nosesHa B cnyyae 3anycka AVZ ans nposepku paboumx mect
nonb3oBaresnei n3 logon-ckpunTta nav Npy NOMOLLM aBTo3anycka.

DetectMailBomb=[Y|N] - geTekTop "noytoBbiXx 60M6" B CUCTEME pacrnakoBK/ apxXuBOB. Mo4YTOBOI
6om60i cuntaeTcs daiin, pasmepom 6osee 10 M6 co cTeneHblo cxatusa 6onee 100.

Unpack_Archives=[Y|N] - pacnakoBka NpoOBepPSiEMbIX apXMBOB 1 COCTaBHbIX haitnoB Trna MHT 1
nouTbl B nanky Unpacked B paboueii gupektopun AVZ. daiinbl rpynnmMpyoTcs no TUny apxuea u ero
NMEHMW.

Priority=[-1|0|1] - HacTpoiika npuopuTeTa npouecca AVZ. -1 - NOHWXEHHbIN npuopuTteT, O -
CTaHAAPTHbIN, 1 - NOBbILLEHHbIA. MOHWKEHHBIA NPMOPUTET NOME3HO 3a4aBaTh B Clyvae NPpUMEHEHUS
AVZ B kauecTBe cpeficTBa (DOHOBOIO CKaHMPOBaHMS.

SleepScanTime=N, rge N - BpeMsa B MUMCeKyHaax. 3aAepxka He 3a/laHHOe KO/-BO MUNINCEKYH],
Bbl4AETCS NOC/Ie CKaHMPOBaHNS KaXX4oro goaiinia, npuMeHsieTcs Ans 3ameaneHust npowecca
CKaHVWPOBaHWS C LEeNbl0 MUHMMM3ALLMM Harpy3ku Ha AUCKM U MPOL,ECccop, NONE3HO A1 DOHOBOV
NnpoBepku nanok Ha cepsepe. Hanpumep, ecnu 3aaatb 3HaveHne 100, To B pe3ynbTaT B 1 cekyHay
6ypeT npoeepsTbes 10 goaiinos.

ScanAVZFolders=[Y|N] pa3peluaeT/3anpeLlaeT ckaHnpoBaTb nanky AVZ 1 Bce YpoBHAMU riyGxe. Mo
YyMON4YaHuio napameTp paBeH N, T.e. Bce ghaiifibl BHyTpK paboueii nankm AVZ He CKaHMPYOTCS, 4To B
YyacTHocTM 3awmwaeT nanky Infected oT NoBTOpHOI NpoBepkM 1 neveHnss. OgHakKo 3To He Bcerga
YyO06HO.

NQ=[Y|N] - ceTeBoi1 pexum kapaHTUHa. B ceTeBOM pexume KapaHTUHa B MMS Nanku KapaHTMHA
chaiina kpome AaTbl BKOUaeTCs ceTeBoe ums MK, aTo caenaHo ans 3anycka AVZ U3 ceTeBoit nanku
Ha cepBepe - B TaKol CUTyaLumn Y KaKI0ro No/ib30BaTe s NoJlydaeTcs UHAMBUAYaSIbHbIA KapaHTUH 1
nanka Infected, a aAMMHMCTPATOP MOXET /IETKO acCoLMMPOBaTh NoNaBLUMe B KAPAHTWH haiisibl C
KOMMbHOTEPOM.

WebServerMode=[Y|N] - pexum 3anycka Ha WEB cepBepe ans on-line nposepku. MpuBoauT K
OTK/TIIOUYEHUIO CKaHMPOBaHMS NaMATH, PacLLUMPEHHO NPOBEPKM cUCTEMbI, Noucka LSP owmn6ok,
PYTKMTOB ... HasHaueHue kntoua - 3anyck AVZ B MakcMasibHO 06/1erYeHHOM peXxuMe, YTo NonesHo
npu ncnonb3oBaHun AVZ B kauecTBa cpefcTsa on-line npoBepku haiinos. OCO6EHHOCTb B TOM, YTO
No Mepe MOsIB/IEHNSA HOBbIX BUAOB aHa/IM3a NamsATh U CUCTEMbI OHW ByAYyT 6/10KMPOBaTLCS AAHHbLIM
K/THOYOM.

AG=[Y|N] - BKtoueHne AVZGuard| 81 B MOMeHT 3anycka AVZ. STOT K/1toy AOMYCTUM TOSbKO BO
KOMaH/AHOI CTPOKe, B CKpUMNTax OH He nogaepxunaetcs. O6paboTka kntoya AG npov3sogmTcs B
MOMEHT 3anycka AVZ, [0 ero uHMLmMann3auum n co3gaHms paboymx OKoH.
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13.3

13.4

MiniLog=[Y|N] - Bk/toueHne pexunma coKkpalleHHOro NPOTOKOMPOBAHUS. B 3TOM pexumMe B NpOTOKON
BbIBOAMTCA TONbKO 3HAUMMas MHhopmaumsa (npesynpexaeHns, Nofo3peHuns, JaHHble O OWmnbKax,
TEKCTOBbI BbIBOA, CKPUMTOB), BbIBOA, OCTa/IbHOI MH(hopMaLmm nogasnsieTcs (B YaCTHOCTU, He
BbIBOAMTCH MHpOpMaLMS O 3arpyXeHHbIX 6asax, Wanku ¢ Konupantamm, TexHM4Yeckne faHHble
aHTUPYTKUTA 1 T.N.). PeXnM noneseH ans cucagMmHoB, npumeHsowmx AVZ ans nposepku MK B
aBTOMaTUYECKOM PeXnMe - COKpaLLeHHbIV NPOTOKO/ ropasfo MeHbLUe No pasmMepy 1 ero npoLue
aHa/IM3npoBaThb BPYUHYIO UN aBTOMaTUYECKN.

SpoolLog=<umsa cainna> - lybnmpoBaHne NnpoTokona B ykasaHHblii TEKCTOBbIN chaiin. TekcToBbIi
thalin co3gaeTcsa npu ero oTCyTCTBUM U AOMOMHAETCA B C/ly4yae Hamums. 3anucb Begetcs 6e3
KeLIMpoBaHUS, OTKpbITUE/3aKpbITUE daifia MPON3BOAMTCS B XO4E 3annCy KaXKAoi CTPOKM - 3TO
NO3BONSET NPUMEHATb NOAO06HLI NPOTOKON ANA ANArHOCTMKN OLUMOOK B C/lyvae aBapuinHoro
3aBepLueHus AVZ.

QuarantineBaseFolder=<umsa nankn> - 3agaeT 6a30Bblii kaTanor gasi nanok Quarantine n Infected.
Mo ymonyaHuto gaHHbIe Nanky pacnosioXeHbl B paboyem kaTanore AVZ. [laHHast onuus nosesHa B
cnyyae 3anycka AVZ ¢ BootCD nnu nHoro ReadOnly HocuTens, HanpumMep U3 CeTEBOI Nanku.

TempFolder=<nms nanku> - 3agaeT Katanor As1s BpeMeHHbIX dhaiinoB. Ecnv kaTanor ¢ ykasaHHbIM
MMEHEM He CyLLEeCTBYeT, TO OH aBTOMaTuyeckn co3gaeTtcs. JaHHas onums No3BosisieT NepeMecTuTb
KaTasior ¢ BpemMeHHbIMU dpanammu AVZ B nanky, NpoBepKa KOTOPOiA 3anpelleHa B HacTpolikax
NCMOb3yeMoro aHTUBUPYCHOTO MOHMUTOpa. Kpome Toro, npu NOMOLLY AaHHOTO K/ioUYa MOXHO
nepeMecTuTb Nanky 415 BPEMEHHbIX daiifioB Ha BUPTYasibHbIA AUCK, YTO NPUBEAET K NOBbILLIEHUIO
CKOPOCTM MPOBEPKM apX1BOB.

Koabl Bo3Bparta

[nsa B3aumopgencTens ¢ apyrumm npunoxeHnsmn AVZ yctaHaBvMBaeT koAbl BO3BpaTa:

0 - B npoLecce CkaHNPOBaHUSA He 06HapYXXeHbl NOA03PUTESTbHBIE UM BPELOHOCHbIE 06 BEKTHI
1 - 06HapyXeHbl BPeAOHOCHbIE 0OBHEKTDI

2 - BpeAOHOCHbIE 06BEKTLI HE 0OHApPYXEHbI, HO €CTb NOA03PEeHNs hainNoBOro ckaHepa nn
9BPUCTUYECKNX aHA/IM3aTOPOB

[Mpumepbl

Mpumep KOHdUTrypaLnm

KomaHgHas cTpoka: avz.exe ScanDrive=HDD profile=exclude.txt DelVir=Y Run=Y
dainn exclude.txt:

NoScan=c:\VirusTest

NoScan=c:\Virus

NoScan=d:\aids

B paHHOM npumepe npu 3anycke AVZ asTomaTtmnyeckn otmevyaroTca sce HDD, npounssoguTcs
UCKTIOYEHNE onpeseneHHbIX Nanok (415 napameTpoB UCKIOYEHWSA NMPUMEHEH NPOdW/Ib)
BK/TIOUYAETCS PEXMM JIEYEHUS U MOCe BCeEX HACTPOEK NPOU3BOAUTCA 3arycka CKaHPOBaHWS.
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14  Yacto 3agaBaemble Bonpockl (FAQ)

B gaHHOM pasgene fJOKyMeHTaumm S noctaparoch cobparb OTBETLI Ha Hanbosiee TUNOBbIE U YaCTO
BO3HMKatoLWme BonNpockl. PekomeHayeTcsa nsyuntb FAQ nepepa obpalleHnem ¢ Bonpocamum no
nporpamMme.

14.1 Yrto penatb, ecnin AVZ o6HapyXunsa nogo3peHne Ha BUpycC uniu
BpeAoHOCHYIO nporpamMmy ?

Ytunuta AVZ 3agymaHa Kak yTuanTa, oCHalleHHast MacCol pas3/iMyHbIX MPOBEPOK M aHa/IM3aTopoB,
nopoii napaHomgasbHbIX. ITO CAenaHo cneunasnbHo, T.K. AVZ yacTo npumeHsieTcs ans aHanmsa MK,
NnpoBepka KOTopbIX APYrMMU cCpeAcTBaMu HUYEro He aana.

Moatomy NoXxHble cpabaTbiBaHUSA BO3MOXHbI, M B 3TOM C/lydae B NPOTOKOse A1 06bekTa faetcs
chopmynuposka "lNogospeHne Ha ..." (Ha MecTe TpoeTouMs MOXET BbIBOAUTLCA KaTteropusi
BPEAOHOCHOI NporpamMMbl U yTOUYHSAOLWME AaHHbIE)

B cnyyae o6HapyXeHUst Nof03puTENbHbIX OOLEKTOB CeayeT NPUAEPXUBaTLCS CrieayoLei
MeTOoAMKe:

1. Hn B Koem cny4ae He crieflyeT YHUUTOXaTb Nogo3puTesibHble daiisibl. To, 4To doaiin
3anof03peH aHasIM3aTopoM, ellle He 03HavyaeT, YTo OH onaceH. Heo6xoaymMo NoOMecTUTb
noao3puTenbHble halisibl B KapaHTWH 1 BbICN1aTb MHE Ha agpec newvirus@z-oleg.com, (kapaHTUHOM
No/1b30BaTbCs HEOOsI3aTENIbHO - MOXXHO BPY4YHYH NOMECTUTL dain B apXxmB € naposiem virus). Mpu
CO3[aHnN apxmBa BPYUHYIO OYEHb XenaTenbHo 3a/aTb Naposb, MHaye NMCbMO MOXET ObITb
6/10KMpOBaHO BallmM NOYTOBLIM CEPBEPOM;

2. B nucbme He0b6X0AMMO KpaTKO U3/I0XUTb CyTb NPO6MEMbI, Kakne ecTb nogo3peHne. OueHb
XenartesibHO NPUNoXNTb NPOTOKoN AVZ

3. JoxpaTbcs oTBeTa € pesynbratamu aHanmsa.

MoppobHee gﬁ o6pallleHnn B TEXHUYECKYIO MOAAEPXKKY MOXHO nounTatb B pasgene "TexHuyeckas
nogaepxkal 171"

14.2 Yrto pgenatb, ecnin AVZ Bbigan nogo3peHve Ha keylogger ?

Mpwn obHapyxeHun nogo3penHnii Ha Keylogger nnm TposiHckyto DLL cneayeT geiicTBoBaTh MO CXEME,
onvcaHHoli B coeTe "UTo aenathb. ecim AVZ 06Hapyxua noao3peHve Ha supyc 2"l 99, Kpowme Toro,
CTOUT 3aMeTUTb, YTO NOAO3PEHNE HA KTaBMATYPHbIV NepexBaTUYNK COBEPLLUEHHO HE O3HAYaeT, 4To
06HapyXXeH KnasuaTypHblli LWNUOH. VI3BECTHbI COTHU NPOrpamMM, KOTOpble yCTaHaBIMBAKOT CBOM
nepexsaTymky KnaBnaTtypbl U MbILIN ANS PeLleHns BNOSHE MUPHbLIX 3afa4. Hanbonee TMNMYHbIM
NpuMepPoM siBAsSieTCA cnoBapb Lingvo, KOTopbIli ycTaHaBAMBaeT cBOl nepexsatyunk LvHook.dll ans
OTCNEeXMBaHNS HaXkaTuii Ha "ropsiune KnaBuLKn® - ¢ O4HON CTOPOHbLI 3TO NEepPeEXBATUMK U aHaIM3aTop
AVZ Ha Hero pearvpyet, C Apyroi - OH cCoOBepLUEHHO 6e3onaceH. NMocne aHanmsa S BHOLLY
6e3onacHble nepexsaTynkn B 6a3y 6e30nacHbIX 06BEKTOB M cpabaTbiBaHUS Ha HUX NpeKpaLlatoTcs.
Mo Tekyueli cTaTUCTUKE COOTHOLLUEHME "onacHbIin"/"6e30nacHblii” HaxoAMTCs NPUMEPHO Ha yPOBHE
1/10, T.e. npumepHO Ha 10 6e3onacHbIX MOAyeli 06HapyXMBaeTcsl OAUH BPEeAOHOCHbIN.

14.3 Yrto penatb, ecnn AVZ Bbigan nogospeHve Ha RootKit ?

B cnyyae, ecnu BblgaHO NOA403PEHNE HA HEKOTOPBLIV Npouecc nav daiin, To caeayeTt AeicTBoBaTh No
obuein cxeme ("Uto genatb, ecnv AVZ 06Hapyxun nogo3peHne Ha BUpYC ?"@5), HO nepeg, oTnpaBKoii
dhaiinos xenarenbHO NpucnaTb NPOTOKO paboTbl AVZ - 4aCcTo N0 NPOTOKO/Y MOXHO MHOroe
0OBACHUTD.

CnepyeT NOHMMAaTb, YTO OGHapY)XeHWe nepexsarta Tex Uan UHbIX YHKUWIA eLle He 03HavaeT, YTo B
cuctemMy BHeapuca RootKit - BO3MOXHO, nepexsaTt (hyHKLMIA NPUMEHSETCA aHTUBUPYCHbIM
MOHWUTOPOM, Firewall uim nHeiMu ytunutamu. Hanprumep, Becbma nonesHas n ygqobHasa ytunuta
RegMon ycTaHaBnvBaeT CBOIi gpaiiBep Ana nepexsata 13-t1 chyHkumin KiST gns cnexexus 3a
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14.4

14.5

14.6

onepauusimi ¢ peectpoM. o Mmoein cTaTucTrke NPUMEPHO B OAHOM cny4vae u3 50-80 nepexeaT
npousseieH BPeLOHOCHON NPOrpaMMoii, B OCTasIbHbIX C/lyYasx kak NpaBuio 3TO aHTUBUPYChI 1
Firewall.

B cnyuae o6HapyxeHnss Nof03peHns Ha MacKMpOBKY npoLiecca 04HO3HAYHO cnegyeT pas3obparbcs,
YTO 37O 3a npouecc (Nnporpamma). O6bIYHbIE MPOrpamMmmbl (HE rOBOPSI Y)KE O KOMMNOHEHTAaX CUCTEMbI) HE
npuberaroT K MacKMpoBKe CBOUX NPOLLECCOB 1 (haiifioB, MO3TOMY MaCK/pPYHLMIACA npoLecc
OfHO3HA4YHO nogo3putesieH. OgHako 04HO3HAYHO CyANTb O BPeAOHOCHOCTb HENb3s - Hanpuvep,
n3BeCTeH psaf 6e3onacHbIX NporpamMmm, NPUMEHSIIOLLMX MacKUPOBKY npoLecca u hainnos gnsa nx
3alMTbl OT 0BHaPYXEHUS 1 yaaneHns TPOSHCKMMU NporpaMmamu.

UTto Takoe 'Tlopt TCP 5000' n kKak ¢ HUM 6opOoTbLCA ?

AVZ 4yacTo HaxoauT NopT OTKPbITbIA nopT TCP 5000 1 coobuiaeT 06 3TOM. DTOT NOPT NPUHALNEXUT
CUCTEMHOI cnyx6e, HasbiBaemol "Cnyxo6a obHapyxeHuss SSDP". Ecnu gaHHas cnyxba He
NpUMeEHSIeTCS, TO PEKOMEHAYETCS ee OTK/I0UMTL (B AaHHOI cnyxbe B cBOe BpeMsi 6bl1 06HapyXeH
psaa ys3BUMOCTER).

[ns oTkIo4eHns Heo6xoaMMo:

1. HaxxaTb npaByto kfaBuLly Ha SpabIKoM "Moit KOMMNbIOTER", B MOSIBMBLUEMCS MEHIO BbI3BaTb MyHKT
"YnpaBneHue"

2. B oTKpbIBLUEWNCSA KOHCOMM "YNpaBneHne KOMMNbTEPOM" packpbiTb "CiyX6bl U NPUNOXEHNS", TaMm -
"Cnyxo6bl!"

3. B cnucke, KOTOpbIi NOSIBUTCS B NPaBOli CTOPOHE OKHa, crieqyeT HalTh cnyxoy ¢ umeHem "Cnyxba
06HapyxeHnss SSDP"

4. [1BONHOI KNUK NEBOI KNaBULLIE N0 CTPOKE AAaHHOW CNYy)X6bl OTKPOET OKHO CBOWCTB, Tam
HeobxoanMOo BbIGpaTb TMN 3anycka "OTK/IYEeHO", 3aTeM HaxkaTb KHonky "CTon", 3atem - "OK"

Mocne oTkYeHns cnyxbbl 06HapyxeHnss SSDP nopt 5000 He Ao/MKeH NPOCYLUMBATLCA - €C/N
npoc/yLIMBaHne Npoaos/HKaeTcs, To ecTb NOA03PeEHNe, YTo 3To Backdoor.

UTto genatb, ec/uv nocsie pacnakoBku AVZ He MOXET HarTu doaiis
*.avz ?

Ecnv nocne pacnakoBku AVZ coobLiaeT 0 TOM, YTO He HaliieH Hekuii dpainn ¢ paclumpenmne AVZ (
yaile Bcero 3To ghaiin main.avz), ToO HEO6X0AMMO NPOBEPUTL NPaBU/ILHOCTbL pacnakoBku. [eno B ToMm,
yTO 6a3bl yTANTbI AVZ XpaHaTcs B Nanke Base. HekoTopble apxvuBaTopbl HEKOPPEKTHO
pacnakoBbIBalOT pa3MeLLeHHbI Ha caliTe apxuB, B pe3yfibTare nanka Base He ussnekaercs u3
apxuBa.

PekomeHgaLum - pacnakoBaTb apxvs ApPYrMM apxvmBaTtopoM 1 y6eanTbCs, YTO B pesysibTare
pacnakoBku nsBneveHa nanka Base. MNogpobHee No CTPYKType Nanok MOXHO NounTatb B pasgene
CTpykTypa nanok nporpamMmbl|

AVZ ypanunn BpeaoHOCHbIE NporpamMmmMbl, HO CTapToBada cTpaHuua
M NpoYne HaCTPOWKK Gpay3epa No NpexxHeMy NOBPeEXAEHbI

370 TMNoBas cuTyaumst - AVZ He MOXEeT TOYHO 3HaTb, Kakne UMEHHO HaCTPOIiKM noBpeanna
BpeAoHOCHas nporpamma. 151 BOCCTaHOB/IEHMS HACTPOEK HEOBX0AMMO BOCNO/b30BaTbCA onumeid "
BoccTaHOB/EHVeM cucTeMbl | 591", ECIM Noc/e BOCCTAHOBNEHUS HACTPOliKW Gpay3epa no npexHeMy
CaMOoMNpon3BO/IbHO MEHSOTCS, TO 3TO NEPBbIA NPU3HAK TOro, YTO Ha KOMMbIOTEPE ECTb BPEAOHOCHbIE
nporpammbl. B Takom criyuae CTOUT NpoBecTy VccaeaoBaHme cucTeMsil| 571 n npoaHanm3MpoBaTth
NOJ1ly4YeHHbIVi NPOTOKOI.
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14.7

14.8

14.9

Bo Bpemsi CKaHMPOBaHMS ANCKA MOV aHTUBUPYCHbIA MOHUTOP
coooLwwnn, YTo doa/1 avz*.tmp 3apaxkeH BUPYCOM UMN ABNSETCA
BPeAOoHOCHOMN NporpamMmMon

Mono6Hble cO06LLEHNA MOTYT BblAABATLCA aHTUBUPYCHBIMU MOHUTOPaMW, MPU 3TOM 3apPaXeHHbIl
chaiin obHapyxunBaeTcs B nanke TEMP 1 umeeT ums suga avz_XXXX_Y.tmp. 3TO BpEMEHHbIE
dhaiinbl, koTOpble co3gatTcs AVZ B Xo4e NPOBEPKM apXMBOB, NMCEM 3/1IEKTPOHHOI noyTbl, MHT
chaiinos u 1.0., npuyem XXXX - 310 PID npouyecca AVZ, a Y - ypOBEHb BIOXKEHHOCTW apxmBa. EcTb
Apyroit BapmaHT nMeHun paina - avz_XXXX_raw.tmp - nogo6Hbie daiinbl Co34alTCs B X04e aHannsa
0OBLEKTOB, AOCTYN K KTOPbIM 6/I0KMPOBAH MyTEM UX MOHOMOJ/ILHOIO OTKPbITUSA.

MpuunHa cpabaTtbiBaHUA 3aK/1l04aeTCs B TOM, YTO NPUMEHSEMbIA aHTUBUPYCHbIV CKaHep 1 MOHWUTOP
noyemy-TO He HaxoAuT BUPYCbI/TPOAHbLI B KAKOM-IM60 apxunse. MOXHO BblAeIUTb HECKOIbKO TUMOBbIX
MPUYKH:

1. B HacTpoiikax aHTMBMpPYCa U aHTUBMPYCHOTO MOHMTOpPA OTK/0HYEHA NPOBEPKa apX1MBOB

2. AHTMBMPYC He YMeeT NpoBepATb AaHHbIA TUM apxmBa

3. ApxvB Haxo4uTCA B narke, NpoBepKa KOTOPOiA 3anpeLleHa B HACTPOike aHTMBMPYCa U ero
MOHMTOpA

4. Korga apxviB nonas Ha KoMnbloTep, B 6a3e aHTMBUpYCca He ObI/I0 CUrHaTYp CofepXaluuxca TaM
BPEAOHOCHbIX NPOrpamMm - N03TOMY MOHWUTOP NPOMYCTWI AaHHbIA apXUB 1 NO3BONI €70 COXPaHEHMe.

CO0TBETCTBEHHO B MOMEHT U3BneyeHns AVZ-om haiina n3 apxmea aHTMBMPYCHbIE MOHUTOP
NMPOBEPSET ero 1 MOXeT 06HapYy>X1Tb BPeOHOCHY0 nporpammy. B aToM cnyyae cpabartbiBaHue
BNOJIHE 06BACHMMO U fasibHelwas peakuus MOXeT ObITb 1060IA, B YACTHOCTH

1. MOXHO paspeLunTb aHTMBMPYCHOMY MOHMTOPY "BblieunTb" dhaiisn,

2. MOXHO faTb MOHUTOPY KOMaHZy npoBepky daiina

B nto6om cnyyae AVZ paccunTaH Ha BO3MOXHOCTb HEOXMAAHHOIO YAasieH!st BpEMEHHOro dhaina nnm
6/10KMPOBKM [OCTYMNa K HEMY CO CTOPOHbI aHTMBUPYCHOTO MOHUTOPA, N03TOMY c60A B ero paboTte He
nocnegyer.

UTto genatb, ec/v BblgaeTcs coobuleHne "Owmnbka 3arpys3ku
ApanBepa - NpoBepkKa npepsaHa”

Coo6uieHne "Ownbka 3arpy3ku gpaiBepa - MpoBepka npepBaHa” MOXET BbIBOAUTLCS B MPOTOKON B
Crlyyae OLWn6KK 3arpy3kn gpalisepa avz. MNpuumH BO3HUKHOBEHWS OLUMGKM HECKO/bKO, Hanbosnee
pacrnpocTpaHeHHble:

1. HexBaTka npaB. [lnsa 3arpysku gpainsepa Heo6xoamnmo 3anyckatb AVZ 13 nof y4eTHol 3anmcm
aAMVHUCTpaTopa 1AM Nonb3oBaTtess, MMEeKLEero npaso ycTaHaBMBaTh U 3arpyxartb apaiisepa

2. Hanunuue 3anyLueHHbIX CUCTEM NPOAKTUBHON 3aluTbl, 4718 KOTOPbIX AVZ He ABSEeTCA LOBEPEHHbIM
npoLeccoM. 3T CMCTEMbI MOTYT 6/10KMPOBATb 3arpy3ku 1 (Mn) yCTaHOBKY ApaiiBepa

3. BnoknpoBKa 3arpy3ku gpaisepa co CTOPOHbI BPEAOHOCHbIX NPOrpamMm

UTto genatb, ec/iv B Xoae 06HOB/IEHNS 6a3 BO3HUKAET OLLINOKa
B0O3MOXXHO HECKOJIbKO BapnaHTOB peLleHns I'Ip06}'IeMbIZ

1. MeHto "daiin/CtaHgapTHbIe CKpUNThI" - BbINOIHUTE CKpUNT "OGHOB/IEHNE 6a3 C aBTOMaTUYECKO

HacTpoiKoi". aHHbIA CKPMNT NPOBYeT pa3/MyHbIe TUNOBblE KOMOMHALMY HACTPOEK - B CNyyae
06Hapy>XeHWs NOAX0AALLEN KOHbUrypauumn CKpunT 06HOBNSIET 6asy.

2. MoXxHO nonpo6oBaTh BPYy4YHYH Bbl6paTh APYroii UCTOYHMK OBGHOBIEHUS U (MNIN) U3MEHUTL
HacTpolik1, Hanpumep nNonpoboBaTh NPSAMOe COeAUHEHMEe WU COeaMHEHME Yepes NPOKCU-CepsBep
(B cnyyae, ecnm NpUMeHSIeTCA NPOKCU-CEPBEP 1 N3BECTEH €ro afpec 1 nopr).

Kpome TOro, Heo6xoanmo ybeamtbce, YTo:
1. Hactpoiikn Firewall nossonsoT AVZ obpawatbcs B IHTepHeT. 3arpy3ka 6a3 BefeTcs C yKkaszaHHbIX
caliToB B HacTpolike caiiToB, nopT 80, npoTokon - HTTP.
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14.10

14.11

14.12

14.13

2. imeeTcs ycToiumBoe coegmHeHne ¢ VIHTepHer.

Ecnv 06HOBMTb 6a3bl B aBTOMATUYECKOM PeXMME He YAaeTCs, TO MOXHO 3arpy3utb apxue ¢ 6a3am
BPYUYHYO Ha CTpaHuue 3arpy3km AVZ. Mpu 3TOM 06beM 3arpyxaemoin nHgopmauun éyget 6onblue
BBUAY TOrO, YTO aBTOMATUYECKOE OBHOB/IEHME 3arpy)XaeT TO/IbKO 0GHOB/IEHHbIE U NOBPEXAEHHbIE
chaiinbl.

UTo genatb, ecniv B Xo4e 3arpys3km apxmsa ¢ AVZ BO3HUKaIOT
OLLUNOKMN

B naHHOM cniyyae MOXHO BbIAENNUTb ABE TUMOBLIX CUTYaLMN:

1. ApxuB ¢ AVZ He 3arpyxaeTcs. B gaHHOM criydae TOUYHO Npo6emMy yCTaHOBUTb C/IOXHO, 3arpy3ka
apxuBa BefeTcs Nno NpsiIMOoii ccbisike, MO npoTokony HTTP, peanpekTbl UM CUCTEMbI TUNA "aHTu-
CCblfIKa" y MEHS Ha caliTe He MPUMEeHsTCA. BO3MOXHO, NPo61eMbl C 3arpy3Koil CBsi3aHbl C BbICOKOWA
Harpyskoi Ha cepBep - NOC/e BbIXO4a HOBbIX Bepcuii AVZ B TEYEHUW Kak MMHUMYM Heesn BO3HVKaeT
cutyaumsa DDoOS n3-3a 60bLLOr0 KO/iMYecTBa napasisienibHbiX 3arpy3ok. B aTom cnyvae
pekoMeHAyeTCcs UCMOo/b30BaTh YKasaHHbIe Ha cTpaHuue 3arpy3ku AVZ 3epkasna.

2. ApxuB 3arpyxaeTcsi, HO ero pacnakoBka NnokasblBaeT, YTo Tam cTapas Bepcus. B gaHHom cnydae
npob6siema cBsizaHa C HEKOPPEKTHOM paboToli NPUMEHSAEMOro A5 AocTyna B IHTEPHET NpOKCU
cepBepa, KOTOpbIli KeLpyeT CTapyto BEPCUI0 apxmBa. B Teopumn Npokcu-cepeep LOSMHKEH NPOBEPUTD,
06HOBWACA N haiina - 1 B criydae 0OHOBNEHWS 3arpy3nTb akTyasibHyH0 Bepcuto dhaina.

B xone npoBepkn AVZ B akTUBHOE OKHO BBOAUTCHA TEKCTOBas
CTPOKa C TeKCToMm "test”

B xoae npoeepkn komnbloTepa AVZ B akTUBHOE OKHO MOXET ObITb BBEAEHA A/IMHHAsA CTPOUKa
(TvnoBoe coaepxmMmoe - NoBTopsitoLLeecs ¢rioBo test). MpuunHa - pabota aHTukelinorrepa AVZ,
KOTOPbIV UCNOMb3YeT B CBOEW paboTe NoBeAeHYEeCKnin aHanm3aTop. 4ns paboTbl NoBeAeHYECKNA
aHanmMsaTop aMynuMpyeT cobbiTus Tvna "knasmartypa” n "Mbllb", N N3y4aeT peakumto Ha H1UX co
CTOPOHbI NOA03pPEBaAEMbIX 6MBANOTEK. ECNN aKTUBHBLIM ABNSETCSA OKHO AVZ, TO BCE NPOUCXOANT
KOPPEKTHO, B MPOTUBHOM C/ly4yae BO3HMKAET ONUCaHHas Bbllle cuTyauus.

Mop Vista He paboTaloT HeKoTopble PyHKUnUN AVZ

Mo Windows Vista 64-bit He dyHKUMOHMPYOT KernelMode kOMNOHEHTbI AVZ - 3TO CBSA3aHO C TEM,
yto AVZ He nopaepxuBaeT 64-bit nnatdopmel. MNopg Vista 32-bit Bce f0MKHO (OyHKLUMOHMPOBATbL, HO
crefyeT y4yecTb, 4TO nog Vista MpUNOXEHUA NO YMOSIYaHUKO 3aryCKatoTCA C OrpaHWyeHHbIMU
npusuaernaMun. nsa sanycka npuioXkeHus ¢ npasamMmyv agMuUHUCTpaTopa HeO6X0AMMO BbIAENNUTL avz.
exe B NPOBOJHUKE, BbI3BATO KOHTEKCTHOE MEHIO (NpaBas KHOMKa MbILWN) U BblIBpaTb MyHKT "3anycTutb
npunoXxeHve c npasamy agmuHucTparopa“. Nocne atoro 6yaeT BblgaH 3anpoc cuctembl UAC c
npocb60li NoATBEPAMTL ONepauuio.

OcobeHHOCTM NpumeHeHua AVZ Ha Windows Server 2003

B cnyua 3anycka AVZ Ha cepBepe crieflyeT co6/1104aTb 0COBY0 OCTOPOXHOCTb U BK/lOYaTb
NevyeHue / aBToMcnpaB/ieHe TOMbKO TOrAa, Kor[a ecTb NoJiHasi yBepeHHOCTb B HaA06HOCTHU
noao6HOro ncnpassieHns !

TunoBble NPO6/iEMbI MOTYT 6bITh CBSI3aHbl C PSAO0M MOMEHTOB:
1. B cnyuae 3anycka AVZ U3 TepMUHa/IbHO CECCUM CUCTEMA NEPEAAET eMy HEKOPPEKTHBIN MyTb K
CUCTEMHOI Marnke - BO3BpalLLaeTMblii CUCTEMOI MyTb yKa3blBaeT B NPOu/ib NO/b30BaTeNsA. ITO

MOXET NpMnBeCTU K c6osim B paae meHenxepos, B HaCTHOCTU B aHa/In3aTope own6ok SPI

2. Ha cepBepe MoryT neproguyecku 3anyckatbecs U 3aBepluaTbcsi DOHOBbIE NPOLLECCHI. TO MOXET
nprBOAUTL K c60s1B B paboTe aHTVPYTKNATA, B YACTHOCTM OH MOXET NOA03PEBATb MACKUPOBKY
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HEKOTOPbIX NPOLIECCcoB

3. Helitpanusauns nepexsartos B Kernel Mode, Moandmnkaums HacTpoek SPI, paboTa ¢ aBTo3anyckom
1 T.M. OKa3blBaeT r/106a/1bHOE BO34ENCTBME HA CUCTEMY, MO3TOMY HEOGXOAMMO BbINOHATL AaHHbIE
onepauum ¢ 0Co60 0OCTOPOXKHOCTbIO

14.14 Y10 penatb, ec/in BpeAaoHOoCHasa nporpamMmma 6/10KMpyeT 3anyck
AVZ ?

B aToi1 cutyauun cnegyer:

1. MepeumeHoBaTb Nanky AVZ, 3agatb el HeCMbICNOBOE MMs Tuna X54S nnm pacnpocTpaHeHHoe
Tuna Soft, Game n T.n.

2. MNepenMeHoBaTb avz.exe B YTO-TO TuNa test.exe, game.pif, program.com

3. 3anyckatb AVZ c Ko4oM: avz.exe ag=y (B 3TOM cny4dae npu 3anycke AVZ Bkntovaetca AVZGuard,
nofpo6HOCTY O K/TtoYe CM. B pasgene CrneumanmsnpoBaHHble kioun| )
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15

15.1

15.2

CKpuNTbI yrpaB/eHus

BBeaeHve

Kak nssectHo, AVZ ncxogHo 3agyMblBaUICA Kak yTuauta gnsa cucagmmHa. lNpu aTom nposepka
KOHKPETHOIo KOMMNbloTepa yAo6Ha B cyyae 3anycka AVZ BpyUHYIO 1 paboTkl B AVanioroBOM pexvme.
OpHako ans onepaTvBHON NPOBEPKM 60/1bLIOro KosimyecTsa MK nnu ansa BbINOHEHUSA UX
nepvoamnyeckoli NPOBEPKY B XOAe 3arpy3kn Heo6xoArMa BO3MOXHOCTb aBToMaTusaumu. Nepsbiv
LUaromM B 3TOM Hanpas/ieHnn 6blna nogaepxka Knoyein KoMmaHAHON CTPOKU. OHaKO K/I4uM NO3BOSAIT
HacTpouTb AVZ, HO He AatT 0c060Ii TMBKOCTU B paboTe C HUM. M03ToMy HaunHasi ¢ Bepcun 3.80
BBeJleHa Nnogaepxka BHELLHNX CKPUMTOB YNpaB/ieHNs, KOTOPble MOTYT CO34aBaTbCs
afMVHUCTPATOPOM.
CKpvnT NO3BOJISET:

MogudmumpoBaTtb Bce HacTpoikn AVZ

3anyckarb NpoBepKy U NeveHne 3afaHHbIX Nanok 1 4UCKOB

CoxpaHATb NPOTOKO/IbI (MPUYEM B MPOTOKOS1 MOTYT BHOCUTBLCS MOSAACHAOLLME AaHHbIE)

BbINONHATL NccnefoBaHne CUCTEMbI

MomeLaTb B kKapaHTuH dhalisibl (yKasaHHbIX (haitfioB nnyn aBToKapaHTWH)

Mpon3BOANTL MOUCK K/TACCOB C BO3MOXHOCTbIO KapaHTWHA CBA3aHHbIX C HMK haiisioB

BbinonHATh 6/10KMpoBaHne nepexsatyunkos UserMode n KernelMode

NaBHO 0COGEHHOCTLIO CKPUNTA SIBISIETCH BO3MOXHOCTL MCMOSIb30BaHWS B HEli YC/TOBHBIX
ONepaTopoB 1 UMK/OB, OGBSABIATL NEPEMEHHbLIE PA3/IMYHLIX TUMOB, MPOBOAMTL ONepaLmy ¢ YiCIaMm
1 CTpokamu. Bce 3T0 NO3BOJISIET peLlaThb Psif COXHbIX 3aa4, peasim3anusi KOTOPbIX HEBO3MOXHA C
MOMOLLbHO K/HOYEl KOMaHAHOM CTPOKY - HaNpUMep, NPOBOAUTL U36MpaTe/ibHY HAacTpoiiky AVZ ans
kaxxgoro nposepsiemMoro MK, NpoBoANTL fleYeHNe onpesenieHHbIX NanokK 1 .M.

CTpyKTypa cKpunTta

B npocTeliwem B1ae CKpUNT ynpasneHns umeeT BUA:
begin

--- KOmMaHAbl ckpunTta ...
end.

|_|pl/l Heo6X0,EI,VIMO0TVI 0b6bABNEHNA nepemMeHHbIX ,D,O6aBI'IF|eTCF| cekynA 06bABNEHNS nepemMeHHbIX:
var
S : string; // 06bsiBNEHMEe NepemMeHHol Tuna '‘cTpoka’
begin
... KOMaHgbl ckpunrta ...
end.

Kak BUAHO 13 NPUMEPOB, CUHTAKCUC UAEHTUYEH A3biky Pascal. CKpuUnT MOXET cogepkaTb
KOMMEHTapuu, KOTOpble HE B/IMSILOT HA €ro BbIMOSIHEHUE U NpefHa3HaYeHbI AJ1s1 BDEMEHHOTO
OTK/TOUEHUSA (PPArMEHTOB CKpUMTAa UW 47151 KOMMEHTMPOBAHMWS ONUCAaHHbLIX B HEM onepauuii.

begin

// 3TO nepBbii BUA KOMMEHTapus

{ A 3TO - BTOpPOWN BUA KOMMEHTapusa }
end.

B ckpunTe noaaepXMBaeTcs HECKO/IbKO TUMOB NEePEMEHHBIX, B YHaCTHOCTY string (cTpoka), integer (
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Lenoe 4ymcao co 3Hakom), double (uncno c nnaBatowein  TOUKOI).

15.3 procedure Sleep
procedure Sleep(Alnterval : integer);

BbINoO/HAET NpMOCTaHOBKY ckpunTa (M Bcero AVZ B LefioM) Ha YKa3aHHbI HTepBas1 BpPEMEHM.
VIHTepBaU1 3aZiaeTcs B CeKyHAaXx.

JaHHasa komaHga nosesHa B Hadasle ckpunTta B cnyyae 3anycka AVZ n3 aBrosarnycka - 3afiepxka Ha
60-80 cekyHA, nosiesHa, YToobl He 3aMeaNATb NPOLLECC 3arpy3Kn CUCTEMBI.

MNpumep:
AddToLog("BuinonHsaem 3agepXxky Ha 15 cekyHn °);

Sleep(15);
AddToLog("15 cekyHg npownu, npogosmkaem padoTy”);

15.4 procedure ActivateWatchDog
procedure ActivateWatchDog(Interval : integer);

AKTMBMPYET CTOPOXEBOI Tailmep. MapameTp Interval coaepXxuT MHTepBas BPEMEHMW B CEKYHAAX.
CTopoxeBoii Talimep NO3BOSET OrPaHNYMTL BpeEMS paboTbl AVZ 1 NPUHYANTE/bHO 3aBEpLUNTL ero
paboTy B c/iyvae HenpeasuaeHHON OCTaHOBKN.

MNpumep:

ActivateWatchDog(60 * 5); // lMpuHyanTesibHOe 3aBepleHue pabdoThl
AVZ 4yepe3d 5 MUHYT

15.5 procedure SetupAvZ

procedure SetupAVZ(S : String);

Mpon3BoanT HacTpoiiky AVZ. B kauecTBe napameTpa ykasbliBatoTCs /110601 napameTp KOMaHAHOiA
CTPOKM (TONbKO OAMH NapameTp).

B npegenax ckpunTa AonycKaeTcsi MHOTOKpaTHbI BbI30B SetupAVZ, Kaxablii BbI30B Mogudmumpyet
OfVH U3 NapameTpoB. MapameTpbl NOAPOGHO oNuUcaHbl B pasaene "[lapamMeTpbl KOMAHAHO CTPOKM| 937

Mpumep 1:
SetupAVZ("UseQuarantine=Y"); // BknwyeHne KapaHTuHa

MNpumep 2:

iIT GetComputerName = "PUPKIN® then
SetupAVZ("UseQuarantine=Y"); // Bknw4yeHne KapaHTuHa
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15.6 procedure RunScan
procedure RunScan;

3anyck cCKaHMpPoBaHUsI. BbINO/IHEHWE CKPUMTa NPOAOHKMTCS NOC/Ie 3aBEPLUEHNS CKAHUPOBAHNS.
HacTpoiiku ckaHMpoBaHWs A0/MKHbI 6bITh 3a4aHbl 10 BbI30Ba RunScan.

15.7 procedure ExitAVZ
procedure ExitAVZ;

3aBeplieHune paboTtbl AVZ. MNpUMeHSETCS B Ka4eCcTBe Noc/efHen KomaHabl B CKpUnTax,
paccyMTaHHbIX Ha aBTOMaTUYEeCKOe BbIMONIHEHNE

15.8 function GetSystemBootMode
function GetSystemBootMode : integer;

BosBpallaeT Ko, COOTBETCTBYHOLLWIA pexrmy, B KOTOPOM 3arpyxeHa Windows.
MopaepXuBaloTCs Creayiolme Koapl:

0 - 3arpyska CMCTEMbI NPoBefeHa B 06bIYHOM peXume

1 - 3arpy3ka B pexume 3aLinTbl 0T c60eB

2 - 3arpyska B pexviMe 3aluThl 0T CO0EB C NOALEPKKON CeTU

Mpumepsl:

begin

AddToLog("Cucrtema 3arpyxeHa B pexumve = +
InttoStr(GetSystemBootMode));

end.

begin
iIT GetSystemBootMode <> O then begin

AddToLog("MpoBepka B pexume 3awnTbl OT cboeB 3abnoKupoBaHa
1)

exit;

end;
end.

15.9 function GetEnvironmentVariable

function GetEnvironmentVariable(AName : string):string;

3anpaluvBaeT 3HauYeHMe yKa3aHHOW NepeMeHHOM OKPY>XEHWS.

COBMECTUMOCTb: AVZ 4.26 U Bbille

Mpumep:
begin
AddToLog("SESSIONNAME = * + GetEnvironmentVariable("SESSIONNAME®));

AVZ, (C) 3aiiues O.B., http://z-oleg.com/secur



108 AVZ - cnpaBKka nNo paboTe ¢ NporpamMmori

end.
15.10 VHdpopmMaumsa o KoMmnbloTepe

15.10.1 function GetComputerName

function GetComputerName : string;

BosBpalllaeT ceTeBoe UMs KoMMnbloTepa. CeTeBoe MMs BCerfia BO3BpalLllaeTCcsl B BEPXHEM pernctpe
[LNS1 yNPOLLEeHUsI CPaBHEHNSA 1 aHa/Im3a.

Mpnmepbl NPUMEHEHUA:

1. AddToLog("MpoTokon c komnblTepa "+GetComputerName);
B OaHHOM npumMepe B NPOTOKO/T BHOCUTCA CTPOKa, coAepXallad Tekyulee nMa KoOMNbrTepa

2. 1T GetComputerName = "PUPKIN® then begin

SetupAvZ("DelVir=Y"); // Bkw4yeHue neyveHus
SetupAVZ("UseQuarantine=Y"); // llcnonb3oBaHne
aBTOKapaHTuHa
end;

B paHHOM npumepe ansa komnblotepa ¢ nmeHem PUPKIN npoBoasaTca HekoTopble MHANBUAYa/IbHbIe
onepauuv (B faHHOM C/lydae BKIOYAETCS NleYeHre 1 UCMoNb30BaHne KapaHTHa)

3. 1T pos("ASU_", GetComputerName) = 1 then
EXItAVZ;

B gaHHOM npumepe AN KOMMNbTEPOB, UMS KOTOPbLIX HaYnMHaeTcs ¢ ASU_ nponsBoanTcs
Hemen/1eHHbIN BbIxog n3 AVZ

15.10.2 function GetComputerComments

function GetComputerComments : string;

Bo3sBpalliaeT TEKCTOBOE OnvcaHne KoMNbloTepa, KOTopoe ykasbiBaeTca B nose "OnucaHve"” B
HacTpoikax UMeHn KoMnbloTepa. JaHHasa yHKUUS nosie3Ha B KOpnopaTuBHON ceTu Npy yC/10BUM
3anoJ/IHEeHNS ONMUCcCaHNs KOMNbIOTEPOB AaHHbIMW O €ro MeCTOMNOIOKEHUN N OTBETCTBEHHOM 3a [AaHHbIi
KOMMbIOTEP NONb30BaTere.

MNpumep:

begin
AddToLog("OnucaHne komnblTepa = "“+GetComputerComments);
end.

15.10.3 function ISNT

function IsNT : boolean;

BosBpaulaert true, ecnm ycTaHOBMIEHHAs Ha KOMMboTepe Bepcusa Windows oTHocuUTCA K nnartcopme
NT (NT, W2K, XP, W2K3, Vista) u false gna nnatgopmbl WX.

COBMECTUMOCTb: AVZ 4.26 U Bbille
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15.11 B3aumopgeiicTBue C Nosib30BaTesieM

15.11.1 procedure ShowMessage

procedure ShowMessage(AMsg : string);

Mpoueaypa ShowMessage BbIBOAMT TEKCTOBOE co0bLLEHMe AMSQ Ha 3KpaH. BbinosiHeHMe ckpunTa
OCTaHaB/MBaeTCA A0 TeX Nop, Noka Nnosib3oBaTesib He HAXXMET KHOMKy "OK" B OKHe C COObLLEHMEM.

15.11.2 function InputBox
function InputBox(ACaption, APrompt, ADefault: string): string

PyHKUMA InputBox BbIBOAMT Ha 3KpaH AMasioroBoe OKHO C NnosieM BBoAa. 3arosioBOK OKHa
onpegensietcs napameTpom ACaption, npurnaweHve anas BBoga AaHHblx - APrompt. 3HaveHune
ADefault BBOAMTCS B CTPOKY B KQ4eCTBE 3HAYEHMSA N0 YMOAYaHuUo. B OkHe nmeeTcs aBe KHOonkn - OK 1
OTtmeHa. PaboTa ckpunTa ocTaHaB/MBaETCA A0 HaxaTus Ha kHonky "OK" nam "OTMmeHa" B okHe BBOAA.
Mpu HaxxaTum OK dyHKUMS BO3BpALL@eT 3HaYeHve, BBeAeHHOe nosib3osatesieM. Mpu HaxaTnm KHOMKK
"OTMeHa" BO3BpaLlaeTcs 3Ha4YeH1e no ymonvaHuio, 3agaHHoe napametpom ADefault.

var
txt : string;
begin
txt := InputBox("3aronoBok okHa", "BBegute CTpoOKy:", “CTpoka

No yMO/4YaHun") ;
ShowMessage("BBefeH TekCT =""+tXt+""");
end.

15.11.3 function MessageDLG
function MessageDlg(Msg: string; DIgType: TMsgDlgType; Buttons: TMsgDIlg

[aHHas dyHKuMs oTobpaxaeT Ha akpaHe cTaHJapTHOe AMaoroBOe OKHO U BO3BpaLLaeT Kog KHOMKW,
HaxaTol nosib3oBartesieM B AMaNOroBOM OKHe. MpuMeHeHue gaHHo yHKLMM NO3BONSET CO34aBaTb
WNHTEPaKTVBHbIE CKPUNTHI.
MapameTpbl:
Msg - TEKCT coobLLeHMsA 1AM BONPoca, BbIBOAUMOIO B ANA/I0TOBOM OKHE
DIgType - TMn gnanoroBoro okHa. 15 3agaHvsa Trna A4MasioroBoro okHa npeaycMoTpeH Habop
KOHCTaHT:

mtWarning - npegynpexgeHune

mtError - owmnbka

mtinformation - nHcopmayus

mtConfirmation - 3anpoc nogTBEPXAEHMSA
C TexHU4YecKol TOUYKM 3pEHUs TUM AMasIoroBOro OKHa onpefensieT 3aro/loBoK OKHa 1 0TOOpaxaemyto B
OKHE WMKOHKY.

Buttons - kof, onpeaenswoLmii, Kakoin Habop KHOMOK HEOH6XOAMMO O0TOOPA3UTL B AMASIOTOBOM OKHE.
[nsa 3agaHma Habopa KHOMOK NpeAyCMOTPEH HAbOP KOHCTaHT:

mbOk - "OK"

mbCancel - "OTmeHa"

mbYes - "[a"

mbNo - "HeTt"

mbAbort - "MpepBaTb",

mbRetry - "MoBTOPUTL",
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mblgnore - "VIrHopupoBsaTb”

Ecnun TpebyeTcsa 0To6pa3nTb HECKOSIbKO KHOMOK, TO KOA Habopa KHOMOK noyvyaeTcs
CYMMMPOBaHMEM KOHCTaHT (Hanpumep, mbYes+mbNo).
HelpCtx - kog, pa3gesna cnpaBo4HOR CUCTEMbI, B MOMb30BATE/IbCKMX CKPUNTaX AO/MKEH ObITb PaBeH
HY/TH0

PyHKLMA BO3BPpALLAET KOZ, HaXKATOMN KHOMKK:
mbOK - kog 1
mbCancel - kog, 2
mbYes - kog 6
mbNo - kog 7
mbAbort - kog 3,
mbRetry - kog 4
mblgnore - kog, 5

Mpumepsbt:

var
Res : integer;
begin
Res := MessageDLG("BbinonHntb onepauun ?°, mtConfirmation, mbYes+mbNo,
AddToLog("Kopg pe3ynbtaTta = " + Inttostr(Res));
end.

Mpumep aHanM3a koga:

var
FileName : string;
begin
FileName := "c:\trojan.exe";

IT MessageDLG("YpgannTtb tainn ""+FileName+"" ?", mtConfirmation, mbYes+m
DeleteFile(FileName);
end.

15.12 ABTOMaTnyeckoe obHoB/IeHune

15.12.1 function ExecuteAVUpdate

function ExecuteAVUpdate : boolean;

BbinonHeHne o6HoBMeHNsA 6a3 ytunutbl AVZ yepes ViHTepHeT. MNMapameTpbl 405 yHKLUMM He
TpebyloTcs, 06HOB/IEHME NPOM3BOANTCA C OAHOr0 M3 CePBEPOB, coaepxallmx obHoBneHne. Cepsep
BblOMpaeTcs cryyaliHbiM 06pa3om

MNpumep:

begin
iIT ExecuteAVUpdate then

AddToLog("0O6HoBneHne AV 6a3 yCMewHO BbIMNO/IHEHO™);
end.
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15.12.2 function ExecuteAVUpdateEXx

function ExecuteAVUpdateEx(AServerURL : string; AConnectMode
: byte; ProxyServer, ProxyUser, ProxyPass : string) : boolean;

BbinonHeHne obHoBneHns 6a3 ytunutel AVZ vepes ViHTepHeT. AHanornyHa ExecuteAVUpdate, Ho
nNpoBOAUT OOHOB/IEHNE COrNacHO 3a4aHHbIM NapameTpaM ¢ ykasaHHoro URL, 4TO B 4aCTHOCTHU
Nno3BoNsieT 0OHOBNATL 6a3bl C CepBepa B /I0Ka/IbHOI CeTH.

MNapameTpbl:

AServerURL - URL cepBepa, ¢ kOTOporo nposoanTtcst o6HoBneHne. Ecnn Bmecto URL ykasatb
NyCTyl0 CTPOKY, TO B Ka4eCTBe UCTOYHMKA OOHOBNEHNS CyYaiiHbIM 06pa3omM 6epeTcsi OAuH 13
cTaHgapTHbIX URL (cny4aiiHblii BbIGOp NO3BOASET pacnpenensitb Harpy3ky Mexay UCToOYHMKamm
OGHOB/MEHNS).

AConnectMode - kog pexuma coeHEHUSI:

0 - coeagnHeHne B COOTBETCTBUM C HacTpolikamu Internet Explorer. B 3ToM pexume napameTpbl
ProxyServer, ProxyUser, ProxyPass UTHOpPUpPYTCS;

1 - npaAmoe coegunHeHne. ONTUMasIbHO 4715 KOMNbIOTEPa, NMELOLLLEro nNpsiMoii Bbixos B IHTepHeT. B
3TOM pexunme napameTtpbl ProxyServer, ProxyUser, ProxyPass UrHopumpytorcs;

2 - coeguMHEHNe Yepes NPOKCK cepBep, He TpebyoLwmii asTopu3aummn. B aTom pexnve B
06sa3aTe/IbHOM NopsiAKe AO/MKEH ObITb yka3aH ProxyServer, yepes KoTopblii 6yaeT BeCTUCh paboTa,
napameTpbl ProxyUser n ProxyPass UrHopupyrTcs;

3 - coeguMHeHNe Yepes NPOoKCK cepaep, Tpebyownii agTopnsaunn. Pexnm aHanormyeH pexmmy 2, Ho
06s3aTeIbHO 3anosiHATCA NapameTpbl ProxyUser, ProxyPass.

4 - coeguHeHMe Yepe3 NPoKCK cepeep, TpebyLwnini asTopmsalmm no npotokony NTLM. Pexum
aHas10rMyeH pexummy 3.

ProxyServer - ums nnu IP agpec npokcu-cepepa, MMEeT CMbIC/T TOSIbKO B pexumax 2 1 3.

ProxyUser - nmsi nonb3oBaresnia 4151 aBTopy3anny Ha MPOKCK CepBeEpPe, MMEET CMbIC/ TOMBbKO B
pexume 3

ProxyPass - naponb nosib3oBatens Asasi asTopmsaunm Ha NPOKCK cepBepe, MMEET CMbIC/T TOSIbKO B
pexume 3

MNpumepsl:

begin

iIT ExecuteAVUpdateEx("http:\\my server.com\avz_av_update\-”,
0, "","","") then

AddToLog('O6HOBneHme AV 6a3 (no HacTpoikam IE) ycnewHo
BbIMO/IHEHO ™) ;
end.

begin

iIT ExecuteAVUpdateEx("http:\\my_ server.com\avz_av_update\”,
1, *7,"","") then

AddToLog('O6HOBneHme AV 6a3 (npsimoe coegviHeHue) ycnewHo
BbIMO/IHEHO ™) ;
end.

AVZ, (C) 3aiiues O.B., http://z-oleg.com/secur



112

AVZ - cnpaBKka nNo paboTe ¢ NporpamMmori

15.13

begin

iIT ExecuteAVUpdateEx("http:\\my server.com\avz_av_update\-”,
2, "myproxy","","") then

AddToLog("0O6HoBneHne AV 6a3 (Proxy cepBep 6e3 aBTopusauuun)
yCnewHo BbLIMOJIHEHO™) ;
end.

begin
iIT ExecuteAVUpdateEx("http:\\my server.com\avz_av_update\”,
3, "myproxy", "Pupkin®, "TopSecretPasswd") then
AddToLog("0O6HoBneHne AV 6a3 (Proxy cepBep c aBTopu3auuein)
yCnewHo BbLIMOJIHEHO™) ;
end.

PaboTa C NpoTOKOJ/I0M

15.13.1 procedure AddToLog

procedure AddToLog(S : String);

BbinonHseT o6aB/ieHre B NPOTOKOS yKa3aHHON CTPOKW. [laHHas yHKLUA none3Ha as perucrpauum
HEKOTOPO UHhopMaLMK, KOTOPYHD pa3paboTumnK
CKpWMTAa XXenaeT BHECTU B NMPOTOKOJI.

MNpumep:
AddToLog("MNpoTokon c komnbiTepa "+GetComputerName);

15.13.2 procedure SavelLog

procedure SavelLog(S : string);

CoxpaHeHvie npoTokosia B thaiin. ®aiin MoXeT pasMeLaTbes B ceTu. Ecnn ykasaHHbIi B UMEHN
thalina npoTtokona nyTb He CylLecTBYeT, TO Nepes, coxpaHeHuemM dpaiina npoTokona genaercs
MonbITKa CO3aHunsa 3Toi nanku. Ecav no ykasaHHOMY NyTy yXXe CyLLecTByeT dhaiifl ¢ ykazaHHbIM
MMEHEM, TO OH 3aTNPAETCS COXPaHAEMbIM NPOTOKO/IOM Ge3 BbIBOAA 3aNpOCOB UM NpeaynpexaeHuii.

MNpumepsbt:

SaveLog("c:\avz_log.txt");
SaveLog("\\my_server\avz_logs\avz_~"+GetComputerName+~ _.txt");

15.13.3 procedure SaveCSVLog

procedure SaveCSVLog(S : string);

CoxpaHsieT npoTokon B oopmaTe CSV. NpoTokon B hopmaTe CSV coaepXuT Tpu Nons, pasgeneHHbIx
CMMBO/IOM ";" - UMS dhalina, Kog, CoOObITUS U TEKCTOBOE NpMMeYaHue.

MopaepxmBaroTCcsa cregyloLwmne Koabl COObITUIA:

1 - BpefoOHOCHasA nporpamma

2 - nogo3peHune hainnoBoro ckaHepa Ha BpegoHOCHYI0 nporpammy

3 - Nof03peHne aBpuCTUKa

4 - nogo3peHne aHTUpyTKnTa
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5 - noao3peHne aHTukennorrepa

MNpumep:
SaveCSVLog(“c:\avz_log.csv™);

15.13.4 function AddLineToTxtFile
function AddLineToTxtFile(AFileName, S : string) : boolean;

[ob6aBnsieT CTPoKy S K TekcToBoMy haiiny ¢ nmeHem AFileName. ®aiin co3gaetcs B c/iyvae ero
OTCYTCTBUS U OTKPbIBAETCA B C/lydae Hamuus, 3akpbiTve galina nponsBognTcs cpasy nocne
[ob6aBneHns CTPokK. [JaHHasa yHKUMS yao6Ha An1s hopMUpoBaHnst CBOAHbLIX MPOTOKO/I0B U BEAEHMS
€e[MHOro NPoToKOa € AaHHbIMU A5 agMUHKUCTpaTopa.

B nmeHm chaiina AonycTMmo ykasbiBaTb MaKpOChl, NogpobHee CM. B pa3gese "Makpochl, A4oNyCTUMbIe
B MeHax haiifio Eé

dyHKLMA BO3BpALLAET true B C/iydae ycnewHoro obaBneHns cTpoku K doainy u false B cnyyae
oLIn6KuN.

Mpumep:

1. MpocTeiwmin npumep:
begin

AddLineToTxtFile("c:\log.txt", "CoobueHune");
end.

2. MpumMep reHepaumy NPOTOKOMA, CTPOKM KOTOPOro coagepxaT AaTty, Bpems 1 nMs komnboroTepa:
begin
AddLineToTxtFile("c:\log.txt",
DateTimeToStr(Now)+*" "+GetComputerName+" :
"+
"CoobueHne");
end.

15.14 KapaHTuH 1 nanka Infected

15.14.1 procedure ExecuteAutoQuarantine

procedure ExecuteAutoQuarantine;

BbINosiHEHNE aBTOMATNYECKOTO KapaHTUHa (halifioB, KOTOpbIe He OMo3HaHbl Mo 6a3e 6e3onacHbIx. B
Takoii KapaHTWH NoNajalT BCe 3arpyXeHHble npolecchl/DLL/apaliBepbl, 3/1EMEHTbLI aBTO3anyckKa.

Mpumep:

begin
ClearQuarantine;
end.

15.14.2 function CreateQurantineArchive

function CreateQurantineArchive(AFileName : string) :
boolean;
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dyHKUMA co3paeT apxumB ¢ dhalinamm, NoOMeLLEHHbIMW CEroA4HA B Narnky kapaHTuHa (T.e. bepyTcs Bce
channbl 13 nanku Infected, cooTBeTCTBYIOLWEN TeKyLel aaTte). ApxnB umeeT ZIP dpopmat, naponb -
virus. Ecnu ykaszaHHas B napameTpe AFileName nanka He cywecTByeT, TO Nnepes CoxpaHeHnem
apxvBa fgenaeTcs nonbiTka co3aathb ee.

MNpumep:

begin

// OuncTka KapaHTuHa

ClearQuarantine;

// ABTOKapaHTWH

ExecuteAutoQuarantine;

// Co3pgaHve apxuBa C (aisiamm, MOMeWeHHbIMM B KapaHTUH
CreateQurantineArchive(GetAVZDirectory+ quarantine.zip®);
end.

15.14.3 function CreatelnfectedArchive

function CreatelnfectedArchive(AFileName : string) : boolean;

dyHKUMA co3gaeT apxuB ¢ halinamu, nomelleHHbIMK cerogHs B Infected (T.e. 6epyTca Bce haiinibl n3
nanku kapaHTMHa, COOTBETCTBYHOLLEN Tekyllel gaTe). ApxvuB umeeT ZIP doopmart, naponsb - virus. Ecnn
ykasaHHasi B napameTpe AFileName nanka He CylecTBYeT, TO Nepes COXpaHeHeM apxmBa AesaeTcs
nonbITka co34aThb ee.

MNpumep:

begin
// Co3paHne apxuBa c cogepxumbiv nankun Infected

CreatelnfectedArchive(GetAVZDirectory+"infected.zip~);
// ABTOKapaHTWH

ExecuteAutoQuarantine;
end.

15.14.4 function QuarantineFile

function QuarantineFile(AFileName, AMsg : string):boolean;

KonuposaHue ykazaHHoro doaiina ¢ umeHem AF T leName B kapaHTuH. Mpu nomelleHrne B KapaHTUH
B onucaHue daiina BHOCUTCA TEKCT

13 napameTpa AMsg. Ecnn goaiin yxe ecTb B KApaHTUHE UK OH OMo3HaH No 6a3e 6e3onacHbIX, TO
KONMpoBaHWe B KapaHTUH 6/10KMpyeTCs.

Ecnu haiin HailieH 1 ycneLuHo CKONMPOoBaH B KapaHTWH, TO qoyHKLMA BO3BpaLLaeT true.

Ecnu chaiin He HaiiieH Uimn nomelleHne B KapaHTH 6/10KMPOBaHO Mo NpuYnHE Hanuuua gaiina B
6a3e 6e3onacHbIX, TO BO3BpallaeTcs False.

B MMeHu haiina AonycTUMbI Makpochl [150), B yacTHOCTU:
%WIinDir% - nonHblii NyTb B nanke Windows
%System32% - NOAHbIA NyTb K nanke System (B Win9x) unu System32 (8 NT/W2K/XP ...)

Ha 3ameTky:

Ecnu doyHKkumMm QuarantineFile He ykazaHO nosiHoe nms dpaina, To genaeTcs nonbiTka noncka gaina,
B XOZle KOTOPOro KPOMe LUTaTHOro noucka nepebuparTcs TUNOoBbIE BapuaHTbl MECTOMNOOXEHNS
chaiina, B 4aCTHOCTM NPOBEPAIOTCSA BapuaHThbl "nMms haiina + nytn K CMCTEMHbIM Nankam". 3710
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Aenaetca ans Toro, YTobbl MOBLICUTL BEPOATHOCTb KapaHTUHA HY)XHbIX haiinos Ansa nccnefoBaHus
MNpumep:

QuarantineFile("%System32%\vbsys2.dll",

"MNogo3putenibHoe MMA, BO3MOXHO Trojan.Agent®);
QuarantineFile("%WinDir%\vbsys2.dll",

"MNogo3putesnibHoe MMA, BO3MOXHO Trojan.Agent®);

B umenn chaiina gonyckatoTcs Macku, cogepxawpe "*" n "?", Hanpumep:
QuarantineFile("%System32%\vbsys*.dIl ",
"MNogo3putesnibHoe MMA, BO3MOXHO Trojan.Agent®);

Mpwn yKkazaHMM Macku NpoM3BOANTCA MOUCK NoAxoasALmMX hainos, 1 BCce HalgeHHble dalinbl
[06aBASTCA B KAPaHTYH.

B cnyyae Heob6xoammocTu nanka Quarantine MoxeT 6bITb NepemMell,eHa B NH060I KaTanor C NOMOLLbHO
K/toYa KoMaHAHoM cTpokn QuarantineBaseFolder| 9. B aTom cnyyae HacTpoiika nanku kapaHTuHa
[O/MKHa NPOVN3BOANUTLCS A0 OnepaLyii ¢ KapaHTUHOM.

MNpumep:

begin
// HacTpolika MecTornosioxeHns nankym KapaHTuHa
SetupAVZ("QuarantineBaseFolder=c:\avz4\");
// KapaHTuH ®aina
QuarantineFile("%System32%\vbsys2.dIl",
"MNMogo3puTtenibHOEe MMA, BO3MOXHO Trojan.Agent®);

end.
15.14.5 function ClearQuarantine
function ClearQuarantine:boolean;
BbinonHseTt O4YNCTKY KapaHTUHa. UncTtuTca ToMbKO nanka KapaHTuHa 3a TEKYLUY aary.
Mpumep:

begin

// OuucTka KapaHTuHa
ClearQuarantine;
end.

15.15 ®dyHKUMM 3anpoca nHpopmaunm o AVZ

15.15.1 function GetAVZDirectory
function GetAVZDirectory : string;

BosBpaliaeT nosHblii NyThb (C 3aBepLuaowmm \' Ha KOHUE) K narnke, U3 KoTopoii 3anyueH AVZ.

Mpumep:
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begin

// Co3pgaHve apxuBa C (aisiamm, MOMeWeHHbIMM B KapaHTUH
CreateQurantineArchive(GetAVZDirectory+ quarantine.zip®);
end.

B gaHHOM npumepe halin ¢ NOMELLEHHbIMW B KapaHTUH oaiinaMm co3gaeTcs B nanke AVZ.
15.15.2 function GetScanPath

function GetScanPath:string

Bo3BpalyaeT CnMCcoK CKaHnpyeMbix Nanok. Ecnv 3agaHo ckaHMpoBaHWE HECKOMBbKMX Nanok, TO OHK
pa3fensTcs TOUKON ¢ 3ansiToi.

MNpumep:

var
s : string;
begin
setupavz(“scan=c:\Program Files");
setupavz(“scan=c:\windows");
addtolog(*CkaHupywTtca: * + GetScanPath);
// BbigeneHve nepBOro CKaHMpPyemoro karasiora
S := GetScanPath;
iIf pos(";", s) > 0 then
s 1= copy(s, 1, pos(";", s) - 1);
addtolog("lMepBasa ckaHupyemaa nanka = " + S);
end.

15.15.3 function GetAVZVersion

function GetAVZVersion : double;

BosBpawaet Bepcuto AVZ B BMAe Ynicna c nnasarLlen 3anatoii. CnegyeT NOMHUTb, Y4TO ycnosus "="
K NepeMeHHbIM C NiaBatoLeil 3ansaTol NPYMEHATbL HE PEKOMEHYETCS.

MNpumep:

begin

iIT GetAVZVersion < 4.20 then begin

AddToLog("Ana paboTbl cKpunTa Heobxoguma Bepcust AVZ He MeHee
4.20%);

AddToLog("Tekywasa Bepcusa - “+FormatFloat(*#0.00",
GetAVzVersion));

exit;

end;
end.
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15.15.4 function GetAVZVersionTxt

function GetAVZVersionTxt : string;

MonyyeHne Bepcum AVZ B TEKCTOBOM BUZE. Bo3BpalllaeTcsl CTPOKa, BbIBOAMMAS B KONMPANTLI
MPOTOKO/I0B (OHA COAEPXKUT BEPCUIO U ATy €€ BbIMyCKa).

15.15.5 function GetAVZSvcName
function GetAVZSvcName(ID : integer) : string;
Bos3Bpawaet nmsi cnyxobl AVZ ¢ ykazaHHbIM UAEHTUNKATOPOM.

COBMECTUMOCTb: AVZ 4.26 U Bbille

15.16 NHTepdoenc AVZ

15.16.1 procedure UnLocklinterface

procedure UnLocklInterface;

PasbnokupyeT nHtepdpeiic nporpammbl AVZ ans nonb3oBatens. Bbi3oB A1 He3ab/10KMpoBaHHOIo
COCTOSIHUA NHTepdelica 1 NOBTOPHbIE BbI3OBbI HE
ABNAIOTCA OLUMOKOM

15.16.2 procedure Locklinterface

procedure LocklInterface;

3abnokmpoBaTb MHTepdelic nporpammbl AVZ ansi nonb3oBaTtensi. [ToOBTOPHbIE BbI30BbI HE SABASKOTCS
OLLNGKOA.

15.16.3 procedure SetStatusBarText
procedure SetStatusBarText(AMsg : string);

BbiBoant 3a,ﬂ,aHHbIIz TEKCT B CTPOKe CTaTycCa. MoxeTt NPUMEHATLCA ONA BbiBOAA |/|H(130p|v|au|/||/| 0 Xope
paﬁDTbI CKpunTa, OCOOEHHO B cny4yae ero g/iInTesibHoro BbINOJ/IHEHUA.

15.17 YnpaBneHue AVZPM

15.17.1 function SetAVZPMStatus
function SetAVZPMStatus(ANewStatus : boolean) : boolean;

BkntoyaeT nnum Boikatovaet AVZPM. ANewsStatus - HOBbIl cTaTyc cuctembl AVZPM. Ecnn ANewStatus
= true, To cuctema AVZPM aktusmpyeTtcs, ecnm false - BoiknovaeTcs. MonbiTka NOBTOPHOr0
BK/IIOYEHME U NOBTOPHOTO BbIK/IOYEHWSA HE ABMAETCH OLWMGKOM. AKTUBauus npegnonaraet
yCTaHOBKy ApaiBepa Ha AWCK, perncTpauuio gpalisepa B peectpe v 3arpysky Apansepa. YaaneHue
npeanonaraeT yaasieHve koya peecTtpa un dpaina gpalisepa ¢ gucka.

Bo3Bpallaemoe 3HayeHne: BO3BpaLLaeTcs NnpusHak yCrnewHoCcT! BbINOMHEHWSA onepaLmu, true -
onepauusi BbINosIHEHa ycnewHo, false - ownbka.
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MNpumep:

IT SetAvVZPMStatus(True) then

AddToLog("AVZ PM ycrewHo ycTaHOB/IEH U aKTUBUPOBaH")
else

AddToLog("AVZ PM - owmbka akTuBauum®);

Ha 3ameTky:
MomMHuTe, yTo Apaiiep AVZ PM aBTOMaTUYECKM 3arpy>xaeTcs npu cTapTe CUCTEMbI, MO3TOMY NOC/1e
aktuBauun AVZ PM un nepesarpy3ku gpaviBep 3arpy3utcst aBToMaTuyecku.

15.17.2 function GetAVZPMStatus
function GetAVZPMStatus : boolean;

BosBpauiaeT Tekywmin ctatyc AVZPM - true=BktoyeH, false=BbIk0UeH.
Mpumep:

iIT GetAVZPMStatus then
AddToLog("AVZ PM aKTuBeH")
else

AddToLog("AVZ PM He aKTuBEH");

15.18 ¥YnpasneHune AVZGuard

15.18.1 function SetAVZGuardStatus
function SetAVZGuardStatus(ANewStatus : boolean) : boolean;

BkntoyaeT nnum Bolkatovaet AVZGuard. ANewStatus - HOBbI cTaTyc cucteMbl AVZGuard. Ecnn
ANewStatus = true, To cuctema AVZGuard aktusupyetcs, ecnu false - BbiktouaeTca. MNonbiTka
MOBTOPHOIO BK/IKOUYEHME W/ MOBTOPHOIO BbIK/IKUEHNS HE SIBNSAETCS OLUMOKOIA.

Bo3BpalyaeMoe 3HaueHve: Bo3BpaLLaeTcs Npr3Hak yCnewHoCTH BbINO/IHEHUST onepauuu, true -
onepauusi BbINosIHEHa ycnewHo, false - ownbka.

MNpumep:

IT SetAvZGuardStatus(True) then
AddToLog("AVZGuard ycrnewHO akTuBMpOBaH")
else

AddToLog("AVZGuard - ownbka akTuBauumn-®);

Ha 3ameTky:
MomHWTe, 4YTO ecnu 3aBepLUnTbL paboTy AVZ npu BKNoYeHHOM AVZGuard, TO KOHTPO/1b Hag, HAM

GyneT NOTepsiH U NOTPeByeTcs nepesarpyska KoMMbTepa.

15.18.2 function GetAVZGuardStatus
function GetAVZGuardStatus : boolean;

BosBpauiaeT Tekywmin ctatyc AVZGuard - true=Bk/itoueH, false=BbIk/1HoueH.
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MNpumep:

iIT GetAVZGuardStatus then
AddToLog("AVZGuard akTumBeH"™)
else

AddToLog("AVZGuard He aKTMBEH");

15.19 ¥YnpasneHue Boot Cleaner

15.19.1 function BC_Activate

function BC Activate : boolean;

Mpon3BOANT aKTMBaLMIO CUCTEMbI, YCTAHOBKY ApaiiBepa 1 ero HacTpoliky. MNepes BbI30OBOM
BC_Activate Heob6xoaumMo yka3aTb yaansieMble 06bekTbl Npu nomoum komaHg BC_DeleteFile,
BC_DeleteReg, BC_DeleteSvc. ®yHKLMA BO3BPpaLLaET true B Criyyae yCrneLHoi yCTaHOBKM U
KOHoUrypupoBaHus gpaisepa u false B criyyae owmnoku.

MNpumep:

begin

// [JobaBneHne B CUEHapui KomaHApl yaaneHusa pgpavisepa PE386
BC_DeleteSvc("PE386");

// AKTuBauus pgparisepa

BC_Activate;

// Tepe3arpy3ka

RebootWindows(true);
end.

15.19.2 function BC_DeActivate

function BC_DeActivate : boolean;

Mpou3BoAUT yaaneHre apaliBepa ¢ AMCKa U BCeX NpUHaANexalux apaisepy kioyei u napameTpos
13 peecTpa. Bo3BpallaeT true B caiyyae ycnewHoro yaaneHve gpalisepa.

Cwm. Takke: BC_Activate [119], BC _Execute[118)

15.19.3 function BC_Execute

function BC_Execute : boolean;

YcTtaHaBnvBaeT ApaiiBep 1 HacTpavBaeT ero, nocse Yero NPOM3BOANT NPUHYANUTENLHYIO 3arpy3ky
JApaiiBepa, UTO NPUBOAMT K BbINOTHEHMIO NOCTAB/IEHHOTO ApanBepy 3a4aHusa HeMeaeHHo, 6e3
nepesarpysku. MoxeT NpUMeHATLCA 4719 yAasIeHUss 06 BEKTOB U3 pexrmMa faapa 6e3 nepesarpysku, a
Takke 4718 0TNafouHbIX Leneii. Mocne ycnewHoro BbiNoHEHUS onepauuii gpainsep
camMoyHuUUTOXaeTcs, NoaTomy Bbi3oB BC_DeActivate HeobA3aTesieH.

BbizoB BC_Execute He BuSieT Ha NOAroTOB/IEHHbIE APYTMMW KOMaHAAMW HACTPOIKM, MO3TOMY
BO3MOX€EH NMOBTOpPHbI Bbi3oB BC_Execute nim BC_Activate 6e3 nepeHacTpoiiku.
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MNpumepsl:

begin

// TonbiTKa ypaneHus pgpanBepa PE386 n3 pexuma sigpa 6e3
nepesarpy3ku

BC_DeleteSvc("PE386");

BC Execute;
end.

begin

// YpaneHunsa ppaivisepa PE386
BC_DeleteSvc("PE386");
BC_Activate;
end.

Cwm. Takke: BC_Activate 118

15.19.4 function BC_Clear

function BC Clear : boolean;

BbINO/HSAET OUMCTKY CYLLECTBYIOLLMX HACTPOEK. B MOMEHT cTapTa cKpunTa AaHHas ornepauus
BbINO/IHSAETCS aBTOMATUYECKN.

15.19.5 function BC_LogFile

function BC_LogFile(AFileName : string) : boolean;

[JaHHan yHKUMS NO3BOMSIET BK/IOUNTL MPOTOKO/IMPOBAHME U 3a4aTh MS U MecTonosioxeHne dalina
npoTokona. 3aaHue BMECTO MMEHW NPOTOKO/1a NYCTOl CTPOKK OTK/IKOYaeT NPOTOKoIMpoBaHue. Mo
YyMO/14aHVe NPOTOKO/IMPOBaHNE OTK/IOUEHO. 3aaHne HeaonyCTMMOro UMeHW doaiina uim KOppPeKTHOro
MMEHM Ha HEeOCTYNMHOM B MOMEHT 3arpy3ku CUCTEMbI ANCKE He SIBNISIETCSI OLUMGKOI - B Clyyae
HEBO3MOXHOCTU Cco3faHust chalina NpoToKoIMPOBaHME OTK/IHOUUTCS, HO ApaliBep BbINO/HUTL BCE
npeanvcaHHble B HACTpolikax onepauuu.

MNpumep:

begin

// [JobaBneHne B CUEHapuii KomaHApl yaaneHusa pgpavisepa PE386
BC_DeleteSvc("PE386");

// HacTpolika npoTokona

BC LogFile(GetAVZDirectory + "boot clr.log”);

// AKTuBauus pgparnBepa

BC Activate;

// Tepe3arpyska

RebootWindows(true);
end.

15.19.6 function BC_QrFile

function BC _QrFile(AFileName : string) : boolean;
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Job6aBnsieT KoMaHay kapaHTMHa yka3aHHOro goaina B cueHapuin BootCleaner. B imeHun dhaiisbl
L0nNyCTUMbI Makpochl|1501. KapaHTuH doaiiioB nocpeactsom BootCleaner noneseH B cnyvae, ecnv
BpegoHOCHas nporpamma 6/710kMpyeT AOCTYN K CBOMM goaiiiaM npv NOMOLLM PYTKUT-MEXaHUXMOB,
KOTOpble HE yAaeTcs HeliTpa/i3oBaTh BCTPOEHHbIM aHTUPYTKUTOM AVZ. MNMoMeLLEHHbIE B KapaHTWH
chalinibl AOCTYNHbI Yepe3 CTPOEHHbIE CpeAcTBa NPOCMOTPa kapaHTMHa AVZ, HO (haiinibl UMEHYHOTCS Kak
begrXXXXX.dat n begrXXXXX.ini

Ha 3ameTky:
KomaHga kapaHTuHa goaiiia UMeeT NpUopUTET Hag, NPOYMMM KOMaH4aMU.

begin

// [ob6aBneHve B cueHapuii KOMaHAbl KapaHTuHa hanna
BC_QrFile("%WWinDir%\trojan.exe");

// HacTpolika npoTokona
BC_LogFile(GetAVZDirectory + “boot clr.log”);

// AKTmnBauusa

BC_Activate;
end.

15.19.7 function BC_QrSvc

function BC_QrSvc(ASvcName : string) : boolean;

JobaBnseT komaHA4y KapaHT1Ha yKasaHHOl cnyx6bl naun gpavisepa. [NoMelLeHHble B KapaHTVH haiisbl
[JOCTYMHbI Yepe3 CTPOEHHbIE CpeAcTBa NPOCMOTpa kapaHTuHa AVZ, HO haiifibl MEHYITCA Kak
begrXXXXX.dat un begrXXXXX.ini

begin

// [ob6aBneHve B cueHapuii KOMaHAbl KapaHTuHa hannia
BC _QrSvc("PE3867);

// HacTpolika npoTokona
BC_LogFile(GetAVZDirectory + “boot clr.log");

// AKTmnBauusa

BC_Activate;
end.

15.19.8 function BC_DeleteFile

function BC_DeleteFile(AFileName : string) : boolean;

Jo6aBnsieT komaHay yaaneHus dalina c nmeHem AFileName B cueHapwii BootCleaner. B nmexun
haiinbl AOMYCTUMbI MAKpOChI |150]

begin

// [ob6aBneHve B cueHapuii KOMaHAbl ypaneHusa ¢aiina
BC_DeleteFile("%WinDir%\trojan.exe");

// HacTpolika npoTokona
BC_LogFile(GetAVZDirectory + “boot clr.log”);
// AKTmnBauusa

BC_Activate;
end.
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15.19.9 function BC_CopyFile
function BC_CopyFile(AFromName, AToName : string) : boolean;

Job6asnseT komaHay konmpoBaHus thainna AFromName -> AToName B cueHapwin BootCleaner. B
nMeHax aiinos A0NyCTUMbI Makpoch (1561

COBMECTUMOCTb: AVZ 4.26 U BbiLlle

15.19.1(function BC_DeleteReg
function BC_DeleteReg(AKeyName : string) : boolean;

Job6aBnseT komaHay yaaneHus kiova peectpa ¢ umeHem AKeyName B cueHapuii BootCleaner. Mivs
K/TH0Ya peecTpa A0/HKHO HauMHaTLCA C UMEHU pasfena, A0oNyCTUMbI Criefyowmye MeHa pasiesios:
HKLM, HKCU, HKEY_LOCAL_MACHINE, HKEY_CURRENT_USER.

15.19.1function BC_DeleteSvcReg

function BC_DeleteSvcReg(ASvcName : string) : boolean;

Job6aBnsieT KoMaHay yaaneHus Kaya peectpa Ans gpainsepa unm ciyxobl ¢ meHem ASvcName B
cueHapuin BootCleaner. BaXHO OTMETUTb, YTO UCNOMHSAEMbIV (haitn Ha ANCKE NpKU 3TO He yaansieTcs.

W nmeHun cnyxo6bl/gpalisepa gonyctumbl Unicode cMMBO/bI, B TOM YMCNe CMMBOSbI C Kogom 0. Ans
ykazaHust Unicode cMMBOIOB NpuMeHsieTcs cneumanbHasa goopma 3anmcy "WUXXXX", rge XXXX - ko
cumBona. Hanpumep: ‘Super\u0000Puper\u0000Driver’

15.19.1function BC_DeleteSvc

function BC_DeleteSvc(ASvcName : string) : boolean;

Job6aBnsieT KoMaHay yaaneHus gpavisepa nam cnyxobl ¢ umeHem ASvcName B cueHapuii
BootCleaner. YaaneHue npeanosaraet NOUCK 1 yaasieHNe UCMOMHAEMOro goaina ykasaHHOM CNny6bl ¢
nocneayoLwmm yaaneHmeM COOTBETCTBYIOLLETO €l kntoya peecTpa.

W nmeHun cnyxo6bl/gpalisepa gonyctumbl Unicode cMMBO/bI, B TOM YMCNe CMMBOSbI C Kogom 0. Ans
ykazaHust Unicode cMMBOIOB NpUMeEHsieTCs cneumanbHasa goopma 3anmey "WUXXXX", rge XXXX - ko
cumBona. Hanpumep: ‘Super\u0000Puper\u0000Driver’

15.19.1%unction BC_DisableSvc

function BC_DisableSvc(ASvcName : string) : boolean;

Joo6aBnseT KoMaHzy OTK/IHOUeHUs ApaiiBepa unu cnyx6bl ¢ imeHem ASvcName B cLeHapuii
BootCleaner. OTK/IlOUEHVE NPEeANoNaraeT yCTaHOBKy cTaTyca 4 (OTK/IH0UYEH) B COOTBETCTBYIOLLEM
Kntoue peectpa. OcTasibHble NapaMeTpbl B PeecTpe 1 haiin Ha AKUCKe NpU 3TOM He 3aTparvBatoTcs.

W umeHn cnyx6bl/gpaiisepa gonyctumbl Unicode cMMBOsbI, B TOM YMC/Ie CUMBOJIbI € kogom 0. Ans
ykazaHus Unicode cMMBOOB NpuMeHseTca cneunanbHasa oopma 3anucy "\UXXXX", rge XXXX - ko
cumBona. Hanpumep: 'Super\u0000Puper\u0000Driver*
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Mpumep:

begin

// [lobaBneHne B CUEHapuii KomaHApl OTK/YeHua gpanBepa ''‘PE386"
BC_DisableSvc("PE3867);

// HacTpolika npoTokona

BC LogFile(GetAVZDirectory + "boot clr.log”);

// AkTunBauusa

BC Activate;

// Tlepe3arpyska

RebootWindows(true);
end.

15.19.14unction BC_ImportDeletedList

function BC_ImportDeletedList : boolean;

BbINONHSET MMNOPT CNucKa yaasieHHbIX haiiioB B HacTpoliku Boot Cleaner. Cnncok yaaneHHbIX
thaiinos BegeTCsA aBTOMATUYECKW U MOMOJTHSETCA NPU KaKA0M Bbi3oBe dyHkumn DeleteFile [148), Kpome
TOro, BO3MOXHO py4yHoe aobasneHve daiisioB B CNNCOK yaaneHHbIx npy nomowm SysCleanAddFile.
Cnucok yaaneHHbIx haiifioB NpUMEHSETCA AN15 3BPUCTUYECKOR YNCTKM CUCTEMbI, KOTOpast
akTMBupyeTtcs komaHaon ExecuteSysClean.

Ha 3ameTky:
Bbi3oB ExecuteSysClean ounwaeT CNMCOK yaasieHHbIX alinioB, N03TOMY HEOOXOANMMO MCMOIb30BATb
dyHkumto ImportDeletedList npeg Bbi3oBoM ExecuteSysClean.

MNpumep:

begin

// YpaneHue thannoB
DeleteFile("%WinDir%\Trojanl.exe");
DeleteFile("%WinDir%\Trojan2.exe");
DeleteFile("%WinDir%\Trojan3.exe");

// VIvnopT crnucka ypasieHHblX (anios B HacTpoiiku Boot Cleaner
BC_ImportDeletedList;

// YncTKa CCbIIOK Ha yAasleHHble (aiinb
ExecuteSysClean;

// AkTuBaums pgparisepa Boot Cleaner

BC LogFile(GetAVZDirectory + "boot clr.log”);
BC Activate;

// Tlepe3arpy3ska

RebootWindows(true);
end.

15.19.1function BC_ImportQuarantineList
function BC_ImportQuarantineList : boolean;
BbINOHAET MMNOPT cnuncka alinos, AN KOTOPbIX AeNaINChb NOMNbITKU KapaHTUHA, B HACTpolikn Boot

Cleaner. Cnucok haisioB Be4eTCA aBTOMaTUYECKN 1 MONOMHAETCA NPU KaXXA0M Bbl30BE DYHKLMM
QuarantineFile 1141, ins kaxaoro (haiina us gaHHoro cnvcka 6yaeT BbinosiHeHa onepaunst BC_QrFile
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[126),

Ha 3ameTky:
Ecnu coyHkumm QuarantineFile[114 He ykasaHo ums daiina, To oHa J06aBNAET B CNNCOK KapaHTUHA

BCEBO3MOXHblE BapuaHTbl MMeHW (halina - pesynbTaTt ero novcka pasHbiMy MeTogamu, ums dpana +
NyTV K CUCTEMHbIM Nankam. 3To Aenaetcs 415 Toro, YTobbl MOBLICUTL BEPOATHOCTb KapaHTUHA
HY>HbIX (palinos ansa nccnegoBaHus

Ha 3ameTky:
Boot Cleaner He npumeHsieT 6a3y 6e3onacHbIX painnoB AVZ, N03TOMY B KAPaHTUH MOXET ObITb

[ob6aBneH abconoTHO N6 haiin - 6N1oKMpoBKa A06aBNEHNST 6e30NacHbIX haii/ioB Ha Hero He
OeNcTByeT.

MNpumep:

begin

// KapaHTuH thannoB
QuarantineFile("%WinDir%\Trojanl.exe", ")
QuarantineFile("%WinDir%\Trojan2.exe", ")
QuarantineFile("%WinDir%\Trojan3.exe", "");
// VIvnopT crnmcka KapaHTuHa B HacTpoiiku Boot Cleaner
BC_ImportQuarantinelList;

// AkTuBauus pgpainBepa Boot Cleaner
BC_LogFile(GetAVZDirectory + “boot clr.log");
BC_Activate;

// Tepe3arpy3ka

RebootWindows(true);
end.

15.19.1¢function BC_ImportALL
function BC_ImportALL : boolean;

VimnopTupyeT B HacTpoiikmn Boot Cleaner Bcto nHdpopmanuio 06 onepauusix, BbINOSIHEHHbIX 40 3TOrO B
ckpunTe npu nomolyn DeleteFile 148 1 QuarantineFile 1141, MpuMeHseTca AN yNpoLLeHNs HTerpaLmm
Boot Cleaner c TMNoBbIMU cCkpynTamu.

Mpumep:

begin

// KapaHTuH (ainos hainos
QuarantineFile(C"%WinDir%\Trojanl.exe", "");
QuarantineFile("%WinDir%\Trojan2.exe", "");
// YpaneHnuve (aiinos
DeleteFile("%WWinDir%\Trojan3.exe", "");

// /IMNOpT cnucKa KapaHTuMHaA U yAasleHHbIX (aiinoB B HacTpoikm Boot Cleaner
BC_ImportALL;

// AkTuBaums pgparisepa Boot Cleaner

BC LogFile(GetAVZDirectory + "boot clr.log”);
BC Activate;

// Tlepe3arpyska

RebootWindows(true);
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end.

15.19.1'TnnoBble NpUMepbI

Mpumep 1. HeobxoamMmMo yaanuTb B Xoae nepesarpy3ku gpain c:\trojan.exe 6e3 NnpoTOKONIMPOBaHUS.
PeweHne:

begin

// [ob6aBneHve B cueHapuii KomMaHAbl ypaneHusa ppansepa PE386
BC DeleteFile("c:\trojan.exe");

// AKTuBauus pgparnsepa

BC Activate;

// Tlepe3arpyska

RebootWindows(true);
end.

Mpumep 2. Heo6xoaMMO BbINOSTHUTL MOMNLITKY YAaneHus daina c:\trojan.exe ns agpa 6e3
nepesarpyski ¢ NPOTOKONMPOBaHUeEM. MpoToKoA paboTbl AOMKEH ObITb pa3MeLleH B kaTanore AVZ,
nms palina npotokona - boot_clr.log

begin

// [JobaBneHne B CUEHapui KomaHApl yaaneHusa gpavisepa PE386
BC_DeleteFile("c:\trojan.exe");

// HacTpolika npoTokona

BC LogFile(GetAVZDirectory + "boot clr.log”);

// 3anyck

BC Execute;
end.

Mpumep 3. HeobxoamMmo yaanuTb B Xoae nepesarpy3ku apaiisep PE386. MpoTokon paboTbl A0/HKEH
6bITb pa3melleH B katanore AVZ, nvs dhaiina npotokona - boot_clr.log
PeweHne:

begin

// [ob6aBneHve B cueHapuii KomMaHAbl ypaneHusa ppansepa PE386
BC DeleteSvc("PE3867);

// HacTpolika npoTokona

BC_LogFile(GetAVvZDirectory + “boot clr.log”);

// AKTuBauus pgparsepa

BC_Activate;

// Tepe3arpy3ka

RebootWindows(true);
end.

Mpumep 4. Heobxogmmo yaanuTb B Xxode nepesarpysku gpaiisep PE386, co3gas npeaBapuTenbHO
€ro Konuto B KapaHTuHe. MNMpoToKo paboTbl AO/HKEH ObITb pa3MelleH B kaTtanore AVZ, ums dpainna
npotokona - boot_clr.log

PelueHne:

begin
// [JobaBneHne B CUEHapuii KOMaHAbl KapaHTuHa pgpaliBepa PE386
BC_QrSvc("PE3867);
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// [JobaBneHne B CUEHapui KomaHApl yaaneHusa pgpavisepa PE386
BC_DeleteSvc("PE386");

// HacTpolika npoTokona

BC LogFile(GetAVZDirectory + "boot clr.log”);

// AKTuBauus pgparnBepa

BC Activate;

// Tepe3arpyska

RebootWindows(true);
end.

15.20 3BpucTnyeckasa npoBepka CUCTEMbI
15.20.1 procedure SearchRootkit

procedure SearchRootkit(UserModelLock, KernelModelLock :
boolean);

UserModeLock - ynpaBnsieT 6110kupoBkoii pyTkutoB UserMode (false - Tonbko aHanms, true -
NpoTMBOAENCTBME)

KernelModeLock - ynpasnsieT 61oknposkoii pyTkuToB KernelMode (false - Tonbko aHanms, true -
NpoTMBOAENCTBME)

15.20.2 procedure SearchKeylogger

procedure SearchKeylogger;

OcyLlecTBAsET NOMCK Kenorrepos 1 TRosHCKMX DLL. 9Ta onepaunsi npousBoauTCs B Xoae
CKaHMpPOBaHWA, a fAaHHas PyHKLMA NO3BOMSAET BbINOHUTL €€ M0 Mepe HaJA0BHOCTN MHANBUAYAIbHO, B
nbom MecTe ckpunTta. PesynbTaTbl aHa/mM3a NoMeLLarTCs B MPOTOKON .

COBMECTUMOCTb:
Bepcus 4.26 v Bblwe

15.20.3 procedure ExecuteSysChkEV
procedure ExecuteSysChkEV;

BbInonHAeT 3BpuCTUYECKYI0 NMPoBepPKY cuctembl (AMC). Mo ymonyaHuio aBpucTuyecKasn nposepka
NPOU3BOANTCA B XO[€e CKaHMPOBaHWUA KOMMNbOTEPA MPU YCNOBUK, YTO YCTAHOB/IEH Nepeksoyarenb
"OBpucTUYecKas nNnpoBepkKa CUCTeMbI" Ha rNaBHOM OKHe. Pe3y/ibTaTbl MPOBEPKU 3aHOCATCH B
NMPOTOKO/.

CoBMECTUMOCTb:
Bepcus 4.26 v Bbiwe

15.20.4 procedure ExecuteSysChkIPU

procedure ExecuteSysChkIPU;

BbINOMHAET NOMCK NOTEHUMasbHbIX ysa3sumocTen (UMY). Mo ymMonyYaHuio NOUCK NOTEHUMaNIbHbIX
YA3BMMOCTEWN BEAETCA B X0 CKaHMPOBaHMSA KOMMNbIOTEPa NPK YCNOBUW, YTO YCTAHOB/EH
nepeknoyatenb "Monck NOTEHUNasIbHbIX YA3BMMOCTE" Ha raBHOM OKHe. Pe3ynbTaTbl MPOBEPKU
3aHOCATCA B MPOTOKO.

COBMECTUMOCTb:
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Bepcus 4.26 v Bbiwe
15.20.5 procedure ExecuteSysCheck

procedure ExecuteSysCheck(AFileName : string);

BbINosiHEHNE UCCNe0BaHUSl CUCTEMbI C coxpaHeHneM HTML npoTokosa B ykazaHHbIl doaiin
(oaHOBpPEeMEHHO ¢ cozfaHmeM HTML npoTokosa co3aeTcs coAepxXalluii ero zip ogHOUMEHHbIV

dhaiin).
Mpumep:

begin
// BbiNONHUTBL UccnegoBaHVWEe CUCTEMbI
ExecuteSysCheck(GetAVZDirectory + “virusinfo_syscheck.htm®);
end.

15.20.6 procedure ExecuteSysCheckEXx

procedure ExecuteSysCheckEx(AFileName : string; ACheckMode : dword;
AScanAllSvc : boolean; ARepParams : dword);

PacLumpeHHbIit aHanor ExecuteSysCheck 121.CopepxuT psif, napamMeTpoB, NO3BOSIOLMX BbIMOMHNTD
TOHKYH HaCTPOIKy nccrefoBaHnsl CUCTEMbI 1 hOPMMPOBaHMS NPOTOKO/A.

MapameTpbl:
AFileName - nvs chaina. Vims gpainna go/mkHo 6bITb ¢ paclumpednem HTM, umena tpaiinos XML n ZIP
hopMMPYIOTCA N3 HErO NyTEM 3aMeHbl pacLUMpPeHns

ACheckMode - butoBasi Mmacka, 3afarlLlas pexumM NpoBbiepkn. Kaxablii 6UT COOTBETCTBYET
onpepaeneHHoi nposepke (6ut (Bec)):

0 (1) - npougeccsl

1 (2) - 6ubAMOTEKM NPOLLECCOB

2 (4) - Cnyx6bl 1 gpainsepbl

3 (8) - Mogynv npocTpaHcTBa sagpa

4 (16) - ABTO3anyck

5 (32) - SPI/LSP npoBaiigepsbl

6 (64) - OTkpbITbIe NopTbl TCP/UDP

7 (128) - PacwuupeHus IE

8 (256) - PacwupeHust Explorer

9 (512) - PaclumpeHusi cMCTeMbl nevaTu

10 (1024) - 3agaHuns N1aHMPOBLUMKA

11 (2048) - daiin Hosts

12 (4096) - O6paboTUMKM NPOTOKO/IOB

13 (8192) - Downloaded Program Files

14 (16384) - AnnneTbl naHenu ynpaenenuns (CPL)
15 (32768) - Active Setup

AScanAllSvc - pexum ckaHMpoBaHus Cryx6 n gpaiBepos. Ecnin gaHHbI napameTp pasep True, TO B
NPOTOKO/1 MOMELLATCA BCE CNYXObI 1 haiinibl, ecnu false - TONbKO akTUBHbIE

ARepParams - 6uToBast Macka ¢ napameTpamu, ynpasnsowmmMmm dopmMnpoBaHnNeEmM oTyeTa

0 (1) - pexum unbTpaLmm YnCTbix hainnos. ECnn gaHHbIi 6UT yCTaHOB/EH, TO YNCTblE 0O bEKTbI HE
NOMeLLLaTCA B NPOTOKON

1 (2) - ecnn 6uT ycTaHoBMEH, TO B XML OTYeT nomMeLLalTcs AaHHble 0 Bcex hainax

AVZ, (C) 3aiiues O.B., http://z-oleg.com/secur



128

AVZ - cnpaBKka nNo paboTe ¢ NporpamMmori

2 (4) - ecnun 6UT yctaHoBNeH, TOo B XML oTueT noMewatoTcs AaHHble TOSIbKO O dhainax, KoTopble He
OMno3HaHbI Mo 6a3e 6e30nacHbIX

3 (8) - nocne chopmupoBaHusl apxvea yganute HTML dhainn

4 (16) - nocne chopmmpoBaHusa apxusa yganimte XML chainn

5 (32) - He co3paBatb ZIP apxuB

COBMECTUMOCTb:
Bepcus 4.28 v Bbiwe

MNpumep:

begin

ExecuteSysCheckEX("C:\avz_rep.htm®, $FFFFFFFF, true, 1+2+16+32);

end.

B gaHHOM npumepe BbINOAHAITCA BCe npoBepkun ($FFFFFFFF - Bce 6uTbl "1"), n3yyaloTca akTuBHbIE
N HeakKTUBHbIE CNYXObl U ApariBepbl, 13 HTML NpoToKoa NCKAHatoTCa AaHHbIE O YMCTbIX dhainax, B
XML oTueT BK/HOUaTCs AaHHble 0 Bcex ghainax, darinsl HTML n XML nocne doopMmpoBaHus apxmnsa
yAansTcs ¢ gucka

15.20.7 function ExecuteWizard

function ExecuteWizard(ADBName : string; ACheckLevel, AFixLevel
AUseBackup : boolean) : integer;

BbINo/IHAET NPOBEPKY CUCTEMbI C MOMOLLBIO MacTepa noucka u ycTpaHeHust npo6nem. NMapameTpsbl
No3BO/IAIOT 3a4aTb YPOBEHb ONACHOCTU MPOBGEM 1 YPOBEHb OMACHOCTW [1/11 aBTOMATUYECKOro
yCcTpaHeHusi. PyHKUMA BeaeT 6a3y oTkaTta, kKoTopast MoAeT UCMOoMNb30BaThCs A1 OTKaTa cAe/laHHbIX
N3MEHEHWIA.

MNapameTpbl:

ADBName - nvsa 6a3bl. Jonyctum crnefylowme nMmeHa:

TSW - 6a3a macTepa nomcka u ycTpaHeHust npobaem

BT - 6a3a NpoBepKM HACTPOEK 6Ge30MacHOCTH 6pay3epoB U CUCTEMbI B LEENIOM

PRT - 6a3a mMacTepa /19 YUCTKN 13 CUCTEMbI AaHHbIX, BANSIOLWMX HA NPUBATHOCTb (MPOTOKObI,
XYpHasIbl, KyKn3bl 1 T.1M.)

ACheckLevel - nopor cpabatbiBaHusl. CTENEHb TSHXXECTM NPobiemMbl oTcunTbiBaeTcs ot 1 go 3 (1-
He3HaunTeIbHbIe NPO6NEMbI 1 OLUNOKK, 2-NPO6GAEMbI CpeaHel TSHKeCTH, 3-onacHble OLUMOKN U1
npo6semsbl). YkazaHune 3HaueHuns 3a npegenamm 1..3 npmuBeaeT K owmoke n oyHKUMS He oTpaboTaeT

AFixLevel - nopor cpabaTtbiBaH/si aBTOMATMYECKOro ucnpasseHms npobnem. CteneHb TAHXECTH
npo6s1eM CpaBHMBAETCS C AaHHLIM MOPOrOM W €C/IN CTEMNeHb TSHXXECTM 60/IbLUe UK paBHa Nopory, To
Npou3BOANTCSA aBTOMATMYECKOE McrnpaB/ieHne npobaemsl. JonycTumble 3HaveHus 1..3, ykazaHue
3HaueHus -1 OTKIIYaeT cUCTeMy aBTOMATUYECKOrO UcrpaBneHus u oyHkums ExecuteWizard
paboTaeT B pexvmMme cbopa nHgopmaumnm

AUseBackup - ecnun gaHHble napaMeTp paBeH true, To Npon3BeAeHHbIe (PYHKUNEN N3MEHEHUS
3anuncbiBaloTcs B 6asy otkara

BosBpalyaeMoe 3HaueHve: yHKLMA Bo3BpaLLaeT -1 B criyyae owmnbKkn. Ecnmn goyHKUMS BbINOSIHEHA
yCMELLHO, TO OHA BO3BpaLLaeT KO/IMYECTBO HaliAeHHbIX NPO61eM, YPOBEHb KOTOPbIX 6O/bLIE UK
paBeH nopory ACheckLevel

COBMECTUMOCTb:
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Bepcus 4.28 v Bblwe
MNpumepsbl:

var
X - 1integer;
begin
X = ExecuteWizard("TSw®, 2, -1, false);
AddToLog("KonunuecTtBo HanlgeHHbix npobnem = "+inttostr(X));
end.

JaHHbIli ckpunT 3arpyxaet 6a3y TSW (MacTep noucka v ycTpaHeHus npo6iem), nopor cpabaTbiBaHns
paBeH 2, aBTOMATUYECKOE UCTNPAB/IEHUE OTK/TOUYEHO.

var
X I integer;

begin

X = ExecuteWizard("TSW®, 2, 3, true);
AddToLog("KonuuecTtBo HangeHHblx npobnem = “+inttostr(X));
end.

[aHHbIn ckpunT 3arpyxaeT 6a3y TSW (macTep novcka u yctpaHeHus npobsiem), nopor cpabartbiBaHus
paBeH 2, Nopor A/1s1 aBTOMATMYeCKOro Ucnpas/ieHust paBeH 3 (MCNPaBAsOTCS TOIbKO TSXKesble
OLINOBKKM), BHOCMMbIE NU3MEHEHMS BHOCATCS B 6a3y oTkaTa.

15.21 3BpucTtnyeckas Ynctka CUCTeMbI

15.21.1 function ExecuteSysClean

function ExecuteSysClean : boolean;

BbINO/HSIET 3BPUCTUYECKYHD YACTKY CUCTEMbI. IBPUCTUYECKAS YNCTKA COCTOUT B aHa/IN3E peecTpa i
MOWCKe CCbINOK Ha YaasieHHble dpaiinbl. CIMCOK (daiifioB Mo yMOIYaHMI0 (hopMMpPYyeTCs aBTOMaTUUYECK)
- OH MONOJHSIETCS MPY KaXKA0M Bbi3oBe (yHKUMK DeleteFile 1481, Mocne BbINOHEHNS 3BPUCTUYECKOIA
UMCTKM CUCTEMbI 3TOT CMMCOK OUMLLIAETCS aBTOMATUUYECKU.

BbI30B AaHHOl hyHKLUMW NPUBOAMT K CO34aHUI0 B MPOTOKONE OTMETKM "ABTOMATUYECKas! UMCTKa
CNefioB yasieHHbIX B X0 fieueHusi nporpamm’. EC/n B XoAe YMCTKM Bblv 0GHAPYXEHbI U yAaeHbl
Kakue-mbo afieMeHTbl peecTpa, TO B MPOTOKO/Ie [eNaloTCs COOTBETCTBYIOLME OTMETKN.

Mpumep:

begin
DeleteFile("%WinDir%\trojan.exe");
DeleteFile("C:\worm.exe");

// YucTKa CCbIJIOK Ha yAasleHHble (aiinbl
ExecuteSysClean;
end.
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15.21.2 procedure SysCleanAddFile
procedure SysCleanAddFile(AFileName : string);

[ob6asnseT aiin ¢ nmeHem AFileName B CN1COK, NCMO/b3yeMblli OYHKLMEN 3BPUCTUYECKON YNCTKM
cuctembl ExecuteSysClean|1291. [lo6asnerve taiina B cnucok npu nomotum SysCleanAddFile
N03BOJISET aBTOMAaTN3UPOBAHHO yAaNunTb crefpbl hainnos, cTepTblie paHee BPYUHYH WX NpY NOMOLLM
Opyroil aHTMBMPYCHO NporpamMmbl.

begin

// YpaneHve thanna
DeleteFile("%WinDir%\trojan.exe");
// [ob6aBneHuve (¢aiina B CMUCOK OYUCTKU BPYUHYH
SysCleanAddFile("C:\worm.exe");
// YncTKa CCbIIOK Ha yfasleHHble (aiinbl
ExecuteSysClean;
end.

15.21.3 procedure SysCleanDelFilesList

procedure SysCleanDelFilesList;

OuunwaeT cnmcok halinos, CCbISIKM Ha KOTOpble ByAeT NCcKaTb 1 yaansiTb NoACUCTEMA 3BPUCTUYECKON
YNCTKM cucTembl. OuncTka NycToro cnucka (U, kak cneacTeme, NOBTOPHbIE BbI30BbI (OYHKLMMN) He
ABNAOTCA OLUNOKOWN.

Ha 3ameTky:
B MOMEHT 3anycka ckpunTa CnmMcoK paiiioB NyCTOW 1 ero 4oN0o/HUTE IbHAasi O4YMCTKa BbI30OBOM

SysCleanDelFilesList He TpebyeTcs.

MNpumep:

begin

// YpaneHve thanna
DeleteFile("%WinDir%\trojan.exe");
// [ob6aBneHuve (¢aiina B CMUCOK OYUCTKU BPYUHYHK
SysCleanAddFile("C:\worm.exe");
// YncTKa CCbIIOK Ha yAasleHHble (aiinbl
ExecuteSysClean;
end.

15.22 BoccTaHOB/IEHME CUCTEMbI U CTaHAAPTHbIE CKPUMTHI

15.22.1 function ExecuteRepair

function ExecuteRepair(ID : integer) : boolean;

BbINosiHAET MUKPONPOrpaMmy BOCCTAHOB/EHNSA CUCTEMBI C yKa3aHHbIM HOMepoM. Homepa
MUKpPOMporpamMmmM MOXHO NOCMOTPETL B AVMa/I0OT0BOM OKHe "BoccTtaHoBieHne cuctembl”. PyHKLUNA
BO3BpaLLlaeT true B cnlyyae yCrnewwHoro BbiNo/IHEHUS yKa3aHHON Mukponporpammbl 1 false B cnyyae
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OLLNOKN.
MNpumep:

begin
ExecuteRepair(3);
ExecuteRepair(5);
end.

15.22.2 function ExecuteStdScr

function ExecuteStdScr(ID : integer) : boolean;

BbinonHsaeT ckpunt n3 pasgena "CraHgapTHble CKpUNThbI' € yKa3aHHbIM HOMepoM. Homepa ckpunTos
MOXHO MOCMOTPETbL B ANa/IOr0BOM OKHe "CTaHgapTHble cKpunThl”. PYHKLMA BO3BpaLLaeT true B
C/lyyae yCneLuHOro BbIMOIHEHWS YKa3aHHOW Mukponporpammbl 1 false B criyuae owmnoku.

Mpumep:

begin
ExecuteStdScr(3);
end.

15.23 3aBepuleHne paboTbl U nepesarpyska

15.23.1 procedure ShutdownWindows

procedure ShutdownWindows(AForce : boolean);

3aBepLueHue paboTsl cucTembl. ®rar AForce ynpaBnsieT pexvMoM 3aBepLUeHust paboThbl - eCM OH
paBeH true, To 3aBepLUEHNE paBGoTbl NPOV3BOANUTCS B YCKOPEHHOM ((hOPCUPOBaHHOM) pexumve, 6e3
paccblIKM NPUIOXKEHUSIM COOBLLEHNI O TOM, YTO CCTEMa 3aBepLuaeT paboTy. 3aBeplueHne paboTsl B
thopMMpOBaHHOM pPeXrMe MOXET NPUBECTU K NOTEPE OTKPbLITLIX AOKYMEHTOB U HEKOPPEKTHOMY
3aBepLUEHNI0 paGoThbl NPOrpamm.

15.23.2 procedure RebootWindows

procedure RebootWindows(AForce : boolean);

MNepe3sarpy3ka cucrtemsl. dnar AForce ynpasssieT peXxnmMom rnepesarpysku - ec/iv OH paseH true, 10
3aBepLUeHne paboTbl MPOM3BOANTCS B yCKOPEHHOM (hopcrpoBaHHOM) pexume, 6e3 paccbiiku
NPUI0XEHNAM COOOLLEHNIA O TOM, YTO CUCTEMA 3aBepLUaeT paboTy.

MNpumep:

begin
RebootWindows(false);
end.
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15.24 WNcnonb3oBaHMe AV aHanin3aTtopa B CKpunTte
15.24.1 function CheckFile

function CheckFile(AFileName : string) : integer;

BbINOMHAET NPOBEPKY yKa3zaHHOro ghaina npy nomowm AV 6a3sbl 1 6a3bl 6e3onacHbIX AVZ.

PesynbTaT aHanM3a onpegenseTcs no Kogy Bosspara:

-1 - dhaiin He HalgeH NN K Hemy HeT AocTyna

0 - dhaiin He 3HaunNTCA B 6a3e 6e30MacHbIX U HE OMO3HaH Kak Bpe4OHOCHbIN

1 - dpaiin ono3HaH kak BpeA0HOCHbI 00 bEKT

2 - haiin He 3HaunTCA B 6a3e 6e3onacHbIX U N0A03PEBAETCS Kak BPeAOHOCHbI 00bEKT
3 - dhaiin onosHaH nNo 6a3e 6e3onacHbiXx AVZ unu 6ase Microsoft

Ecnmn cbyHkums Bo3BpaLaeT ko 1 unn 2, To npu nomowm GetlastCheckTxt[13%) MoxHO nonyunts
YTOUHSAIOLLYIO TEKCTOBYIO MHGhopMaL Mo (MMS malware 1 npouyto MHhopMaLmio).

15.24.2 function GetLastCheckTxt
function GetLastCheckTxt : string;

Bo3BpallaeT TEKCTOBOE OnvcaHne 00bEKTa, AETEKTUPOBAHHOIO (hainoBbiM CKaHePOM. VIMEeT CMbICH
TOMbKO Nocne Bbi3oBa CheckFile[132), BosBpaTuBLLErO KO 1 MK 2. Bo BCeX OCTasbHbIX CyYasix
hyHKLMS BO3BpaLLAET MyCTy CTPOKY.

15.25 Pab6oTta c CLSID n BHO

15.25.1 function CLSIDEXists
function CLSIDExists(CLSID : string) : boolean;

MpoBepseT, cywecTByeT n ykazaHHbIn CLSID B peecTpe. CLSID pekomeHayeTcs nepegasaTb 6e3
UrypHbIX CKOBOK.

Ecnu CLSID o6HapyxeH B peecTpe, To Bo3BpallaeTtcs true. MHaue - false.

MNpumep:

iIT CLSIDExists("B5F3970B-745E-46AC-B890-E08F69777D80") then
AddToLog("CLSID HanipgeH 11%);

15.25.2 function CLSIDFileExists
function CLSIDFileExists(CLSID : string) : boolean;

BosBpawaert true, ecnm ykasaHHbiii CLSID ecTb B peecTpe, N0 ero aHasmay yaanocb HaiTu
cBs3aHHbIN ¢ CLSID chainn n aToT dhain

cyuiecTByeT Ha gucke. BosBpauaet false B nto60ii gpyroi cutyaumm (Het CLSID, 3anuck CLSID B
peecTpe.

MNpumep:
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iT CLSIDFileExists("B5F3970B-745E-46AC-B890-E08F69777D80")
then
AddToLog(CLSIDFileName("B5F3970B-745E-46AC-B890-E08F69777D80"
)+

>> 4+

"nopgo3peHne Ha AdvWare.ToolBar.Searchlt®);

15.25.3 function CLSIDFileName
function CLSIDFileName(CLSID : string) : string;

BosBpalaet nms daiina, CooTBeTCTBYOLWEro ykaszaHHoOMYy CLSID nav nycTtyto cTpoky, ecnn CLSID He
HalAeH B PeecTpe Wav ero aHam3 He No3BOINA HalTK ums alina. PyHKUMS He NpoBepsEeT,
cywectByeT haitn Ha ANCKE UK HeT.

MNpumep:

var
S : string;
begin
S = "B5F3970B-745E-46AC-B890-EO08F69777D80" ;
iIT CLSIDFileExists(S) then
AddToLog(CLSIDFi1leName(S)+
>> 4+
"nogo3peHne Ha AdvWare.ToolBar.Searchlt®);
end.

15.25.4 procedure DelCLSID
procedure DelCLSID(CLSID : string);

Ypanaet n3 peectpa peructpaumto knacca ¢ 3agaHHsiMm CLSID. OTcyTcTBME Knacca C yKa3aHHbIM
CLSID He siBnsieTcs owWn6KoiA.
YpaneHue peructpauumn npegnonaraeT BbINONHEHNE CNEAYIOLNX onepaLmii:

YpaneHue peructpauum knacca

Ypanenue nHtepderica ¢ Takum xxe CLSID (ecnim oH CcyllecTByeT)

Ypanexnne BHO un naHenei pacwupenus IE ¢ gaHHbim CLSID

YpaneHue 3anucein ActiveSetup ¢ gaHHbim CLSID

YpaneHue pacwmpennii NpoBogHMKa ¢ gaHHbiM CLSID

YpaneHue anemeHToB SharedTaskScheduler

O6patuTe BHMMaHue, yto CLSID gomkeH nepegaBatbecsi 6€3 ourypHbIX CKOH0K !!

MNpumep:

begin
DelCLSID("B5F3970B-745E-46AC-B890-E08F69777D80") ;
end.
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15.25.5 function BHOEXists
function BHOExists(BHO : string) : boolean;

MposepserT, cywecTtsyeT v BHO unn nHoe pacluupeHue Internet Explorer ¢ ykasaHHbiM CLSID.

CLSID pekomeHayeTcs nepegasatb 6e3 ourypHbix cko6ok. Ecnm BHO o6HapyXeH B peecTpe, TO
BO3BpaLlaeTcs true. ViHauve - false.

15.25.6 procedure DelBHO
procedure DelBHO(BHO : string);

YpansieT BHO ¢ yka3aHHbIM CLSID. CLSID pekomeHayeTcs nepeaaBatb 6€3 ourypHbIX CKOOOK.

15.26 Pabota co cnyxb6amu v gpansepamMmu
15.26.1 function ServiceExists

function ServiceExists(AName : string) : boolean;

BbINOMHSIET NOWCK PErMCTPALMOHHBIX A@aHHbIX B peecTpe. Bo3BpallaeT true npy ycrioBum, 4To B
peecTpe 3aperncTpmpoBaHa cyx6a unm apaiisep ¢ ykazaHHbIM uMeHeM AName.

MNpumep:

begin
IT ServiceExists("PE383") then

AddTolLog("O6bHapyxeH papanBep pyTkuTa PE386");
end.

15.26.2 function ServiceAndFileExists
function ServiceAndFileExists(AName : string) : boolean;

BbinonHAeT nonck perncTpaunoHHbIX AaHHbIX B peecCcTpe 1 COOTBETCTBYHOLLEro oba|7|r|a Ha ANCKe.

BosBpaujaeT true npu ycroBuu, YTO B PeeCTpe 3aperncTpupoBaHa cnyxéa nam gpansep ¢ ykasaHHbIM
UMEHEM, N COOTBETCTBYHLUWI el (paiinl HaldEeH Ha AuCKe.

15.26.3 function StartService
function StartService(AName : string) : boolean;

BbINosHSET 3anyck cry6bl Mnu 3arpy3ky gpaieepa ¢ ykazaHHbIM UMEHEM.

15.26.4 function StopService
function StopService(AName : string) : boolean;

BbINOHAET OCTAHOBKY CYX6bI UN BbITPY3KY ApaiiBepa C yKasaHHbIM UMEHEM.

AVZ, (C) 3aiiues O.B., http://z-oleg.com/secur



CKpuNTbI ynpas/ieHnsA 135

15.26.5 function DeleteService

function DeleteService(AName : string; ADelFile : boolean =
false) : boolean;

YpanseT ns peectpa ciyxéy nnm gpaiisep ¢ nmeHem AName. ®yHKUMsS BO3BpalLllaeT true B criyyae
yCMNeLHoro yaasneHus cnyxosl u false B cnyyae owmnbkn. Bropoit napametp ADelFile (napameTtp
Heob6sA3aTeNbHbIl U ero MOXHO He yKasblBaTb) 3a4aeT pexum yaaneHus. Mo ymonyaHuio oH paBeH
false - B pe3ynbTate npu yganeHnn pernctTpaunoHHbIX AaHHbIX ApaiBepa u3 peectpa gain Ha ancke
He yaansaetcs. Ecan ADelFile=true, To nocne yganeHus aaHHbIX U3 peecTpa Npou3BOAMTCS NOMbITKa
yaaneHus daina gpalisepa ¢ gucka.

MNpumep:

begin
DeleteService("PE386", true);
end.

15.26.6 function GetServiceFile

function GetServiceFile(AName : string) : string;

Bo3BpallaeT NonHoe MMS UCNOHAEMOro haiina ykazaHHON Cnyxobl unu gpaneepa. Ecnn cnyxba
UNn gpanBep C ykasaHHbIM MMEHEM He HailfeHa, TO BOo3BpallaeTcs nycras CTpoka.

15.26.7 function GetServiceStart

function GetServiceStart(AServiceName: string): integer;

BosBpalyaeT kog pexvma aBTo3anycka cnyxobl unv gpaisepa ¢ umeHem AServiceName.
Kogbl aBTO3anycka:

-1 - owmbka onpepeneHns Koda asro3anycka

1 - 3arpy3ka B Xxofie Haya/bHOI 3arpy3ku CUCTeMbl

2 - pexxum AUTO - aBTOMaTtmnyeckas 3arpyska

3 - MANUAL - 3arpy3ka Bpy4Hyo (M0 KOMaHAe Nnosib3oBaTesis Uiy No KomaHae npvkiagHom
nporpamMmbl)

4 - 3arpyska 3arnpeLleHa

CoBMECTUMOCTb: AVZ 4.26 1 BbilLe

Mpumep:

var

ASvc : string;
begin
ASvc := "RemoteRegistry”;

iIT GetServiceStart(ASvc) < 4 then
AddToLog(">> pa3spelleHa MNOTeHUMa/IbHO onacHasa cnyxba "+
ASvc+® ("+GetServiceName(ASvc)+")");

end.

15.26.8 function SetServiceStart

function SetServiceStart(AServiceName: string; AStart: integer): boolea
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YcTaHaBNMBaeT KO pexuma aBTo3anycka paBHbii AStart gns cnyxbbl unu gpansepa ¢ UMeHeM
AServiceName. Bo3pauwjaeTt True B C/lydae yCneLIHOR yCTaHOBKN koga pexuma u false B criyyae
oLNGKMN.

Kofpbl aBTO3anycka:

1 - 3arpy3ka B X0fie HauyasibHOI 3arpy3kun cucteMsl

2 - pexxum AUTO - aBTOMaTtmnyeckas sarpyska

3 - MANUAL - 3arpy3ka Bpy4Hyto (Mo koMaHAe nosib3oBartesis an no kKomaHae npyuknagHom
nporpamMmbl)

4 - 3arpyska 3anpetleHa

COBMECTUMOCTb: AVZ 4.26 U Bbille

MNpumep:

begin
IT SetServiceStart("RemoteRegistry”, 4) then

AddToLog("Cnyxb6a RemoteRegistry ycnewHO OTK/w4YeHa"™);
end.

15.26.9 function GetServiceName

function GetServiceName(AServiceName: string): string;

Bo3BpallaeT oTobpaaemoe nMs CNyxo6sl nan gparisepa ¢ nmeHem AServiceName. OTobpaxaemoe
NMs SABNSIETCS He0bs13aTesIbHbIM U XPaHUTCS B pEEeCTpe, ero ya06HO NpUMEHsITb Npu OpPMUPOBaHNM
NPOTOKOJIOB B KAYECTBE YTOUHAILLEN MHpopMaumn. B ciyydae owmokn oyHKUUA BO3BpaLLaeT NycTyro
CTPOKYy.

COBMECTUMOCTb: AVZ 4.26 U Bbille

MNpumep:

var

ASvc : string;
begin
ASvc := "RemoteRegistry-;

iIT GetServiceStart(ASvc) < 4 then
AddToLog(">> pa3spelleHa NoTeHUManlbHO onacHasa cnyxba "+
ASvc+® ("+GetServiceName(ASvc)+")");

end.

15.27 Pabota c SPI/LSP
15.27.1 procedure DelSPIByFileName

procedure DelSPIByFileName(ALibrary : string; NameCompare :
boolean);

YpanseT SPI/LSP nposaiigep no nmeHn bnbnmnotekn-noctaswmka ALibrary. MapameTp
NameCompare ynpaBnsieT alfOpuTMOM CPaBHEHMS UMEH - C/IN OH paBeH false, To nponssoanTCs
CpaBHeHMe NosHoro umeHn daiinos. Ecnin NameCompare=true, TO CpaBHMBAKOTCH TO/IbKO MMEHA
channos, 6e3 nytn. CpaBHEHNE NMEH (hailNoB NAeT 6e3 yyeTa peructpa, uMeHa halinos nepeg,
CpaBHeEHNEeM NoABEpraTcs HopMannsaumm.

B nmeHu chaiina gonycTumo ykasbiBaTb MaKpOChl, NogpobHee CM. B pa3gesne "Makpochl, AoNnyCTUMbIe
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B MMeHax dhaiinios|1s0"

15.27.2 procedure CheckSPI
procedure CheckSPlI;

BobinonHaeT nposepky HacTpoek SPI/LSP. B cnyyae o6HapyxeHUs omn6oK MHopmMaLmns BHOCUTCS B
NMPOTOKO/.

CoBMECTUMOCTb: AVZ 4.26 1 BbilLe

15.27.3 procedure AutoFixSPI

procedure AutoFixSPI;

BbINnonHAeT aHanim3 HacTpoek SPI/LSP n aBToMaTuyeckn ncnpaenisieT BCe 0O6Hapy>XEeHHbIE OLUNGKN.
HauunHas ¢ Bepcumn 4.26 nepeq ucnpasseHnem ownbokK npu Bbi3oBe AaHHOM yHKUMKM AVZ
aBTOMATMYECKM CO34aET Pe3epBHYH0 KONUIO HACTPOeK B nanke BackUp. Pe3epBHas Konus siBnsieTcs
cTaHgapTHbIM REG chaiinom.

Ha 3ameTky

MpUHUMN Noncka oWMBOK B HACTHOCTW COAEPXKMUT yAaIEHNE CCbI/TIOK HA HeCYyLLeCTBYHOLLME
npoBaigepsbl. No3aTomy Npy ncnonb3oBaHuM AutoFixSPI B KOHLLE CKpunTa, yaanstoLiero gainsol,
MOXET BO3HUKHYTb cuTyauus, koraa AVZ B xofe BbinosiHeHus DeleteFile He cmor yaanuTb caiin u
3anuncas ero Ha OT/IOXeHHoe yaaneHme. CnegoBaTenibHO, B X04€ BbINOSIHEHMA KOMaHabl AutoFixSPI
aHanM3aTop 06HapPYXNT doain 1 He NOCUUTAET CCbISIKY Ha HEro OLUMOKON. DTy CUTYaLMIO HY)KHO
yunTblBaTb Npy yganeHun ainnos, asnsawowmxca SP1 nposaligepamu. BoIXxo4oM U3 NON0XKEHUS
SBNSieTCA siBHOE yaaneHne SPI npoBaigepa no nmeHn daina.

Ha 3ameTky

AHanusaTop cuntaeT OTCYTCTBYHOLLMMU BMBNNOTEKM NPOBalifepoB B C/iyyae, ecnu emy He yaaeTcs
HaWTK dpann Ha amucke. OgHako B HEKOTOPbIX C/iyHasix BO3MOXHbIE pa3/iMyHble cbon B paboTte
aHanmsaropa - Hanpumep B ciyyae, ecnim AVZ 3anyLieH 13 nog y4eTHol 3anmcu nosib3oBartens uim us
TEPMUHANBLHOIO CeaHca Ha cepBepe.

15.28 Pa6ota c aBTo3anyckom 1 Winlogon

15.28.1 procedure DelWinlogonNotifyByFileName
procedure DelWinlogonNotifyByFileName(AFileName : string);

Mpon3BoanT yaaneHue u3 peectpa peructpauum anemeHta Winlogon, COOTBETCTBYIOLLEIO 3a4aHHOMY
nmeHmn cpainna. B kauectBe AFileName MoxHO nepegartb TO/IbKO MS dhaiisia nav nosHoe nms daiina,
BK/IlOYAS NyThb.

Mpumep:

begin
DelWinlogonNotifyByFileName("1l 32bean32_1.dIl1%);
end.
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15.28.2 procedure DelWinlogonNotifyByKeyName
procedure DelWinlogonNotifyByKeyName(AKeyName : string);
Ypanset anemeHT Winlogon no n3secTHOMy UMEHU K/1toua B peecTpe.

Mpumep:

begin
DelWinlogonNotifyByKeyName("1 32bean32_1reg”);
end.

15.28.3 function DelAutorunByFileName

function DelAutorunByFileName(AKeyName : string) : boolean;

YpanseT afieMeHT aBTo3anycka no nmeHu gaiina. B kadectBe AFileName MOXHO nepefaTth TO/IbKO
ums haiina nnv nosHoe ums dpaiina, BrkIYas nyTb.

CoBMECTUMOCTb: AVZ 4.26 1 BbilLe

Mpumep:

begin
DelAutorunByFileName("trojan.dil®);
end.

15.29 Pa6oTta c peecTpom

15.29.1 function RegKeyEXxists
function RegKeyExists(ARoot, AName : string) : boolean;

BosBpawlaert true, ecnv B peecTpe cyuiecTsyeT kntoy AName B pasgene ARoot, u false B criyuae
OTCYTCTBUSA K/TH0Ya UK YKa3aHWsa HeAOMYCTUMbIX NapamMeTpoB.

MNpumep:

begin
IT RegKeyExists("HKLM®, "Software\Gator") then

AddToLog("HangeH kw4 peecTpa, npuHagnexawmin Gator™);
end.

15.29.2 procedure RegKeyDel
procedure RegKeyDel (ARoot, AName : string);

YpaanseT ykasaHHbIl KN4y peectpa. AName - nvs kioda, ARoot - ums pasgena
MonbITKa yaaneHns HeCyLLLeCTBYOLLETO K/oya He SABNSETCA OLUNOKOIA.
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15.29.3 procedure RegKeyCreate
procedure RegKeyCreate(ARoot, AName : string);

Co3paert Koy peecTtpa € ykasaHHbIM nmeHeM. AName - nvsa knwoda, ARoot - umga pasgena
15.29.4 function RegKeyParamEXxists

function RegKeyParamExists(ARoot, AName, AParam : string) :
boolean;

Bosspauwaet TRUE, ecnu B kto4ve ¢ nmeHem AName cyulectsyet napametp AParam.
15.29.5 procedure RegKeyParamDel

procedure RegKeyParamDel (ARoot, AName, AParam : string);

Mpon3soanT ynaneHve napameTtpa c umeHem AParam kntoya AName B pasgesnie ARoot. Yka3zaHune
HecyLLleCTBYIOLLEro napameTpa, Kya unv pasgena He BAsSeTcs OwnOKoi.

15.29.6 function RegKeyStrParamRead

function RegKeyStrParamRead(ARoot, AName, AParam : string) :
string;

[Npoun3BoanT UTEHME TEKCTOBOrO NapameTpa ¢ umeHeHem AParam kntoya AName pasgena ARoot.
YkasaHue HecyLLeCcTBYHOLLEro napamMeTpa, knoya uimn pasgena He sABASeTCs OWNOKOR - B 3TOM criyyae
hyHKUMS BO3BpALLAET MYyCTYH0 CTPOKY.

15.29.7 function RegKeylntParamRead

function RegKeylntParamRead(ARoot, AName, AParam : string) :
dword;

Mpon3sogut uteHne napametpa tuna REG_DWORD c umeHeHem AParam kitoya AName pasgena
ARoOOt. YkazaHve HecyLLeCTBYIOLLEro napameTpa, K4ua uam pasgesna He SBAseTcs OWnNGKOoi - B
3TOM criyyae oyHKuus sosspataet O.

15.29.8 procedure RegKeyStrParamWrite

procedure RegKeyStrParamWrite(ARoot, AName, AParam, AValue :
string);

3anuceiBaeT 3HaveHue AValue B napameTp AParam tuna REG_SZ (cTpoka) knova peectpa AName B
pa3gene ARoot. B cnyyae OTCyTCTBMA KIO4a UM NapaMeTpa OHW aBTOMaTUYeCKM CO34at0TCs.

15.29.9 procedure RegKeylntParamWrite

procedure RegKeylntParamWrite(ARoot, AName, AParam : string;
Avalue : dword);

3anuckiBaeT 3HaveHue AValue B napameTp AParam Tuna REG_DWORD (4uncnoBoe 3HavyeHue) knda
peectpa AName B pa3gene ARoot. B cnyyae oTCyTCTBMSA KNoYa Uav napaMeTpa OHW aBToMaTuyecku
co3pgaroTcs.
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15.29.1(procedure RegKeyBinParamWrite

procedure RegKeyBinParamWrite(ARoot, AName, AParam : string;
AValue : dword);

3anucbiBaeT 3HavyeHue AValue B napameTp AParam tnuna REG_BINARY (6uHapHoe 3HauyeHne
NpOV3BOJILHON ANIMHHBI) Ko4va peectpa AName B pasgene ARoot. B ciyyae OTCyTCTBMA Koya unm
napameTpa OHM aBTOMAaTUYECKN CO34al0TCS.

3HaueHne GMHapHOro napameTpa nepegaeTcsa B TEKCTOBOM BuAe, NO6GANTHO. Kaxabllii 6ainT
KogupyeTcs B LUecHaguaTepuyHom chopmare, pasgenutenamm asnsetcs 3angartas. MNpegectsyowme
Hy/M B uncnax n npobesnbsl UTHOPUPYIOTCS.

MNpumep:

begin
RegKeyBinParamWrite("HKEY_LOCAL_MACHINE",

"SOFTWARE\Microsoft\Windows\CurrentVersion”,
"Test",
*011,23,5, F2,0E4,1B");
end.

15.29.1function RegSearch

function RegSearch(ARoot, AName, AValue : string) : boolean;

MponssoanT ckaHmpoBaHue kitoda AName pasgena peectpa ARoot 1 ocyLLecTBNsAET Nouck obpasua
AValue. Hchopmaumsi 0 BCex HaeHHbIX KnoYax BbIBOAMTCA B NpoTokoa. Ecniv AName paBeH
MyCTOl CTPOKe, TO CKaHWpYyTCA BCe knoun pasgena ARoot. CpaBHeHve ¢ 06pa3uom naet 6e3 yyeta
perucTpa, AOMyCcKalTCs YacTuYHble coBnageHns. ®yHKUMA nosesHa 4718 noucka B peecTtpe
onpefeneHHbIX AaHHbIX, HANpPMMep CCbIIOK Ha dhaiis ¢ 3BECTHbIM MMeHeM. MoNCK MOXeT 3aHATb
ONvTenbHoe BpeMs ([0 HECKOIbKUX MUHYT).

Mpumep:

begin
RegSearch("HKLM®, *", "svchost.exe");
end.

[JaHHbIli npuMep Npon3BOAUT NOUCK B peecTpe ¥ BbIBOAUT B NPOTOKO/T MHCOPMALIMIO O BCEX
BXOXAEHUSX 'svchost.exe' B peecTpe.

15.29.1dunction ExpRegKey
function ExpRegKey(ARoot, AName, AFileName : string) : boolean;

BbInosnHAET 3KCNOpT K/oya peecTpa. dkcnoptupyetca kitod AName pasgena peectpa ARoot B chaiin
¢ nmeHeMm AFileName. ®opmart oaiina - ctaHgapTHeli REG dhaiin, pekomeHayemoe paclunmpeHue -
".reg". MonyyeHHbIli B X04e 3KCNopTa K104 MOXHO MMMOPTMPOBATL B peecTpa pefakTopom peectpa
(meHto "dann\mnopT"). Mo ymonyaHuio cTaHAapTHas cUCTEMHas peakums Ha oTkpeiTue REG chaiina
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TaK-)e CBOAMTCSA K MONbITKE ero umnopTa. @yHKUMA BO3BpaLLaeT true B c/lyyae yCrneLwHoro
BbINONHEHUs U false B criyyae ownoKu.

OKCMOpPT pEKOMEHAYETCH B KAYECTBE CPEACTBA PE3EPBHOM0 KOMMPOBAHUS B CKPUMTaX, BbINOHSAOLLMX
MoAMdMKaLmMIo Kouen peectpa.

COBMECTUMOCTb: AVZ 4.26 U Bbille

MNpumep:

begin

// JKcrnopT Kw4va peecTpa B (ain

ExpRegKey("HKEY_CURRENT_USER®, "Software\Microsoft\Windows\CurrentVersi
// YpaneHue Kw4da peecTtpa

RegKeyDel ("HKEY_CURRENT_USER", "Software\Microsoft\Windows\CurrentVers
end.

15.29.1%unction ExpRegKeyEXx
function ExpRegKeyEx(ARoot, AName : string; Lines : TStrings) : boolean

BbINONHAET 3KCMNOPT K/Itoya peectpa. Jkcnoptmpyetca knod AName pasgena peectpa ARoot B

MaccuvB CTPOK Lines. ®yHkLMs BO3BpaLlaeT true B C/iyvae yCrneLHoro BbinosiHeHus u false B cnyvae

OWMGKN. [laHHaA thyHKLMS N0 NPUHLMNY pa6oTbl MAeHTUYHA dyHKLMN E X p R e dui,edy ee ya06HO
NPUMEHA T b B C/aydaeecnun TpebyeTca 3 KCNOPTUPOBATbL HECK Olb K Opasn
ogn Hpa i n .

JKCMOPT pEKOMEHAYETCHA B KaYeCTBe CPefCTBa Pe3epPBHOr0 KONMPOBAHUA B CKPUMTaX, BbINOHAOLLMX
mMoamdmkaumio koueld peecTpa.

CoBMECTUMOCTb: AVZ 4.26 1 BbilLe

15.29.14unction BackupRegKey
function BackupRegKey(ARoot, AName, ABackupName : string) : boolean;

BbINonHseT pesepBHOe KoNupoBaHve knya peectpa. Mo npuHumny paboTbl JaHHas yHKLUA
aHanornuHa dyHkumn ExpRegKey|140) - oHa BbinonHaeT akcnopT kioua AName pasgena peectpa
ARoot. OTAnune cocTout B TOM, UTO haiin ¢ pedynbTaTaMm aKcnopTa co3gaeTca B nanke Backup
AVZ, nmsa cpainnos coctont 13 npecmkca ABackupName v Tekyleii gatbl-BpeMeHN. ECnn gaHHbIl
dhaiin yxe cylwiectsyeT Ha Aucke (T.e. CKpUNT BbINONHWA ABa Bbi3oBa BackupRegKey ¢ ognMHakoBbIM
ABackupName B TeueHve 0fHOli CEKyH/bI, TO K MMeHW haiina gobasnseTcs NopsaKoBbI HOMep.
Mpedinkc N03BONASET AaTb CMbICNIOBOE UMS haiiny Ans Toro, YTobbl yNPOCTUTL €ro NOUCK Ha AMCKE.
JonyckaeTcs He yka3biBaTb ABackupName - B aToM cniyyae ums haiina 6ygeT cogepxarb TObKO
faty v Bpems. Ecnun pesepsupyemblii k1104 OTCYTCTBYET B peecTpe, To (halin Ha Ancke He co3gaeTcs.

Pe3epBHOE KONMpOBaHME PEKOMEHAYETCSA NPUMEHSTb B CKPUMTAX, BbINOIHAOLMX MOAUGIMKALNIO
Knouelt peectpa.

CoBMECTUMOCTb: AVZ 4.26 1 BbilLe

Mpumep:

begin
// Pe3epBHas Konusa Kw4ya peecTtpa
BackupRegKey("HKEY_CURRENT_USER", "Software\Microsoft\Windows\CurrentVe
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// YpaneHune kKnw4ya peecTpa

RegKeyDel ("HKEY_CURRENT_USER", "Software\Microsoft\Windows\CurrentVers
end.

15.29.1%unction RegKeyEnumVal
function RegKeyEnumVal (ARoot, AName : string; AList : TStrings);

CTpouT CNMCOK BNIOXKEHHBIX KNtoyeit kntova peectpa AName. Cnuncok AList fo/mkeH 6bITb CO34aH U
MHULMaNN31poBaH nepes BbI30BOM JaHHOW OYHKLMN.

CoBMECTUMOCTb: AVZ 4.28 1 BbilLe

Mpumep:
var

Lines : TStrings;

1 - integer;
begin

Lines := TStringList.Create;

RegKeyEnumVal ("HKCU", *Software\Microsoft\Windows\CurrentVersion\Inter
for i1:= 0 to Lines.Count-1 do

AddToLog(Lines[i]);

Lines.Free;
end.

15.29.1¢function RegKeyEnumKey
function RegKeyEnumKey(ARoot, AName : string; AList : TStrings);

CTpouT cnmcoK BAOXEHHbIX KNtoveii kntova peectpa AName. Cnmcok AList 4o/mKeH ObiTb CO34aH 1
NHULUMaNM3MpPoBaH nepep BbI30BOM AaHHOM hyHKUUN.

COBMECTUMOCTb: AVZ 4.28 1 Bbille

Mpumep:
var
Lines : TStrings;
1 - integer;
begin
Lines := TStringList.Create;
RegKeyEnumKey("HKCU", "Software\Microsoft\Windows\CurrentVersion\Inter
for i:= 0 to Lines.Count-1 do
AddToLog(Lines[i]);
Lines.Free;
end.

15.29.1 imeHa pa3genos

B MMeHOoBaHWV pa3aenoB A0NyCTUMbI CeaytoLLe CTPOKN:
'HKEY_LOCAL_MACHINE', 'HKLM' gns HKEY_LOCAL_MACHINE
'HKEY_CLASSES_ROOT', 'HKCR' gnisi HKEY_CLASSES_ROOT
'HKEY_CURRENT_USER', 'HKCU' gna HKEY_CURRENT_USER
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'HKEY_CURRENT_CONFIG', 'HKCC' gnst HKEY_CURRENT_CONFIG
'HKEY_USERS' gnsi HKEY_USERS
'HKEY_PERFORMANCE_DATA' anisi HKEY_PERFORMANCE_DATA
'HKEY_DYN_DATA' - anst HKEY_DYN_DATA

O6paTtnTe BHMMaHWe, YTO K/IHY yKasblBaeTCs OTHOCUTENIbHO BbIOPaHHOIo pasgena, T.e. ecu
Heobxogumo paboTtatb ¢ kntoyom HKEY _LOCAL MACHINE\Software\TrojanKey, To ums pasgena

oyaet 'HKEY_LOCAL_MACHINE', a kntou - "Software\TrojanKey". Pernctp cMMBO/I0B B UMEHU
pasgena He urpaeT posu.

15.30 Paborta c INI dhannamu
15.30.1 function INIStrParamRead

function [INIStrParamRead(AFileName, ASectionName, AParamName, ADefVal

OcywecTBSET YTEHNE NnapameTpa ¢ umeHem AParamName 13 cekumm ASectionName dhaiina INI ¢
nvmeHem AFileName. Ecnu Takoii napameTp CyLlecTByeT, TO BO3BpaLLaeTCcs ero 3HavyeHve, ecnm
napameTp He CyLecTByeT - TO BO3BpaLlaeTcs 3HavyeHne no ymonyaxuio ADefVal.

CoBMECTUMOCTb: AVZ 4.26 1 BbilLe

15.30.2 function INIStrParamWrite

function INIStrParamWrite(AFileName, ASectionName, AParamName, AParamV

OcyuwecTBiseT 3anmcb napameTpa ¢ umeHem AParamName u3 cekuun ASectionName chaina INI ¢
nmeHem AFileName. Ecnu Takoii napameTp He CyLlecTByeT, TO OH aBTOMaTn4yecku, aHasiormMyHo
NPOUCXOAUT C cekumeli n chaiinom. yHKUMA BO3BpaLLaeT true B C/iyyae YCNeLHOro BbINO/HEHNS U
false B cnyyae owmnbku.

CoBMECTUMOCTb: AVZ 4.26 1 BbilLe

15.30.3 function INISectionExists

function [INISectionExists(AFileName, ASectionName : string) : boolean
BbinonHaeT npoBepky, cywectsyeT v B INI dpainne ¢ umeHem AFileName cekuyms ¢ UMeHem

ASectionName. Bo3BpawjaeT true, ecnu cekumsa cyulectyeT u false B cnyyae 06014 olwmMoku nnm

OTCYTCTBUSI CEKLMN.

COBMECTUMOCTb: AVZ 4.26 U Bbille

15.30.4 function INIEraseSection
function INIEraseSection(AFileName, ASectionName : string) : boolean

BoeinonHset yganenue us INI dpaiina ¢ umeHem AFileName cekuun ¢ nmeHem ASectionName.
BosBpallaert true, ecnv yganeHue ycrneLHo BbINosHeHo 1 false B criyyae owmnokm.

CoBMECTUMOCTb: AVZ 4.26 1 BbilLe

15.30.5 function INIEraseParam
function INIEraseParam(AFileName, ASectionName, AParamName : string) :

BbinonHsaet yaanexue n3 INI dpainna ¢ umeHem AFileName napametpa AParamName cekuuu
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ASectionName. Bo3spawaeT true, eCnu yganeHune ycnewHo BbiNoaHeHO K false B criiyyae ownoku.

COBMECTUMOCTb: AVZ 4.26 U Bbille

15.31 Pa6orta c haininiom Hosts

15.31.1 function GetHostsFileName

function GetHostsFileName : String;

BosBpaliaet nonHoe nvs gaina Hosts B cucteme. OyHKUMA yunTbiBaeT TOT ¢oakT, 4To B NT
MecTononoxeHune gainna Hosts MoXxeT 6bITb HACTPOEHO Yepe3 peecTp.

15.31.2 function ClearHostsFile

function ClearHostsFile : boolean;

BbinonHaeT ouncTky haiina Hosts. B dhaiine Hosts ocTtaloTcst Bce KOMMEHTapum M3 MCXOAHOro dhalina,
BCe 3Hauvalue CTPOoKU yaansTca 1 gobaBnseTcsa eAnHCTBEHHas 3Havallas CTpoka cTpoka "127.0.0.1
localhost". ®yHKUMSA BO3BpaLLaeT true B c/lyvae yCrnewHoro 3anycka v False B ciyyae ownokm

15.32 Pab6ota c haitnamm n nankamm

15.32.1 function GetCurrentDirectory

function GetCurrentDirectory : string

dyHKUMSA BO3BpaLLAEeT TEKYLWMIA KaTanor. ViMs kaTasiora HopMasim30BaHo U COAEePXUT '\' Ha KOHLLE.
MNpumepsl:

begin

// BbiBO4, B MPOTOKO/ TeKyllero kKartajora
AddToLog("Tekywuin kaTtanor = "+GetCurrentDirectory);
end.

begin

// CoxpaHeHue npoToKo/a B TeKywuii kartanor
SaveLog(GetCurrentDirectory+ avz_log.txt");
end.

15.32.2 function GetSystemDisk
function GetSystemDisk : string;

dyHKUMSA BO3BpaLLaeT OykBYy AMNCKa, HA KOTOPOM pasmelleHa cuctema (nanka Windows, ProgramFiles
...). [laHHas HacTpoiika nonesHa A/1s1 CKaHMpOBaHMS BCEro AMCKa, Ha KOTOPOM pasMeLLeHbI
CMCTEMHbIE Manku

MNpumep:
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begin

// HacTpolika - CKaHMpoBaTb CUCTEMHbIA ANCK
SetupAVZ("SCAN="+GetSystemDisk+":\");
end.

15.32.3 function GetTempDirectoryPath
function GetTempDirectoryPath : String;

Bo3BpalaeT nyTb K CUCTEMHO nanke Ans BpeMeHHbIX halinos. Bo3Bpallaemsblii NyTb COAEPXUT
cnew Ha KoHue, Hanpumep "c:\windows\temp"

15.32.4 function NormalDir

function NormalDir(ADirName : string) : string;

Mpon3BoANT HOPMaIM3aLMio UMEHN Nanku. HopManusaumsa npegnonaraer:
YaaneHve npo6esioB B Hayane 1 KoHLE MMEeHU nanku
Mpoun3ssoanT 3ameHy /" Ha "\"

Mpov3BoanT yaaneHne NoBTOPSOLWYMXCS cnelweit (Hanpumep, C:\\abc). VickntoueHue - 3To napHsbIii
C/eLl B Ha4Yasie CETeBOro nyTu

Mpn Heo6Xxo0AMMOCTU A06aBNSAET CAeELl B KOHLE NyTh

3ameHy MakpoCOB Ha VX 3HaueHusl. MoApo6Hee Npo MakpOChl CM. B paszene "MaKpoChl,
[10NYCTUMbIE B MMeHax daitios /1ot

JaHHas dyHKLMA yaobHa B pa3nnyHbIX Nnpoueaypax, Npon3Boasinx o6paboTky KaTasioros.

MNpumepsbl:

NormalDir('c:\test’) = 'c:\test\'
NormalDir('c:\\test') = 'c:\test\'
NormalDir('c:\\test/abc/") = 'c:\test\abc\'
NormalDir('%SysDisk%:\\test') = 'c:\test\'

15.32.5 function NormalFileName

function NormalFileName(AName : string) : string;

BosBpaljaeT NosiHoe HoOpMasIM30BaHHOE vs daiina. Hopmanusaunst uMeHn npegnonaraet:
1. 3ameHy MaKQOCOB@ﬁ 3Ha4YeHnAMn

2. O6paboTKy npedmkcos Tnna "\??\", "\System32"

3. Mouck haina B cyyae, eC/iM He yKa3aH MOJIHbIA NyTb K HEMY

15.32.6 function ExtractFileName

function ExtractFileName(AName : string) : string;

M3BnekaeT ums haiina n3 nonHoro umeHn. Hanprmep, ecnv nepegatb OyHKUMM NONHOE nMs daiina
"c:\virus\file.exe", To doyHKLMA BepHeT “file.exe".

B nmeHu chaiina gonyctumo ykasbiBaTb Makpochl, nogpobHee CM. B pa3gene "Makpochl, AoNyCTUMbIe
B MMeHax dhaiioB ’Eé
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MNpumep:

begin
AddToLog(ExtractFileName("c:\windows\virus.exe"));
end.

B naHHOM npumMepe B NPOTOKO/ ByeT BHECEH TEKCT "virus.exe"

15.32.7 function ExtractFilePath
function ExtractFilePath(AName : string) : string;

V3BnekaeT nyTb K thaliny 13 nosHoro umenn thaiina. Hanpmumep, ecnv nepeaartb QyHKUUN NOAHOE UMS
channa "c:\virus\file.exe", To doyHKuMs BepHeT "c:\virus\"

B nmeHu chaiina AonycTMmo ykasbiBaTb MaKpOChl, NogpobHee CM. B pa3gesne "Makpochl, AoNyCTUMbIe
B MeHax haiifio Eé

Mpumep:

begin
AddToLog(ExtractFilePath("c:\windows\virus.exe"));
end.

B gaHHOM npumMepe B NpOTOKo 6yaeT BHeceH TekcT "c:\windows\"

15.32.8 function ExtractFileExt

function ExtractFileExt(AName : string) : string;

V3BnekaeT nyTb K thaliny 13 nosHoro umenn tpaiina. Hanpmumep, ecnm nepeaatb QyHKUUN NOAHOE UMS
thanna "c:\virus\file.exe", To chyHKUNS BEpHET ".exe". ObpaTnTe BHUMaHKE, YTO paclunpeHmne
BO3BpalLLlaeTcsi BMECTE C TOUKOW Nnepes HUM.

B nmeHu chaiina AonycTMmo ykasbiBaTb MaKpOChl, NogpobHee CM. B pa3gesne "Makpochl, AoNnyCTUMbIe
B MeHax haiifio Eé

Mpumep:

begin
AddToLog(ExtractFileExt("c:\windows\virus.exe"));
end.

15.32.9 function DirectoryEXxists

function DirectoryExists(ADirName : string) : boolean;

Bosspau.q,aeT true, ecnn Ha AUCKe cyLecTByeT yKa3aHHbII7I Kartasior. I'Iepe,anHoe nMa Katasiora
aBTOMaTn4eCKn HOpMasTIn3yeTCA, No3Tomy Hal'll/l‘-ll/le/OTcyTCTBI/Ie cnewa B KOHUE NyTH, Hainyne
I'Ip06el'IOB B Ha4Yauie N KOHUEe MMEHU KaTauiora He B/INAET Ha pa60Ty beHKLI.I/II/I.

B nmeHu cba|7|na ,q’()_ﬂgCTI/IMO yKa3bliBaTb MaKpOChbl, no,u,p06Hee CM. B pasgene "MaKDOCbI, A0oNnyCtuMmble
B MMeHax dalinos|1sol"
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15.32.1(procedure CreateDirectory

procedure CreateDirectory(ADirName : string);

Cospgaert katasior ¢ YKa3aHHbIM MMEHEM Ha AUNCKE. I'Iepe,u,aHHoe B KQ4eCTBE NMapamMeTpa NMMA Katasiora
aBTOMaTn4YeCKn HOpMasIn3yeTCA.

B nmeHu cba|7|na A%CTMMO yKa3blBaTb MaKpOChbl, no,u,p06Hee CM. B pa3gene "MaKDOCbI, A0NnyCtuMmble
B MMeHax dalinos|1s0l"

15.32.1procedure DeleteDirectory

procedure DeleteDirectory(ADirName : string);

Ypansiet nycToii katasor ¢ ykasaHHbIM MMeHeM. NepegaHHoe B kauecTBe napameTpa MMs kaTanora
aBTOMaTUYeCKN HOpPMasIn3yeTcs.

B umenn chaiina Ac’)_nécmmo yKasblBaTb MakKpoChbl, MOAPOGHEE CM. B pasesne "Makpochl, 0NYCTUMbIE
B MMeHax thaiioB|1s0T"

OTcyTCcTBME KaTasiora WM HEBO3MOXHOCTb €ro yaanieHns He SB/SAETCS OLMOKOM, yCNeLwHOCTb
onepaLun MOXHO NPOBEPUTBL NPy NOMOLLY hyHKLMK DirectoryExists 146, Ecnu B kaTasiore ecTb
B/IOXKEHHbIE KaTasiory nnv gaiinel, To ero yaaneHvne npu nomowm DeleteDirectory HEBO3MOXHO -
cnepyet npegBapuTenbHO BNOXEHHbIE dhalisibl U nanku. Jns pekypcuMBHOro yaaneHus aiios u
narnok B laHHOM C/lydae MOXHO NpuMeHuTb oyHKUMIo DeleteFileMask 14

15.32.1function FileExists

function FileExists(AFileName : string) : boolean;

®yHKkuns BosepawaetT TRUE, ecnv Ha gucke HalifleH yKasaHHbli dhaiin.

B umenn chaiina Aornécmmo yKasblBaTb MakKpoChbl, MOAPO6GHEE CM. B pa3jesne "Makpochl, A0NYCTUMbIE
B MMeHax thaioBlis0l

15.32.1function GetFileSize

function GetFileSize(AFileName : string) : integer;

Bos3Bpaliaet pa3mep haiina ¢ ykazaHHbIM MMeHeM B bainTax. B cnyyae owmnbkm (thaiin He HaligeH,
owmnbka gocTyna) Bo3BpaliaeTcs pamep "-1".

B nmeHm chaiina AonycTMmo ykasbiBaTb MaKpOChl, NogpobHee CM. B pa3gesne "Makpochl, AoNnyCTUMbIe
B MeHax haiifio Eé

Mpumep:

begin
AddToLog(IntToStr(GetFileSize("%System32%\notepad.exe®)));
end.
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15.32.14unction CalkFileMD5
function CalkFileMD5(AFileName : string) : string;

BosBpalLaeT MD5 cymmy ykazaHHOro haiina uim nycTyto CTPOKy B ciiyyae, ecnv aiin He cylecTsyeT
WK AOCTYN K HEMY 3a6/10KMPOBaH.

B nmeHu cba|7|na ,q’()_ﬂgCTI/IMO yKa3bliBaTb MaKpOChbl, no,u,p06Hee CM. B pasgene "MaKDOCbI, A0nNyCtuMble
B MMeHax dalinos|isol"

COBMECTUMOCTb: AVZ 4.28 1 Bbille

MNpumep:

begin
AddToLog(CalkFileMD5("%System32%\notepad.exe));
end.

15.32.1*unction DeleteFile

function DeleteFile(AFileName : string) : boolean;

YpanseT ykasaHHbIli dhaiin. BosspawaeT TRUE B cnyyae ycnelwHoro yganenuns n FALSE B cnyvae
oLINGKMN.

B umenn chaiina Aornécmmo yKasblBaTb MakKpoChbl, NOAPO6GHEe CM. B pasjesnie "Makpochl, A0NYCTUMbIE
B MMeHax (aiioB|is0T

YKa3zaHue HeCyLLEeCTBYIOLLErO chaiina win nycToii CTPOKM He SIB/ISETCS OLUMGKOIA.

B cnyyae ownbkn yaanenus aiina 06bIYHbIM YaneHneM NPOMeHAETCs OT/IOKEHHOE YaseHue.
VIMeHa yanseMbix haiinos aBToMaTuecku 406aBNAITCA B CIMCOK (haiifioB, KOTOPbI UCMONb3yeTcs
tyHKUpeli ExecuteSysClean [128),

MNpumep:

begin
DeleteFile("%WinDir%\trojan.exe");
end.

15.32.1¢unction DeleteFileMask

function DeleteFileMask(ADir, AMask : string; ARecurse : boolean) : boo

BbINOMHAET NOMCK U yaaneHne gainnos B nanke ADir, uMeHa KOTOPbIX COOTBETCTBYIOT Macke AMask.
MapameTp ARecurse ynpaBnseT oTpaboTKoN BIOXEHHbIX KaTasioros - ecnim ARecurse = true, To byaeT
BbINO/IHEH PEKYPCUBHbIN 06X0A NanoK HauYMHasa OT 3afaHHOl M B KaXX40i U3 nanok 6yaeT BbIMO/IHEH
nouck n yganeHue haiinos no macke AMask. MNocne 3aBepLueHnss 06paboTKM nanku B 4aHHOM Cny4vae
Npon3BOANTCS NPOBEPKA, OCTA/INCL /N B HEW haiifibl - ecnv ¢hainnoB He OCTasI0Ch, TO Narnka
aBTOMaTtunyeckn yaoansietcs. Ecnm ARecurse = false, To nouck 1 yganeHune ¢ainnos NnponsBoamTCs
TO/IbKO B 3a[laHHO narke.

B napameTpe AMask MOXHO yka3aTb 0AHY UM HECKO/IbKO MacoK. B criydae 3aaHust HECKO/bKMX
MacOK OHV pa3fenaTcsa npobenamu, 3ansTbiMM UKW TOYKOW € 3anAaTol. T.e. AaHHbIA BapuaHTbl
3aaHnsa Mackun SABNSAOTCA 3KBUBa/IEHTHbIMU:
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* exe;*.dll;*.com
* exe,*.dll,*.com
* exe *.dll *.com

Ha 3ameTky:

JaHHasa PyHKUMSA onacHa 1 MOXEeT Cepbe3HO MNoBpeanTb CUCTEME B C/lyYae 3aaHuns
HEKOPPEKTHbIX NapameTpoB. [103ToMy nepes npuMmeHeHnemM PyHKLNN peKoMeHayeTCcs
TUWaTesIbHO NPOBEPUTL €€ apryMeHTbI.

COBMECTUMOCTb: AVZ 4.28 1 Bbille

MNpumep:

begin

// OuncTtka nanku Temp
DeleteFileMask("%Tmp%~, **.*", true);
end.

15.32.1function CopyFile
function CopyFile(AFromName, AToName : string) : boolean;

BbinonHsaeT konuposaHue daina ¢ umeHem AFromName B dpaiinn AToName. BosspauyaerT true, ecnv
KonupoBaHue 6b1/10 ycnewHbiM 1 false B cnyyae owmnbku.

B umenn chaiina Aornécmmo yKa3blBaTb MakpocCbl, N04po6GHee CM. B pasaese "Makpochl, A0NYCTUMbIe
B MMeHax haiisios|1501"

15.32.1function RenameFile
function RenameFile(AFromName, AToName : string) : boolean;

BbInonHaeT nepenmeHoBaHune haiina c umeHem AFromName B AToName. Bo3BpawaeT true B cnyvae
YCMNELLHOro BbINO/IHEHMSA NepenMeHoBaHne U false B criyyae ownoku.

B umenn chaiina Aornécmmo yKa3blBaTb MakpocCbl, N04po6Hee CM. B pasaese "Makpochl, A0NYCTUMbIe
B MMeHax chaiisios|1501"

begin
RenameFile("%WinDir%\trojan.exe™, “%WinDir%\trojan.bak®);
end.

15.32.1¢unction GetDriveType

function GetDriveType(ADirName : string) : integer;

Onpepensiet Tun gucka. MapameTp ADirName gosmkeH cogepxartb NyTb K KOPHEBOMY KaTasiory Toma,
Hanpumep "C:\".

BosBpallaemMble 3HaYEHUS:

0 - OwwubkKa, onpeaennTb TMN AUCKa HEBO3MOXHO

1 - YKa3aHHbI OUCK He CyLLLeCTBYET (Kak BapuaHT - HEKOPPEKTHO MyTb K KOPHEBOMY KaTasory Tomy,
Hanpumep "C:\Windows")
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2 - CMEHHbI anck
3-HDD

4 - CeTeBOl AMCK

5 - CD-ROM/DVD-ROM
6 - RAM-aunck

COBMECTUMOCTb: AVZ 4.26 U Bbille

MNpumep:

begin
AddToLog(Inttostr(GetDriveType("C:\")));
end.

15.32.2(Makpocbl, foNyCTMMble B MMeHax haiisioB

%WInDir% - nyTb K nanke Windows (6e3 \ Ha KOHLe)

%SystemRo00t%, %System32% - 3ameHsAeTCs Ha NyThb K nanke System/System32 (6e3 \ Ha KoHLE)
%SysDisk% - cuctemHblin guck B Buge "X:" (6e3\)

%Tmp% - NyTb K CUCTEMHOI Nanke 4151 BpeMeHHbIX daiinioB

%PF% - nyTb K nanke Program Files Ha cuctemHom gucke (6e3 \ Ha KOHLEe)

HauunHas ¢ Bepcun 4.26 nogaepxxmBaroTcs

%SYSTEMDRIVE% - cHOHMM %SysDisk%, cucTemHsblli guck B Buge "X:"

%Personal% - nyTb Kk nanke "Moun AOKYMEHTbI" TEKYLLLErO NONb30BaTeNs

%ProfileDir% - nyTb K narnke, B KOTOPOI pasmeLlaroTcs npodunin nosibloBarenei
%USERPROFILE% - nyTb K nanke ¢ npoduniemM Tekylero nosab3oBatens (bepercs u3 0AHOMMEHHO
NepeMeHHON OKpY>XXeHUs1)

Ha 3ameTky:
Pernctp cumBosioB Makpoca He yuntbiBaeTcs, k npumepy %SysDisk%, %SYSDISK% un %sysdisk%
9KBVBAJIEHTHbI.

Cwm. Takke GetEnvironmentVariable [107)

15.33 PaboTta c TeKCToBbIMU haiiaMum 1 CcKkamm CTPOK

15.33.1 Knacc TStringList

[na paboTbl ¢ TEKCTOBLIMU dalinamv U MaccmBamu CTPOK B CKPUMTOBOM fA3blke NOAAEePXNBaeTCs
knacc TStringList, naeHTUYHbIN aHasiornyHoMy knaccy B Delphi. JaHHbIiA knacc No3BOASET:
CosgaBaTb CMMCKM CTPOK 1 OCYLLECTBNATL UX 06paboTKYy;
Mpon3BoAnTbL NOUCK CTPOK U COPTUPOBKY;
Pab6oTaTb C TEKCTOBbIMU (halinamu;
OcyuecTBnATbL 0cobyto 06paboTKy MaccMBOB CTPOK BUAA "MMA=3HaYeHne";

MeToabl:

constructor Create;

Co3paeT ak3emnsAp knacca. MNonbiTka paGoThl ¢ 3K3EMM/IIPOM K/lacca A0 ero Co3aaHus Uim nocne
paspyLLEHNS NPUBEAET K OLLMGKE.

destructor Free;

AVZ, (C) 3aiiues O.B., http://z-oleg.com/secur



CKpuNTbI ynpas/ieHnsA 151

PaspyLuaeT 3K3eMNn/isip Knacca, 0CBOGOX/AAET BCE 3aHATbIE UM PECYPChI.

function Add(const S: string): Integer;

[ob6aBnseT CTPOKy K CNMCKY, BO3BPALLAeMoe 3Ha4YeHne - No3nLUs 3/1IeMeHTa B cnuncke (No3unums
oTcunTbiBaeTca ot 0).

procedure Append(const S: string);
AHanornyHo Add, Ho He Bo3BpalLaeT No3nLM0 A06ABIEHHOrO 3/1IEMEHTA

procedure Clear;
OumwaeT CnMcoK CTPOK

procedure Delete(Index: Integer);
YpansieT CTPOKY C YKa3aHHbIM MHAEKCOM. YKa3aHne HegonycTMMOro NHAeKca siBNAeTCs OLnbKoii

procedure Move(Curlndex, Newlndex: Integer); virtual;

MepemewaeT anemeHT Curlndex B no3numio Newlndex. YkaszaHue HeonyCcTMMOro UHAeKca siBnsieTcs
OLLMBKOIA

function IndexOf(const S: string): Integer;

Monck ykazaHHO CTPOKK B MaccuBe. Ecnn cTpoka HailaeHa, TO BO3BpaLlaeTcs ee UHAEKC, eCnn He
HalgeHa - 3HayeHue -1.

procedure Insert(Index: Integer; const S: string);

BcTaBnseT CTpoKy Mo ykasaHHOMY MHAEKCY (pasgsuras maccu). Hanpumep, Insert(0, 'First string 1)
BCTaBMT TekcT 'First string !' B Ha4a10 maccrBa CTPOK

procedure LoadFromFile(const FileName: string);

3arpyxaeT TEKCTOBbI (hainn ¢ umeHem FileName B cnucok CTPOK. VimeroLwmecs npu 3ToM B CNNCKe
[JaHHble 3aTnparTcs.

procedure SaveToFile(const FileName: string);

3arpyxaeT CNUCOK CTPOK B TEKCTOBbI dhaiin ¢ nmeHem FileName. Vimeowmecs npu aTom B CNMNCKe
[JaHHble He N3MEHSIIOTCS.

CBoiicTBa

property Count: Integer;
BosBpalaeT KosiM4ecTBo CTPOK B cnncke. [lonyckaeT TO/IbKO YTEeHUE.

15.33.2 Nprmepsbl

MUWHUMaNbHbIVA CKPUNT, UCNO/1b3YIOLLNK CTNCKN

var
SL : TStringList;

begin

SL := TStringList.Create;
SL.Free;

end.

BbiBOA COAEPXKMMOIO CNMCKa B NPOTOKO/1
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// BbiBOA crnncka CTPOK B MNPOTOKOI

procedure PrintStringListToLog(ASL

var
1 - integer;
begin
for i := 0 to ASL.Count - 1 do
AddToLog(ASL[i1]);
end;
var
SL : TStringList;
begin

SL := TStringList.Create;
SL.Add("111111%);
SL.Add("222222%);
SL.Add("3333337);
PrintStringListToLog(SL);
SL.Free;
end.

Job6aBneHuve, yaaneHue n nepemelieHme CTpok

var

SL : TStringList;

begin

SL := TStringList.Create;
// [ob6aBneHve CTpPOK
SL.Add("111111%);
SL.Add("222222%);
SL.Add("3333337);

// YpaneHne BTOPOW CTPOKWU
SL.Delete(1);

// TepecTaHOBKa CTPOK
SL._Move(0,1);

// BbiBOg pe3y/ibTaTtoB
PrintStringListToLog(SL);
SL.Free;
end.

Job6aBneHuve, yaaneHue n nepemeLieHme CTpok

var
SL : TStringList;
begin
SL := TStringList.Create;
// [ob6aBneHve CTpPOK
SL.Add("111111%);
SL.Add("222222%);

: TStringList);
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SL.

//

SL.

//

SL.

//

Add("3333337);
YpaneHune BTOPOA CTPOKMU
Delete(l);
MepecTaHOBKa CTPOK
Move(0,1);

BoiBOA pe3ynbTaTtoB

PrintStringListToLog(SL);

SL.
end.

Free;

MNowuck cTpok

var
SL

: TStringList;

begin

SL
//
SL.
SL.
SL.
//

= TStringList.Create;
JobaBneHne CTpoOK
Add("111111%);
Add("2222227);
Add("333333");
YpaneHune BTOPOKA CTPOKMU

AddToLog(IntToStr(SL. IndexOf("1117)));
AddToLog(IntToStr(SL.IndexOf("111111%)));
AddToLog(IntToStr(SL. Index0f("333333%)));

SL.
end.

Free;

153

B gaHHOM npuMepe nepeas onepauus Nomcka He HaligeT obpasel, U PYHKUMsS BEPHET -1. Nonck
"333333" 1 "111111" 6yAeT ycnewHbiM 1 METOA, BEPHET UX UHAEKCHI.

PaboTa c TeKCTOBbIMU (hainamm

var
SL

begi
SL
//
SL.
SL.
SL
//
SL.
//
SL.
SL.

end.

: TStringList;

n

= TStringList.Create;
Job6aBneHne CTpoOK
Add("111111%);
Add("2222227);

_Add("333333");

CoxpaHeHne B TEKCTOBbI (ain
SaveToFile(GetAVZDirectory + "1.txt");
3arpyska u3 TeKCTOBOro @aina
LoadFromFile(GetAVZDirectory + "1.txt");
Free;
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15.34 Tlowuck hanna n nanok
15.34.1 Knacc TFileSearch

[nsa opraHnsaumm noncka ¢aiisioB 1 Nanok Ha AMCcke B CKPUNTOBOM S13blke NPEeAYCMOTPEH Kiacc
TFileSearch, peanunayoLiumii BCIO HEOO6X0AUMYHO A5 NONCKa OYHKLUMOHA/TbHOCTb.

MeToabl:

constructor Create(AOwner: TComponent);

Co3pgaeT ak3eMnnsp knacca. EgnHcTBeHHbI napameTp AOwner 3agaeT Blagesbla B JaHHOM c/lyyae
He MMeEeT CMbICNa 1 A0/HKEH ObITb paBeH nil

destructor Free;
PaspylwiaeT 3k3eMnasp knacca, 0cBO60XAaeT BCE 3aHATbIE UM PECYPCHI.

function FindFirst(AFileMask : string) : boolean;

Mownck nepsoro thalina unan nanku, yaoBAeTBOPSOLLErO YCN0BMIO noncka. BosspawaeT TRUE, ecnn
nepBbIi NOAXOASALWMIA 06BbEKT yenewHon HaligeH. AFileMask 3agaeT macky novcka dpaiinos,
Hanpumep "*.*". B Macke A0OnycTMMO yKasbiBaTb MakpOChbl, NOAPO6GHEE CM. B pa3gesie "Makpochl,
[ONYCTUMbIE B UMeHax dhaiinos /1561

function FindNext : boolean;

Mounck oyepegHoro haiina nam nanku, yA0BNeTBOPSHOLLErO YC/0BUIO novcka. BosspawaeT TRUE,
ecnu oyepeaHoin NoAXOAALLMA O6BEKT YCNELLHON HaiaeH. PesynbTar nocniegHein onepawmmn nomcka
MOXXHO Tak-)Ke nony4nTb Npv nomowy ceoiictea Found

function FindClose : boolean;

3aBepLuaeT NoncK, 0CBOOOXAaET 3aHATbIe A1 NOMCKa PeCypChbl, HO He paspyLuaeT aKk3eMnasap
knacca. FindClose aBTomaTnuecku Bbi3biBaeTcs npu Bbi3ose FindFirst n Free

CsoiicTBa:

property Found : boolean;
PesynbtaT nocnegHeii onepauun FindFirst nnn FindNext. Hanmume aToro cBoiicTea ynpolieaeT
opraHv3aLmio Lukia noncka

property 1SDir : boolean;
BosBpawaeT TRUE, ecnu TekyLwuii HainAeHHbI 06bEKT SABISETCS KaTasioroM

property FileName : string;
BosBpaljaeT ums goaiisia TekyLero HaingeHHoro o6bekTa (BaxkHO OTMETUTL - TOMbKO MMS, 6e3 nyTu 1)

property FileAttr : byte;
BosBpaljaeT atpnbyThbl NOC/AEAHENO HaMAEHHOro 06beKTa

property FileTime : TDateTime;
Bo3Bpau.|,aeT aaty n BpemMmsa co3gaHnA nocnegHero HaVI,ﬂ,eHHOFO o6beKkTa
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15.34.2 lNpunmepbI Nnoncka

Bo3MOXHO fBa 6a30BbIX BapuaHTa opraHusauum Lmkia novcka daiinos. PaccMotpum 06a (oHM
paBHO3HAYHbI MO CKOPOCTW PaboThl)

BapuaHT 1. Links repeat ... until

var
FS : TFileSearch;
begin
FS := TFileSearch.Create(nil);
IT FS_FindFirst("c:\*.*") then
repeat
iIT FS.IsDir then
AddToLog("HangeH katanor: "+FS.FileName)
else
AddToLog("HangeH tann: “+FS_FileName)
until not(FS.FindNext);
FS.Free;
end.

BapwuaHT 2. Linkn while

var
FS : TFileSearch;
begin
FS := TFileSearch.Create(nil);
FS.FindFirst("c:\*.*");
while FS_Found do begin
iT FS_IsDir then
AddToLog("HangeH katanor: "+FS.FileName)
else
AddToLog("HaingeH tainn: “+FS_FileName);
FS.FindNext;
end;
FS.Free;
end.

Mpumep pekypcmBHOro 06xo04a KatasioroB

// O6paboTka HalgeHHOro ¢ganna
Procedure ScanFile(AFileName : string);
begin

SetStatusBarText(AFileName);

end;

// CkKaHuvpoBaHue kKaTtasiora
Procedure ScanDir(ADirName : string; AScanSubDir : boolean);
var
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FS : TFileSearch;
begin
ADirName := NormalDir(ADirName);
FS := TFileSearch.Create(nil);
FS.FindFirst(ADirName + "*_*");
while FS_Found do begin
iT FS_IsDir and AScanSubDir and (FS.FileName <> "_") and
(FS.FileName <> "_..") then
ScanDir(ADirName + FS_FileName, AScanSubDir)
else
ScanFile(ADirName + FS_.FileName);
FS.FindNext;
end;
FS.Free;
end;

begin
ScanDir("c:\", true);
end.

15.35 Pa6oTta c npouyeccamu

15.35.1 function ExecuteFile

function ExecuteFile(FileName, Params : string;
Mode : integer; WaitTime : integer;
Terminate : boolean) : boolean;

Mpov3BOANT BbINOSIHEHME YKa3aHHOTO (daiina.

FileName - nvs dhaiina. B umenn gpaiina gonycTMmbl Makpochl, NogpobHee CM. B pa3aene "Makpochl,
[ONyCTVMble B UMeHax d)aitnos/isor,

Params - napameTpbl. Mpy OTCYTCTBUM NapaMeTpoB NepefaeTcs nyctas CTpoka. MNapameTpbl Tak-xe
[0oNyCcTUMO Nepefasathb NOC/e MMEHM 3anyckaemoro goaina, otaenss ux 3ansitoin

Mode - Kog pexnma 0TobpaXKeHWsi 3anycKkaemMor nporpaMmsl. MNogaepXuBaroTcst Koapl:

0 - 3anyck npunoxeHus ¢ donarom SW_HIDE - npy 3TOM OKHO NPU/IOXEHNS HEBUAUMO A5
nosib3oBaresis

1 - cTaHgapTHOE OTO6PaKEHNE OKHA 3anyckaeMoro nNpuioXeHns

2 - OKHO 3anyckaemoro npuioXeHns MMHUMU3NPOBaHO

3 - OKHO 3anycKkaemoro npuioKeHUs pasBepHyToO Ha BECb 3KpaH

WaitTime - BpemMsi B MUI/IMCEKYHAAX, B TEYEHUM KOTOPOro NMPON3BOAUTCA OXMAaHne 3aBepLueHus
3anyLeHHON nporpamMmmbl. YkasaHue Hy/1eBOro BpeMeHU NpUBOAUT K TOMY, YTO CKPUNT Npogo/hkaeT
CBOE BbINOJIHEHNE 6€3 OXMAAaHNA 3aBepLUeHUs 3anyLeHHOoN nporpammbl. MUHUMasibHasA 3a4epxka -
100 mc, yKasaHue MeHbLUEN 3aePXKn MPMBOANT K TOMY, YTO OHa 6yaeT yctaHoBneHa Ha 100 mc.
OxunpaHve 3aBepLuaeTcs no OCTVXKEHUIO O4HOM0 U3 ABYX COOLITUI - MCHEYEHUIO YKAa3aHHOIo peMeHu
NNV 3aBEPLUEHMIO 3anyLLEeHHOW NporpamMmei.

Terminate - NpUHyANTENBHOE 3aBEPLUEHME 3anyLLEeHHON NporpaMMbl MOC/E UCTEeUYEHNS 3a4aHHOr0 B
WaitTime nepuoga. Npun WaitTime=0 gaHHblli napameTp He MMeEeT CMbIC/a U UrHopupyeTcs. Jlornka
pa6oTbl: ecnv npowwio Bpemsa WaitTime, Terminate=true n npuioxeHue elle paboTaeT, TO OHO
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NPpYHYAMTENbHO 3aBepLLAeTCs.

Ha 3ameTky:
Ecnv Ha MOeHT 3anycka npouecca pabotaet AVZGuard, To npouecc 6yaeT 3anyLUeH Kak 40BEPEHHbI
npouecc n geinctene AVZGuard Ha Hero He 6yaeT pacnpoCcTpaHsTbCA.
MNpumepsl:

begin
ExecuteFile("notepad.exe®, **, 1, 10000, true);
end.

15.35.2 function RefreshProcessList

function RefreshProcessList:boolean;

OGHOBNSIET CNMCOK NPOLLECCOB. 3Ta (hYHKLMS A0/MKHA BbI3blIBATLCA NEpes, Hadyasiom paboTbl Co
CMnMcKoM npoueccoB. dyHKUMSA Bo3BpalyaeT True, ecnv NocTpoeHne cnucka 6b110 yernewHbIM

15.35.3 function GetProcessCount

function GetProcessCount:integer;

Bo3BpallaeT Kom4yecTBo NpoLeccoB B CNUcke, MOCTPOEHHOM npu nomolm RefreshProcessList.
Bbi3oB GetProcessCount o ycnewHoro BbizoBa RefreshProcessList He SiBNsieTCA OWNOKON - B 3TOM
cny4yae Bo3sspawjaeTtcs O.

15.35.4 function GetProcessName

function GetProcessName(Indx : integer):string;

BosBpallaeT ums ucnosiHsAemoro dhaiina npouecca ¢ uHaekcom Indx. O6paTnTe BHUMAHUE - UHAEKC
OTCUMUTLIBAETCS OT HyNsl. YKasaHue VHAEKca BHE AOMNYCTUMOrO fManasoHa He sSIBASIETCS OLIMGKOW - B
3TOM Crlyyae qoyHKLMSI BO3BPALLAET MYCTYH CTPOKY.

15.35.5 function GetProcessPID

function GetProcessPID(Indx : integer):dword;
BosBpauwaet PID npouecca ¢ uHgekcom Indx. O6paTtnte BHUMaHNE - UHAEKC OTCUMTbIBAETCS OT Hy/IS.
YkasaHve nHgekca BHe 4ONyCTUMOro AvanasoHa He AABNSEeTCS OWNOKON - B 3TOM cryyae oyHKUMA
BO3BpaLLaeT NycTyt0 CTPOKY.

15.35.6 function TerminateProcess

function TerminateProcess(PID : dword):boolean;

3aBepLuaet npovecc ¢ ykasaHHbIM PID. ®dyHkuua so3spawaeTt TRUE, ecnv npouecc ¢ 3agaHHbIM PID
HalfeH 1 yCrneLlHO 3aBepLUeH.

AVZ, (C) 3aiiues O.B., http://z-oleg.com/secur



158 AVZ - cnpaBKka nNo paboTe ¢ NporpamMmori

15.35.7 function TerminateProcessByName

function TerminateProcessByName(AName : string):boolean;

OcTaHaB/IMBaET BCE MPOLECChI, MSI KOTOPbIX COAEPXUT ykasaHHbI B AName o6pasel,. MNpuMeHsTb
[aHHY0 hyHKLMI0 HE06X0AMMO C Pa3yMHOl OCTOPOXHOCTBIO, Tak Kak 3ajaHne obpasua ".exe”
NpVBELET K OCTAaHOBKE BCEX MPOLLECCOB U KPaxy CUCTEMBbI.

begin
TerminateProcessByName("1explore.exe®);
end.

15.35.8 lNMpumep

var
1 - integer;
begin
// OGHOB/eHMe cnucKa MnpoueccoB
RefreshProcessList;
AddTolLog("KonmyectBo npoueccoB =
+IntToStr(GetProcessCount));
// Uukn aHasim3a Mnony4yeHHOro crnmcka
for 1 := 0 to GetProcessCount - 1 do begin
// BbiBOA PID npouecca u ero umvs
AddToLog(IntToStr(GetProcessPID(1)) + * "+
GetProcessName(i));
// OcTaHoBKa rnpouecca rno ycs/oBuio
1T pos("trojan.exe”, LowerCase(GetProcessName(i))) > 0 then
TerminateProcess(GetProcessPID(1));
end;
end.

[aHHbI NpyMep AEMOHCTPUpPYET NUCMOIb30BaHME BCEX OMNMCAaHHbIX Bbille OYHKLMI A5 paboThl C
npoueccam. CHayana npu nomoLm yHkumn RefreshProcessList/157 nponssognTcs 06HOBNEHME
cnucka NpoLeccoB. 3aTeM NPOM3BOAMTCA NPOCMOTP CMMCKA B LMK/Ie C BbIBOLOM MHpopmaLuy B
MPOTOKON.

Kpome Toro, Nnpov3BoanTCA 3aBepLUEeHr e NPOoLLecCoB, UMS UCMONHAEMOrO dhaiina KOTOPbIX COAEPXUT
TekcT "trojan.exe"

15.36 CurHatypHblii aHanimsaTop haiina

15.36.1 function LoadFileToBuffer
function LoadFileToBuffer(AFile : string) : boolean;

MpounssoanT 3arpysky daiina ¢ ykasaHHbIM UMeHeM B 6ydiep A1s nocneayowero nsydeHns. B cnyvae
YCMEeLIHOro BbINOSIHEHUS Onepauuy Bo3BpallaeTcs true, B cnydae owmnbku - false. MoBTOpHbIE BbI3OBbI
He ABNAITCA OLWIMOKOL - Nnepes, BbINOSHEHNE onepauun BblAeNeHHbIV Npy NpeablayLwemM Bbi30Be
Oydhep aBTOMaTUYECKM oumMLLaeTcAa. B nmeHun dhaiina gonyctMmMmbl Makpochl, Nogpo6Hee CM. B pasaene
"MaKpOChl, ONYCTUMblE B UMeHax chaiinos /s
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Cwm. Takke: LoadFileToBufferEx|1s8), EreeBuffer(is8), GetBufferSize 159, GetBufferByte|1s8),
GetBufferWord|160), GetBufferDWord| 168, GetBufferStr/1s01, SearchSign 1601

15.36.2 function LoadFileToBufferEx

function LoadFileToBuffer(AFile : string; ARel : integer;
ALen : i1nteger) : boolean;

MpounssoanT 3arpysky daina ¢ ykazaHHbIM UMEHEM B Bydiep Ans nocneayowero nsyvyeHns. GyHkumns
aHanornyHa LoadFileToBuffer|158), HO NO3BOISAET OCYLLECTBUTb YaCTUYHYIO 3arpy3ky dpaiina. B umeHu
thaiina AFile gonycTMmbl Makpochl, nogpobHee cM. B paszese "Makpochl, 40NyCTVMble B UMEHax

dhaiinos 1561

B cnyyae ycnewHoro BbINO/IHEHUS onepauun Bo3BpalaeTcs true, B cnyvae owmnbkm - false.
MOBTOpPHbIE BbI30BbI HE ABMATCA OLUMOKON - Nepes BbINO/IHEHUE ONepaLun BblAeNeHHbIA Npu
npeablayLem Bbi3oBe 6ychep aBTOMaTNYECKN OUMLLAEeTCS.

ARel - cmeweHne B dhaiine. Ecnn ARel paBHo 0, To 3arpy3ka et ¢ Hadana aina. OTpuyaresnbHoe
3HayeHne ARel paccmaTpuBaeTcsi Kak CMeLLeHne OT KoHua haiina. YkazaHue oTpuuaTesnibHoro
CMeleHus 6onblle pa3mepa daiina npuBeaeT K TOMy, UTo halin 6efeT 3arpyxarbCcs ¢ Havana.
YKazaHne NosfIoKNTEIbHOrO CMeLLLeHMs 6oblue pasMmepa daina siBNseTcsa ownobKol 1 dpain npu
3TOM He 3arpyxaeTcs

ALen - pasmep 3arpyxaemoro 6ycepa. YkasaHve Hy/1ieBoro pasmepa TpakTyecs kak "3arpysuTtb OT
yKa3aHHOro cMeLeHus Ao koHua haiina". YkasaHue pasmepa, npu kotopom Touka ARel + ALen
BbIAAET 3a rpaHuly alina He SABAsieTCA OLWMOKoN - 3HaYeHne ARel aBTomaTnyeckn ncnpaensieTcs
Taknm ob6pasom, 4To naet 3arpyska oT ARel n go koHua caina.

Cwm. Takke: LoadFileToBuffer|158), EreeBuffer[158), GetBufferSizel1s8), GetBufferByte[158), GetBufferWord
1601, GetBufferDWord 160, GetBufferStr|i66, SearchSign |15

15.36.3 function FreeBuffer

function FreeBuffer : boolean;

BbINnonHAeT ocBOGOXAEHME NamATY, BblAENIEHHO B X04e ycnelwHoro BbizoBa LoadFileToBuffer.
MOBTOPHbI BbI3OB HE SABASETCS OLUMOKOI - Npu oTCyTCTBUM Oydhepa B namsAaTy OYHKUNS cUMTaEeT, UTo
ouMCTKa NpoLL/ia yCneLHo.

Cwm. Takke: LoadFileToBuffer|158), GetBufferSize[159)

15.36.4 function GetBufferSize

function GetBufferSize : integer;

BosBpalaet pasmep bydepa B 6aritax. MOXeT NPUMEHSTLCA B C/lydae opraHm3auum HectaHaapTHbIX
anropnTMoB aHannsa 6ydepa B umkne. B cnyyae 6ydepa Bo3spawjaetcs 3HadeHve 0.

Cwm. Takke: LoadFileToBuffer|1s8), FreeBuffer 158

15.36.5 function GetBufferByte
function GetBufferByte(ARel : integer) : byte;

AVZ, (C) 3aiiues O.B., http://z-oleg.com/secur



160 AVZ - cnpaBKka nNo paboTe ¢ NporpamMmori

BosBpawaeT 6ainT no ykazaHHOMY CMeLLeHU0. 3aAaHne He4oMnyCTUMOro CMeLLeHNs He NpuBeaeT K
owmnbke, Ho yHKLUMS BEPHET 3Ha4veHue 0.

Cwm. Takke: LoadFileToBuffer/is8), GetBufferSize|[158)

15.36.6 function GetBufferWord
function GetBufferWord(ARel : integer) : word;

BosBpalaeT word (gByx-6aiiTHOE Lie/1I0e) No yKkazaHHOMY CMELLEHNID. 3afaHne HeaomnycTMMoro
CMELLEHNS He NPUBEJET K OLIMBKe, HO (DYHKLWMSA BEpHET 3HadeHue 0.

Cwm. Takke: LoadFileToBuffer 158, GetBufferSize[1s8)

15.36.7 function GetBufferDWord
function GetBufferDWord(ARel : integer) : dword;

BosBpawaet dword (4eTbipex-6ainTHOE Liesioe) No ykazaHHOMY CMELLEeHNI0. 3agaHne HegonycTuMoro
CMELLEHMS He NPUBELET K OLUMOKe, HO (DYHKLMA BEPHET 3HauveHme 0.

Cwm. Takke: LoadFileToBuffer 158, GetBufferSize|[1s8)

15.36.8 function GetBufferStr

function GetBufferStr(ARel : integer; AlLen : integer) :
string;

BosBpalyaeT CTpoKy CMMBOJIOB Ha4YMHas OT 3aaHHoro cmeleHuns ARel. OTpuuaTesibHble CMeLLeHNS
paccMaTpMBaloTCs Kak CMeLLeHMsA OTHOCUTENbHO KoHLa B6ydhepa. [nmHa cTpoku 3ajaeTcs
napameTpom ALen, HO peasibHas AMHHA ONpeAenseTcs aBToOMaTUieckm NCXoasa U3 cneayrLwmx
KpuTepmes:
B cniyyae Bbixoga Toukm ARel + ALen 3a npegenbl 6ydepa gnvHa ALen aBTomMaTnyecku
YMeHbLLAEeTCA Takum 06pa3om, YToObl KOMMPOBA/IUCH fiaHHble OT YKa3aHHOW No3unumMmn 1 4o KOHUA
6yhepa
B cnyyae Bbixoga Touku ARel 3a neByto rpaHuy 6ydepa 6epetca ARel = 0, 3a npasyto -
BO3BpaLLaeTcs nycras cTpoka

Mpn 0GHapYXXeHUN B CTPOKE CMMBOJIa C KoAoM O CTpOKa yCekaeTcs 10 3TOW No3nuum

Cwm. Takke: LoadFileToBuffer|1s8), FreeBuffer[158), GetBufferSize|1s8)

15.36.9 function SearchSign

function SearchSign(ASign : string; ARel : integer; AlLen :
integer) : integer;

OcHoBHas thyHKUMA aHanm3atopa. Npon3BoamuT nouck curHatypbl ASign HaumMHasa co cMelleHns ARel
B 30HEe A/IMHHOI AlLen.

ARel - cmelLieHWe TOUKK, C KOTOPOIi HauMHaeTcst nouck. CMeLeHNe OTCUNTLIBAETCS C HY/ISl, ykasaHue
OTPMLATE/ILHOMO CMELLEHUS pacCMaTpUBAETCs Kak CMeLLleHMe 0T KoHLUa ghaiina

ALen - anvHa. YKasaHue Hy/neBoi ANIMHHbI paccMaTprBaeTCs kak MoMCK oT To4ukn ARel o KoHua
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oydepa

ASign - curHatypa. CurHaTypa 3afaeTcs TEKCTOBOW CTPOKOIA, ONMCLIBAIOLLEN NpaBmia CUrHATYPHOrO
novcka. CurHatypa cocTomT U3 31IeMEHTOB, pasgesieHHbIX npobenamu. Mpobenb! B Havase 1 KoHLe
CUrHaTypbl UTHOPUPYHOTCS.

MoanepXunBarTca creayrowme TUnbl 3/1IEMEHTOB CUTHATYPbI:

XX - GalT JO/HKEH ObITb PaBEH XX, [€ XX - 3HaUeHve 6aliTa B luecHaaLaTepuyHom Buae
Mpumep: "55 AA 45 21"

IXX- 6aiT He paBeH XX, FAe XX - 3HaYeHne 6aiiTa B LiecHaALuaTepuyHoM Buae
Mpumep: "55 AA 145 21"

? - 6aiiT MOXeT umeTb Ntoboe 3HaveHne (Mo CyTn 3TO Nponyck 6aiiTa npyn aHanM3e). YkazaHue
[aHHOro 3/leMeHTa B Hayas1e 1 KOHLE CUTHaTypbl HE UMEET CMbIC/1A, XOTH He AB/IAETCA OLLUMOKOW
Mpumep: "55 ? AA ? ? 45 21"

NN - nponyck npu aHanuse nn 6aiT (No cyTu ycnioBme - NN 6ainT MMET NPON3BOJIbHOE 3HAYEHUE),
r4e nNn - KOAMYECTBO NPonycKaeMbix 6aliT B gecatnyHom suge. MNpumep: 55 AA ?5 45 21 - gaHHas

*XX - MPONYCK HECKOMIbKUX BAT (0T Hy/N1A A0 AOCTUXKEHNS rpaHuUbl aHann3upyemoli obnacTu) Ao
06HapyXeHusi 6aliTa, paBHOIoO XX.

~XX,YY - NPOU3BOAMT NPOBEPKY YyCNoBuA <6aifiT 6ydpepa> AND yy = xx. [laHHas onepaumsi No3BonseT
CpaBHMBaTb 3afaHHble 6UTbI B 6aliTe, a He BeCb 6aiT Lennkom. MNMpobenbl B AaHHOM KOHCTPYKLMK (80
1 nocrie 3ansAToi) Hef4onycTUMBI, T.K. NPo6en ABNsSeTCA pa3genvirenieM afieMeHToB B curHatype
Mpumep: "55 ~0A,0F" - B AaHHOM Cny4Yae paclunpoBka curHaTypbl 3By4MT Kak "nepsblii 6aiiT paBeH
55, a mnagwasn teTpaga BToporo pasHa OA”

Cwm. Takke: LoadFileToBufferl1s8), EreeBuffer[1s8), GetBufferSize|[1s8)

15.36.1(Mpnmep peanunsaymn CUrHaTypHOro nckaTens

// [lobaBrneHne coobuweHua B MNPOTOKOI

Procedure AddAlarm(AFileName, AMsg : string);

begin

AddtoLog(">>>>> "+AFileName+" nogo3peHne Ha "+AMsQ);
end;

// CkaHunpoBaHue (aiina
Procedure ScanFile(AFileName : string);
begin
SetStatusBarText(AFileName);
LoadFileToBuffer(AFileName);
1T SearchSign("2E 61 64 2D 77 2D 61 2D 72 2D 65 2E 63 6F",-
20000, 0) >= 0 then
AddAlarm(AFileName, “Adware.Look2me®);
FreeBuffer;
end;

// CkaHunpoBaHue nankm (C peKypCUBHbIM 06X0A40M)
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15.37

Procedure ScanDir(ADirName : string; AScanSubDir : boolean);
var
FS : TFileSearch;
begin
ADirName := NormalDir(ADirName);
FS := TFileSearch.Create(nil);
FS.FindFirst(ADirName + "*_*");
while FS_Found do begin
iT FS.I1sDir then begin
1T AScanSubDir and (FS.FileName <> "_.") and (FS.FileName
<> "__") then
ScanDir(ADirName + FS_FileName, AScanSubDir)
end else
ScanFile(ADirName + FS_.FileName);
FS.FindNext;
end;
FS.Free;
end;

begin
ScanDir("c:\", true);
end.

Pa6oTa c pe3ynbTataMn UCC/eA0BaHUsi CUCTEMBI

ViccnepoBaHue cuctembl cObUpaeT pasnnyuHyo MHpopmaumio 06 nlyyaeMom KoMMbloTepe v
coxpaHsieT ee B AByX hopmartax - HTML (c uHTepakTuBHbIMU 3nieMeHTamu) u XML (ans
aBTOMAaTM3UPOBAHHOTO aHasIM3a). nA pelweHns psaga 3afad MOXeT BO3HUKHYTb NOTPe6GHOCTb B
aHanmse cobpaHHbIX AaHHbIX U BbINOSIHEHUN HEKOTOPbIX AEWCTBMUIA HA OCHOBaHUM NOLOGHOrO
aHanmsa. [1nsa pelleHns aToi 3agaum B CKpUNTOBOI A3blk AVZ BBeAeH HA60p KOMaH, NO3BONSAIOLLMX
3arpy3uTb XML chaiin ¢ gaHHbIMW NnocnegHero ucciefoBaHns U3 naMaT Uam No6o NPOU3BOJIbHbIN
XML ¢ gncka gns nocnegyowein o6paboTku.

15.37.1 function SC_INIT

function SC_INIT(AFileName : string = "") : boolean;

BbInonHAET MHULManM3aLmio cuctemMbl 06paboTkm pesynbTaToB nUccnefoBaHus. B cnyyae ycnewHoro
BbINONHEHWs1 Bo3BpallaeT TRUE, B cnyyae ownbku - FALSE. Mepepg BbizoBom SC_INIT TpebyeTcs
BbIMO/IHUTL UCCefoBaHne cuctemol. ECiv B pamkax ckpunTta uMeeTcsa HeCKObKO Bbi3oBoB SC_INIT,
TO B Xofe paboTbl AaHHOW oyHKUMM ByaeT npu HeEOOXoAMMOCTN aBTOMaTu4eckn BoideaHa SC_FREE.
MapameTp AFileName siBnsieTcs Heobsa3aTeIbHbIM U MO YMOSI4aHW0 OTCyTCTBYeT. Ero ykasaHue 3aget
nmsa XML chaiina, KOTopbli A0/MKEH ObITb 3arpy)XeH AN aHasm3a - NPUMEHeEHE JaHHOro napameTpa
NO3BOJIAET aHa/IM3UPOBaTL /1060 NPOTOKO UCCNefO0BaHNSA CUCTEMBI, & HE TOJIbKO NOCAeHNIA for
nccnefoBaHns, NOSTyYEeHHbIN Ha JaHHOM KOMMbIOTEpe.

Ha 3ameTky: NepBMYHOE Ha3HayeHne cucTeMsol - aHasins XML noros nccnegosaHns CUCTEMbI NpuU
nomoLm ckpuntoB. O4HaKO TeopPeTUYECKN AaHHbIA HA60P OYHKUMIA NO3BOASIET CKPUNTY 3arpy3nTb 1
obpaboTartb n6oit XML chaiin.

COBMECTUMOCTb: AVZ 4.28 1 Bbille

MNpumep:
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var
Res : boolean;
begin
Res := SC_INIT("C:\avz4\avz_sysinfo.xml");
iT Res then
AddToLog("3arpyska 1 napcuHr npoToKo/sia BbLIMOJIHEHbI YCMEWHo ™)
else
AddToLog("Owmbka 3arpy3km u napcuHra npoTtokona®);
end.

B gaHHOM npmnmepe nponssoanTca 3arpys3ka CywecTByrowero rnpoTokosia nccnegqosaHmna CUCTeMbl C
XEeCTKO 3ajaHHbIM NMeHEeM, Pe3y/ibTaTUBHOCTb 3arpy3ku 0To6pa>+<aeTc;| B MPOTOKO/1E.

var

Res : boolean;
begin

// ViccnepoBaHne CUCTEMbI
ExecuteSysCheck("test_htm®);

// 3arpy3kKa v aHa/im3 pe3y/bTaToB UCC/efoBaHUA
Res = SC_INIT;

1T Res then

AddToLog("MapcuHr NpoTOKO/1a BLIMOJIHEH YCMEWHO™)
else

AddToLog("Ownbka napcuHra npoTtokonat);
end.

B AaHHOM npumepe BbIMNO/THAETCS UCCNef0BaHne CUCTEMbI U 3aTeM COBpaHHbIe pe3ynbTaThbl
3arpyxatoTcsa B napcep A/ aHanm3a, pesy/ibTaTBHOCTb 3arpy3kn 0Tob6paxaeTcsl B MPOTOKO/e.

15.37.2 function SC_FREE
function SC_FREE : boolean;

OcBoboxaaeT pecypchl, BblaesieHHble B npouecce pabotel SC_INIT. PekomeHayeTcs Bbi3BaTb
OaHHy0 OYHKUMIO Nocne 3aBepLleHus paboTbl C aHHbIMK, COBpPaHHbLIMK B X0A4€E UCCefoBaHns
CUCTEMBI.

Ha 3ameTKy: nocne 3aBeplueHne paboTbl ckpunta AVZ B criydae He06X0AMMOCTU aBTOMAaTUYECKM
Bbi3biBaeT SC_FREE.

CoBMECTUMOCTb: AVZ 4.28 1 BbilLe

MNpumep:

begin

// ViccnepoBaHne CUCTEMbI

ExecuteSysCheck("test.htm");

// VHnymanusayma cucTtembl 06paboTKM pel3yribTaToB McciefoBaHns
SC_INIT;

... 00paboTKa pe3ynbTaTOB WUCC/eAoBaHUA . ..
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// OcBoboxaeHne pecypcoB
SC_FREE;
end.

15.37.3 function SC_SelectNode
function SC_SelectNode(ANode : string) : boolean;

BblbupaeT oguH 13 TeroB XML ¢ 3agaHHbIM nmeHeMm. Vims 3agaeTcs B Buge "AVZ\umsa_ys3na“, ums He
YyBCTBUTESIBHO K perncTpy. Hanpumep, onsa paboTbl C aHHbIMK O 3anyLLeHHbIX npoLeccax TpebyeTcs
3agaTb ums 'AVZ\Process', ¢ paclumpeHusimm npoBogHuka - "AVZ\ExplorerExt".

®yHKums Bo3BpawaetT TRUE, ecnv ycnewHo yaasniochb HainTy 3anpoLleHHble aaHHble. B cnyyae, ecnun
3anpoLLUEHHbIe AaHHble HE HanAEeHbl, HE NHULNAIN3MPOBaH aHaIM3aTop Un He BbINOMHAIOCH
nccnepoBaHue, To yHKLUMs Bo3BpallaeT FALSE.

COBMECTUMOCTb: AVZ 4.28 1 Bbille

MNpumep:

var
Res : boolean;
begin
Res := SC_INIT(GetAVZDirectory + "LOG\avz_sysinfo.xml");
iT Res then
AddToLog("3arpy3ka M napCuUHr npoTOKO/a BbIMO/IHEHb YCMNEWHO™)
else begin
AddToLog("Ownbka 3arpy3km u napcuHra npoTtokona®);
exit;
end;
iIT SC_SelectNode("AVZ\KERNELOBJ") then
AddToLog("Ter KERNELOBJ HangeH");
end.

15.37.4 function SC_GetltemsCount

function SC_GetltemsCount : integer;

Bo3BpallaeT KoM4yecTBO B/IOXKEHHbIX TEFOB AaHHbIX B Tekywem Tere XML 6a3bl. Ecnin Ter He BblOpaH,
TO doyHKUMA Bo3BpaLaeT 0.

COBMECTUMOCTb: AVZ 4.28 1 Bbille

Mpumep:

var
Res : boolean;

begin
Res := SC_INIT(GetAVZDirectory + "LOG\avz_sysinfo.xml");
iT Res then

AddToLog("3arpy3ka 1 napCcuHr npoToKo/ia BbLIMOJIHEHbI YCMEWHo ™)
else begin

AddToLog("Owmbka 3arpy3km u napcuHra npoTtokona®);
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exit;
end;
1T SC_SelectNode("AVZ\KERNELOBJ") then
AddToLog("Ter KERNELOBJ HangeH")
else begin
AddToLog("Ter KERNELOBJ He HaihgeH");
exit;
end;
// 3anpoc KonmM4yecTBa BJ/IOKEHHbIX Teros
AddToLog("SC_GetltemsCount = "“+inttostr(SC_GetltemsCount));
end.

15.37.5 function SC_GetParamVal
function SC_GetParamVal (Alndx : integer; AName, ADefval : string) : str

Bos3BpalaeT 3HavyeHue napameTtpa ¢ umeHem AName Tera ¢ Homepom Alndx. OTcUeT 31eMeHToB
npet c 0. YkazaHve UMeHN HeCcyLLLeCTBYIOLLLEro napameTpa Wiv nHAekca 3a npejenamu guanasoHa He
SIBNSAETCA OLINOKOI - B 3TOM Ccnyyae dyHKLMA Bo3BpallaeT 3HaveHne ADefVal. 3HaueHne ADefVal
TaKke BO3BpallaeTcs B c/iyyae, ecnim y Tera ¢ nHgekcom Alndx HeT napameTpa ¢ umeHem AName.
[ns uTeHns napameTpoB TekyLlero Tera (poguTeNbCKOro 418 TEroB AaHHbIX) He06X0AMMO yKa3aTb
WHAEKC paBHbIl -1.

COBMECTUMOCTb: AVZ 4.28 1 Bbille

MNpumep:
var
Res : boolean;
i > Integer;
begin
Res := SC_INIT(GetAVZDirectory + "LOG\avz_sysinfo.xml");
iT Res then

AddToLog("3arpy3ka M napCuHr npoTOKO/a BbIMO/IHEHbI YCMNEWHO™)
else begin

AddToLog("Ownbka 3arpy3km u napcuHra npoTtokonat);

exit;

end;

iIT SC_SelectNode("AVZ\KERNELOBJ") then

AddToLog("Ter KERNELOBJ HangeH")

else begin

AddToLog("Ter KERNELOBJ He HahgeH®);

exit;

end;

// 3anpoc KonuyecTBa BJIOXEHHbIX Teros
AddToLog("SC_GetltemsCount = "+inttostr(SC_GetltemsCount));
// BbiBOA, OaHHbIX B UUKe

for i := 0 to SC GetltemsCount - 1 do

AddToLog("["+inttostr(i)+"] File= ""+SC_GetParamval(i, “File", "")+°"
end.
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B faHHOM npumepe BbINOHAETCS 3arpy3ka CyLLecTBYIOLLEro NpoToKo1a UccnefoBaHns n3 nanku
LOG, pa3melleHHOI B paboyem katanore AVZ, 1 BbIBOf B LMK/E 3/IEMEHTOB 3HA4YEHMS NnapameTpa
File Bcex Teros, a/1s1 KOTOPbIX POANTENLCKUM ABASIETCA TEKYLUMIA TEr, BbIOPaHHbIA NPU MOMOLLM
SC_SelectNode.

15.37.6 function SC_GetTagName
function SC_GetTagName(Alndx : integer) : string;

Bo3Bpalaet nmsa Tera ¢ nHgekcom Alndx. iMs Bo3spalllaeTcs B BepxHeM peructpe. MHaekc -1
NpUMeHsieTCcAa AN NOJyYeHUs UMEHN POAMUTENLCKONO Tera. B criyyae 3ajaHnsa HEKOPPEKTHOTO MHAEKCA
NNy B Cny4vyae BO3HUKHOBEHUW OLLMOKM (DYHKLUUSA BO3BpAaLLAET NyCTYo CTPOKY.

CoBMECTUMOCTb: AVZ 4.28 1 BbilLe

Mpumep:
var
Res : boolean;
i > Integer;
begin
Res := SC_INIT(GetAVZDirectory + "LOG\avz_sysinfo.xml");
iT Res then

AddToLog("3arpy3ka 1 napcuHr npoToKo/sa BbLIMO/IHEHbI YCMNEWwHo ™)
else begin
AddToLog("Owmbka 3arpy3km u napcuHra npoTtokona®);
exit;
end;
1T SC_SelectNode("AVZ\KERNELOBJ") then
AddToLog("Ter KERNELOBJ HangeH")
else begin
AddToLog("Ter KERNELOBJ He HaihgeH");
exit;
end;
// 3anpoc kKonu4yecTBa BJIOKEHHbLIX Teros
AddToLog("SC_GetltemsCount = “+inttostr(SC_GetltemsCount));
for 1 := 0 to SC_GetltemsCount - 1 do
1T SC_GetTagName(i) = "ITEM" then
AddToLog("["+inttostr(1)+"] File= ""+SC_GetParamvVal(i, “File", "")+"
end.

15.37.7 function SC_Searchltem
function SC_Searchltem(AName, Aval : string; AFullComp : boolean) : int

Mounck anemeHTa Mo ero 3HayeHuto. BbINOMHAET NonCK B TekylleM Tere 6a3bl XML, o6pabaTbiBatoTca
3HayeHua napameTpos ¢ uMeHeM AName, AVal - cpaBHeHWe He YyBCTBUTESIbHO K PErncTpy.
AFullComp - napameTp, ynpaBnswoLuii pexxumomM cpaBHeHnsi. Ecnu oH paseH TRUE, To BbiNO/IHAETCS
NnosIHoe cpaBHeHVe obpa3sua 1 3HaYeHus napameTpa ¢ uMmeHeM AName, ecnu oH paBeH FALSE, 1o
nweTca BxoxaeHue AVal B 3HaueHusx napameTpa ¢ uMeHem AName.

B cnyyae ycnewHoro novcka (yHKLUmMsa BO3BpalLaeT MHAEKC NEPBOI HaAEHHON 3anucK, B criydae
OCTYTCTBUSI COBMaZEeHW unm owmnobkn - 3HaveHune "-1".
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Ha 3ameTKy: [laHHas oyHKUMA NpegHasHaveHa 4ss npocTeiiwero novcka. s 6o1ee criokHOro
nomcka (N0 HECKO/IbKUM MapameTpam v T.Mn.) ciegyeTt opraHnsosatb Umka ot 0 oo
SC_GetltemsCount-1 1 B HeM NpOBEPATb NH0ObIE YCNOBUSA, NOyYas 3HaYeHNUsi NapamMeTpoB vepes
SC_Getltem. OgHako B criyyae, ec/v nouck Bo3MoXeH yepe3 SC_Searchltem, To cnegyet NpuMeHsTb
WMEHHO ero, T.K. nonck yepes SC_Searchltem paboTaeT Ha NOpsiAOK ObICTPEE, YEM aHA/IOTNYHbI eMy
nepebop 3/1IEMEHTOB B LIMK/E.

COBMECTUMOCTb: AVZ 4.28 1 Bbille

Mpumep:
var
Res : boolean;
i > Integer;
begin
Res := SC_INIT(GetAVZDirectory + "LOG\avz_sysinfo.xml");
iT Res then

AddToLog("3arpy3ka 1 napcuHr npoToKo/sia BbLIMOJIHEHbI YCMEWHo ™)
else begin
AddToLog("Owmbka 3arpy3km u napcuHra npoTtokona®);
exit;
end;
1T SC_SelectNode("AVZ\KERNELOBJ") then
AddToLog("Ter KERNELOBJ HangeH")
else begin
AddToLog("Ter KERNELOBJ He HaihgeH");
exit;
end;
// 3anpoc KonmM4yecTBa BJ/IOKEHHbLIX Teros
AddToLog("SC_GetltemsCount = “+inttostr(SC_GetltemsCount));
// Tonck Tera
1 = SC_Searchltem("File®, “"AnyDVD", false);
if 1 >= 0 then
AddToLog("HangeH pgpaiiBep AnyDVD - ["+inttostr(i)+"] File= ""+SC_GetP
end.

15.38 dyHKUMKM 3anpoca CTaTUCTUKU
15.38.1 function GetSuspCount
function GetSuspCount:integer;

Bo3BpallaeT KoNnM4yecTBo NoAo3puTesbHbIX daiiioB, 06HapPYXEHHbIX B X0A4€e NocnegHero
CKaHMpPOBaHMSI.

MNpumep:

begin
// Vicnonb3oBaTb KapaHTWUH
SetupAVZ("UseQuarantine=Y");
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// 3anyck cKaHunpoBaHus

RunScan;

// 4YTO0-TO nogospuTtesibHoe ?7?

1T GetSuspCount > 0 then begin

// BbinonHeHve wnccrnepoBaHUSA CUCTEMb

ExecuteSysCheck(GetAVZDirectory + "syscheck.htm®);

// CoxpaHeHve apxuBa C (hainamm KapaHTuHa

CreateQurantineArchive(GetAVZDirectory+ quarantine.zip®);
end;
end;

15.38.2 function GetDetectedCount

function GetDetectedCount:integer;

Bo3BpalyaeT KoIMYeCTBO AETEKTMPOBAHHbLIX BPEAOHOCHbLIX (haii/ioB, 06HAPYXXEHHbIX B X0Ae
nocfiefHero ckaHMpoBaHMs.

15.39 O6paboTka napamMeTpoB KOMaHAHOMN CTPOKMN

15.39.1 function GetParamCount

function GetParamCount:integer;

Bosspau.q,aeT KO/IMYeCTBO NapamMeTpoB, nepeaaHHbIX Nosib3oBaresiemM B KOMaH,EI,HOIz CTpOKe

15.39.2 function GetParamStr

function GetParamStr(AParamld:integer) : string;

BosBpalwaeT napameTp C ykazaHHbIM HOMEPOM WK NYCTYI0 CTPOKY, €C/IN HOMep napameTpa BHe
AnanasoHa. MapameTpbl HymepyloTca ¢ 1, 3anpoc napameTpa 0 Bo3BpaLlaeT NosiHoe MS
ncnonHsemoro avina AVZ.

15.39.3 function GetParamByName

function GetParamByName(AParamName:string) : string;

BosBpallaeT 3HaYeHWe napaMeTpa, HalfeHHOro No UMEeHHW. [1s1 UCNOMb30BaHNS AAHHON hyHKLMN
Heo6XoAMMOo nepefaBaTb NapameTpsbl B (popMate uMsi=3HadyeHue. Ecnv napameTp He HallaeH, To
BO3BpaLLaeTcs nycTas cTpoka. Ecnm apeau napameTpoB BCTPEYAETCS HECKO/IBKO NapamMeTpoB C
OZMHAKOBbLIM MEHEM, TO (DYHKLMS BO3BPALLAET 3HAYEHME NEPBOrO U3 HUX.

CoBMECTUMOCTb: AVZ 4.26 1 BbilLe

Mpumep:

begin
AddToLog(GetParamByName("test"));
end.
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Ha 3ameTky:
[aHHY0 OYHKLUMIO YA0OHO NPUMEHSTb A1 CO34aHMs YCIOBHbIX CEKLMIA Kofa B CKpMnTax - B 3TOM
C/ly4ae MOXHO He MoanMLMpys KoL CKpUnTa M3MEHATb ero noBedeHue.

15.39.4 NMpumep 06paboTKM NnapamMeTpoB

Mpumep cKpWnTa, BbIBOASLLENO B NPOTOKO/ BCE NapamMeTpbl KOMaHAHON CTPoku AVZ:

var
1 - integer;
begin
AddToLog("ParamCount = * + IntToStr(GetParamCount));
for i := 1 to GetParamCount do
AddToLog(" Param[® + IntToStr(i) + "] = """ + GetParamStr(i)
+ ")
end.

15.40 Pab6oTa co CcTpokamu

15.40.1 function StringReplace
function StringReplace(S, OldPattern, NewPattern: string);

Bos3BpallaeT CTpoky S, B KOTOpOil Bce BxoxaeHust OldPattern 3ameHeHbl Ha NewPattern. CpaBHeHue
npu noucke OldPattern Beaetcs 6e3 yyeta perncrpa CUMBO/IOB.

MNpumep:

begin
AddToLog(StringReplace("Y nona 6bna Kowka®, "Kowka®, “cobaka“

)):

end.
15.40.2 function Pos
function Pos(SubStr, S: String): Integer;

BosBpallaeT no3uuuio NoACTPOKM Substr B cTpoke S. MNMonck NoACTPOKN BeAETCA C YYETOM perncrpa
CMMBOJI0B. ECnv novck NoACTPOKM yCneLleH, TO BO3BPaLlaeTcs HOMep Nnepsoro CUMBOJ1a NepBoro
BXOXAeHNSA SubStr B cTpoke S. Ecnu nouck HeycnewleH, To yHKUnMS Bo3spawaet 0.

begin
AddToLog(IntToStr(Pos("kowka®", "Y nona 6bi1a cobaka®)));

AddToLog(IntToStr(Pos("cobaka®, "Y nona 6bina cobaka®™ )));
end.
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15.40.3 procedure Insert

procedure Insert(S: String; var S2: String; pos: Integer);
BcTaBnget cTpoky S B NO3MLUMI0 POS CTPOKM S2.

Mpumep:

var
S :© string;
begin
S = "Y nona cobaka“;
Insert("6bna ", S, 8);
AddToLog(S);
end.

15.40.4 procedure Delete

procedure Delete(var s: String; from, count: Integer);

YpaansieT U3 CTPOKM S HECKO/bKO CUMBOJIOB HAUMHast C No3numm from, KonnuecTBo yaansieMbix
CUMBOJIOB 33/laeTcsa NapameTpoM count.

var
S : string;
begin
S = "Y nona 6bl1a KowkKa unm cobaka”;
Delete(S, 12, 10);
AddToLog(S);
end.

15.40.5 function Copy
function Copy(s: String; from, count: Integer): String;

Bo3BpaliaeT oparMeHT CTPOKU S ANIMHONM count CMMBO/IOB HaYMHas ¢ nosuuum from.

MNpumep:

begin
AddToLog(Copy("Y nona 6bna Kowka wmanm cobaka®, 13, 5));
end.

15.40.6 function Length
function Length(s: string): Integer;
BosBpallaeT A/IMHHY CTPOKK S.
Mpumep:

begin
AddToLog(InttoStr(Length("Y nona 6bin1a cobaka®)));
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end.

15.40.7 function Trim
function Trim(s: String): String;

Bosspau.q,aeT CTPOKY S, B KOTOpOI7I yaaneHbl BCe np06enb| N cneucnmBoOsibl B Ha4asi€ N KOHLE.

15.40.8 function UpperCase
function UpperCase(s: String): String;

Bo3BpalyaeT CTPOKY S, NPUBELAEHHYIO K BEPXHEMY PETUCTPY.

15.40.9 function LowerCase
function LowerCase(s: String): String;
Bo3BpalliaeT CTPOKY S, NPUBELEHHYIO K HUXXHEMY PETUCTPY.
15.40.1(function Chr
function Chr(CharCode: Integer): Char;
Bosepawaet cumson ¢ ASCII kogom CharCode
15.40.1%function Ord
function Ord(ch: Char): Integer;
Bosspauaet ASCII kog 3agaHHOro cumeona

15.40.1T1peobpazoBaHuns B CTPOKY
15.40.12.function IntToStr

function IntToStr(i: Integer): String;

MpeoGpasyeT Lesioe YMC/o B CTPOKY.

15.40.12.function FloatToStr
function FloatToStr(e: Extended): String;
MpeobpasyeT UMCO0 C NAaBatoLLeli TOUYKON B CTPOKY.
15.40.12.function DateToStr
function DateToStr(e: Extended): String;

171

Mpeo6pasyeT gaty B CTPoKy. Mpu hopmaTMpoBaHum AaTbl UCNONb3YETCA CTaHAAPTHAsS CUCTEMHAs

chopmaTtHas macka.

MNpumepsl:
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begin
AddToLog("[laTta 3aBepweHna cKaHupoBaHus: “+DateToStr(Now));
end.

begin

SavelLog(GetAVZDirectory+"\LOG\"+GetComputerName+" "+DateToStr(
Now)+* log.txt");
end.

15.40.12.function TimeToStr

function TimeToStr(e: Extended): String;

MpeoGpasyeT BpeMsi B CTPOKY. Mpy hopmMaTMpoBaHn BPEMEHW UCTOMb3YETCA CTaHAapTHas
cucTeMHasi oopMaTHasi Macka.

begin
AddToLog("Bpema 3aBeplieHnsa ckaHupoBaHuAa: "+TimeToStr(Now));
end.

15.40.12.function DateTimeToStr

function DateTimeToStr(e: Extended): String;

Mpeobpa3syeT aaty/sBpems B CTPOKy. Mpu dhopmaTrpoBaHum gaTbl U BPEMEHN UCMNO/b3yeTCs
CTaHAapTHas cucTemHas chopmaTHas macka.

begin
AddToLog("CkaHupoBaHne 3aBepweHo: "“+DateTimeToStr(Now));
end.

15.41 TMepepaya onoBelleHUA agMUHNCTPATOPY

15.41.1 function SendNetMessage

function SendNetMessage(AHost, AFromSt, AToSt, AMessageSt:
string) : boolean;

OtnpasnsieT coobLieHre no cetun, aHasior NET SEND.
MapameTpbl:
AHost - nms xocTa, KOTOpoMy nepeaaeTcsi CooOLeHNe
AFromSt - none "OT koro"
AToSt - none "Komy"
AMessageSt - TekCT coobLLeHuns.

3HaueHus napameTpoB AFromSt, AToSt, AMessageSt MoryT cogepxXaTtb pycckme 6ykBbl, HO B 3TOM
C/lyyae He rapaHTUpyeTCs KOPPEKTHOE OTOOPaKeHNe COOBLLEHNS.

begin
// 3anyck CcKaHupoOBaHUA
RunScan;
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// 4YTOo-TO nopo3puternibHoe ?7?

iIT (GetSuspCount > 0) or (GetDetectedCount > 0) then begin

SendNetMessage("Monitoring®, “AvZ®, “Admin-,
"Report from computer "~

"SuspCount = " + InttoStr(GetSuspCount) +

"DetectedCount = " +
InttoStr(GetDetectedCount)

);
end;
end.

15.41.2 function SendSyslogMessage

function SendSyslogMessage(AHost, AMessageSt: string) :
boolean;

OTnpaBnsieT coobLieHne cTtaHgapTHoW cnyxo6e Syslog (nopTt 514 UDP) Ha yka3aHHOM cepBepe,
yA06HO ANsA permctpauun pasimyHbIX CObbITUN

begin

// 3anyck cKaHunpoBaHus
RunScan;

// 4YTO0-TO nogospuTtesibHoe ?7?

+ GetComputerName +

1T (GetSuspCount > 0) or (GetDetectedCount > 0) then begin

SendSyslLogMessage("172.20.97.28",
"Report from computer

"SuspCount = * + InttoStr(GetSuspCount) +

"DetectedCount = " +
InttoStr(GetDetectedCount)

)
end;
end.

15.41.3 function SendEmailMessage

function SendEmailMessage(AServer, AFrom, ARecipients,
ASubject, AMessageSt: string; Aldentification : boolean;
ALogin, APasswd : string; AAttachFilel, AAttachFile2,
AAttachFile3 : string) : boolean;

JaHHasi oyHKUMSA MPOM3BOAMT OTMPABKY NCbMA MOJ YpaB/ieHNEM CKpUMTa.
MapameTpbl PyHKLMK:

+ GetComputerName +

AServer - ums nnv IP agpec novToBOro cepBepa, Yepes KOTOpPLI NPOM3BOAMTCS OTNpaBKa NUCbMa

AFrom - 3HayeHue nons "OT Koro"

ARecipients - cnucok nonayvaresnei

ASubject - 3aronoBok nnucbma

AMessageSt - TEKCT COOBLLEHNSA, MOXET CcoAepaTb CUMBO/IbI MepeBoia CTPOKM
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Aldentification - pexum aytnaeHTudmkauumn. Ecnu nepegaetcs false, To aytnaeHTudnkaumsa Ha
cepBepe He NpPon3BoAUTCS 1 3HadeHne napameTpoB ALogin n APasswd urHopupytotcs. Ecnm
nepegaeTcs true, To ayTuaeHTMdmKaLma NpomM3BoanTcs n napameTpbl ALogin n APasswd A0/ KHbI
6bITb 3aN0JIHEHBI.

ALogin - umsl nonb3oBaTensa 418 aBTopnsalum Ha NoYTOBOM cepBepe

APasswd - naponb nosb3oBartesnsa 41 agTopusauum Ha NOYTOBOM cepBepe

AAttachFilel, AAttachFile2, AAttachFile3 - nmeHa hainoB, KOTOpble AO/MKHbI ObITb MPUMOXEHbI K
nucbMy. Mepegaya NycToro MMEHU O3HaYaeT, YTo B/IOXEHME He TpebyeTcs.

MNpumep:

begin
// Vicnonb3oBaTb KapaHTWUH
SetupAVZ("UseQuarantine=Y");
// 3anyck cKaHupoOBaHUA
RunScan;
// 4YTOo-TO nopo3puTtesibHoe ?7?
iIT (GetSuspCount > 0) or (GetDetectedCount > 0) then begin
// BbinonHeHne uccnepoBaHWs CUCTEMb
ExecuteSysCheck(GetAVZDirectory + "syscheck.htm®);
// CoxpaHeHue apxmBa C (aiinamm KapaHTUHa
CreateQurantineArchive(GetAVZDirectory+"quarantine.zip®);
// OTnpaBKa nucbma
SendEmai IMessage("mail.my_mail_server.ru®, “AVZ",
"my mail@mail._ru®,
"AVZ email alert”,
"Report from computer

+ GetComputerName +
"TOTH#13 +

"SuspCount = " + InttoStr(GetSuspCount) + #13
+

"DetectedCount = " +
InttoStr(GetDetectedCount) ,

false, *", "7,

GetAVZDirectory + "syscheck.zip”,

GetAVZDirectory + "quarantine.zip”,

)
end;
end.

15.42 TwnnoBble NpUMepsbI

15.42.1 MapameTpbl 3anycka

1. 3anyck AVZ n BbINO/IHEHME CKpunTa Testl.txt
avz.exe Script=Testl.txt

2. 3anyck AVZ B HEBUAMMOM /151 NONb30BaTENA PEXUME 1 BbINOSIHEHNE cKpunTa Test2.txt
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avz.exe HiddenMode|s=3 Script=Test2.txt

3. 3anyck AVZ B HeAOCTYNMHOM A5 Nofib30oBaTens pexmme (oTobpaxaeTcs ApsblK C Tpee) 1
BbIMO/IHEHME cKpunTa Test3.txt, pexum kapaHTUHa - CeTeBOi
avz.exe nw=Y HiddenMode=2 Script=Test3.txt

15.42.2 CkaHMpoBaHMe KoOMMnbloTepa

begin

// ecnn cKaHumpoBaHMe He 3aBepuwuiocb 3a 10 MUMHYT, npepBaTb €ro
ActivateWatchDog(10*60);

// HacTtpolika AVZ

SetupAVZ("UseQuarantine=Y"); // BknwounTb KapaHTUWH

SetupAVZ("Priority=-17); // TIOHWXEHHbIW npuopuTeT
// 3anyck cKaHunpoBaHus

RunScan;

// 3aBepuweHue pabdoTbl AVZ

EXItAVZ;
end.

[aHHbI NpyMep AEMOHCTPUPYET NPOCTERLLNIA CKPUNT, BbINOSHAOLWMIA HACTPOIiKy AVZ npu NOMOLLM
thyHKUMM SetupAVZ 1081 1 3anyck ckaHMpoBaHWA npy nomoLm RunScan 107,

15.42.3 BnokmpoBKa CKaHUpOBaHUA Mo YC/I0BUIO

begin
// He npoBepsTb KOMMbKTEPbLI, UMS KOTOPbIX HadnMHaeTca ¢ “ASU"
iIT pos("ASU", GetComputerName) = 1 then
EXItAVZ;
// ecnn cKaHumpoBaHuMe He 3aBepuwuiocb 3a 10 MMHYT, npepBaTb €ro
ActivateWatchDog(10*60);
// HacTtpoiika AVZ
SetupAVZ("UseQuarantine=Y"); // BknwounTb KapaHTUH

SetupAVZ("Priority=-17); // TIOHWXEHHbIW npuopuTeT
// 3anyck cKaHunpoBaHus

RunScan;

// 3aBepuweHue pabdoTbl AVZ

EXItAVZ;
end.

B naHHOM npumepe rg%ﬂ 6/10KMPOBKY NPUMEHSAETCHA UMS KOMMbIOTepa, nosiydaemMoe npu noMoLLm
GetComputerName |10

15.42.4 CkaHMpoOBaHMe 1 aBTOKapaHTUH

begin

ActivateWatchDog(5*60) ;

// HacTtpoiika AVZ

SetupAVZ("UseQuarantine=Y"); // BknwounTb KapaHTUVH
SetupAVZ("Priority=-17); // TIOHWXEHHbI npuopuTeT
SetupAvVZ("nw=Y"); // CeTeBOli pexum
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// 3anyck cKaHunpoBaHus

RunScan;
// Ao6aBneHme OaHHbIX O mmeHn [K
AddToLog("-----—————————- ;

AddToLog("lMpoTokon ¢ kKomnblTepa "+GetComputerName);
// CoxpaHeHne npoTokKona
SaveLog("AVZ_LOG\"+GetComputerName+"_ log.txt");

// ABTOKapaHTWH

ExecuteAutoQuarantine;

// 3aBepuweHue paboTbl AVZ

EXItAVZ;
end.

[nsa paboTbl faHHOro nprmepa HeobxoAMMOo co3aTth B paboyem kaTanore AVZ nanky AVZ_LOG.
Kntou NW=Y nepekntouaeT AVZ B CeETEBOI pexmm paboTbl - 3TO NPOSIBASIETCSA B TOM, YTO NpW
nomeLleHun chaiina B kapaHTuH B nanke Quarantine u Infected co3gaeTcs HOBbIN YPOBEHb - MS
KOMMblOTEpa. ITO NO3BOSET U3beXaTb HATOXKEHUS NOMELLAEMbIX B KapaHTWH (dalifioB npu 3anycke
AVZ Ha mHOoxecTBe K

15.42.5 JleyeHue 3aaHHbIX NanokK no yc/0BuU

begin

ActivateWatchDog(5*60) ;

// HacTtpolika AVZ

SetupAVZ("UseQuarantine=Y"); // BknwounTb KapaHTUWH

SetupAVZ("Priority=-17); // TIOHWXEHHbI npuopuTeT

iIT GetComputerName = "PUPKIN® then begin
SetupAvVZ("Scan=C:\"); // TpoBepaTb anck C:\
SetupAVZ("Scan=D:\Virus"); // MpoBepATb yKasaHHYKW nanky
SetupAvVZ("DelVir=Y"); // BknwouuTb nedveHwve

end;

// 3anyck cKaHunpoBaHus

RunScan;

// Ao6aBneHme OaHHbIX O MMeHu MK

AddToLog("---—-—-————————- ");

AddToLog("lMpoTokon ¢ kKomnblTepa "+GetComputerName);
// CoxpaHeHue npoTokKona
SaveLog("AVZ_LOG\"+GetComputerName+"_ log.txt");

// 3aBepueHne paboTbl AVZ

EXITtAVZ;
end.

15.42.6 ABTOKapaHTWH 1 c6op nogo3putenbHbix channos c MK

begin

SetupAVZ("UseQuarantine=Y"); // BknwounTb KapaHTUWH
NoOAO3PUTENbHbIX

SetupAVZ("Priority=-17); // TIOHWXEHHbI npuopuTeT
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SetupAVZ("EvLevel=3"); // 3BpUCTMKA Ha MaKCUMyM
SetupAVZ("ExtEvCheck=Y"); // PacCWWpeHHbIn aHa/In3 BKJ/IYEH
// AKTMBMpOBaHME CTOPOXEBOro Taimepa Ha 15 MUHYT
ActivateWatchDog(60 * 15);

// 3anyck cKaHupOBaHUA

RunScan;
// [lo6aBrneHne paHHbIX 0 uMeHu TK
AddToLog("-----————==———- :

AddToLog("lMNpoTokon c komnbiTepa "+GetComputerName);
// ABTOKapaHTWH

ExecuteAutoQuarantine;

// TeHepauus apxuBa C cobpaHHbIMK (annamm
CreateQurantineArchive("c:\AVZ _Qurantine.zip");

// CoxpaHeHne npoTokona

SaveLog("c:\AVZ Qurantine.log~);

// 3aBepuweHue pabdoTbl AVZ

EXItAVZ;
end.

[nsa 3anycka ckpynTta ygobHo co3gate BAT chaiin CollectFiles.bat, coaepxawuin komaHay
cnepywLlero Bnaa:
avz.exe HiddenMode=1 Script=CollectFiles.avz

MpeanonaraeTtcs, 4TO CKPMNT coxpaHeH B paine CollectFiles.avz, sToT dhaiin BmecTe ¢ CollectFiles.

bat nexar B Tom-Xe kaTtasiore, UTo 1 avz.exe

15.42.7 Nownck thana Ha gucke

3ajava - NPou3BECTM NOUCK Ha Aucke haiina ¢ 3aaaHHbIM MMeHeM. [laHHas 3aJadya peLlaeTcs npu
MOMOLLM CeAyoLero ckpunTa:

// CkaHvpoBaHue nanku (C peKypCUBHbIM 06XOA0M)
Procedure ScanDir(ADirName : string; AScanSubDir : boolean);

var
FS : TFileSearch;

begin

ADirName := NormalDir(ADirName);

FS := TFileSearch.Create(nil);
FS.FindFirst(ADirName + "*_*");
while FS_Found do begin
SetStatusBarText(ADirName + FS.FileName);
iT FS.I1sDir then begin
1T AScanSubDir and (FS.FileName <> "_.") and (FS.FileName
<> "__") then
ScanDir(ADirName + FS_FileName, AScanSubDir)
end else
iIT LowerCase(FS.FileName) = "trojan.dll®™ then
AddToLog("HangeH dann "+ADirName + FS_FileName);
FS.FindNext;
end;
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FS.Free;
end;

begin
ScanDir("c:\", true);
end.

B gaHHOM npumvepe (PyHKuua ScanDir npumeHAeTcs ANA PeKypPCUBHOIMO
obxopa katasioroB. ®yHKUMA nosydyaeT ABa napameTpa - UMS
KaTanora Ansi CKaHupoBaHua M napameTp AScanSubDir, yka3biBawwwii,
cnegyeT N CKaHUpPOBATb BJ/IOXEHHble KaTasioru.

15.42.8 3arotoBKa cKpunTa as1s CKaHMpoBaHUA CeTun

3aroToBska TMMOBOro CKpunTa AnAa CKaHMpoBaHNUA MHOXeECTBa MK B ceTu:

begin
// TpoBepka - ONOKMPOBKM 3arnycka

iIT pos("nepBboie 6ykBbl MmeHn", GetComputerName) = 1 then
EXItAVZ;

iT GetComputerName "nval® then ExXiItAVZ;

iT GetComputerName "nva2® then ExXiItAVZ;

// TNay3a Ha 50 cek, 4TOOb He MewaTb aBTO3arpy3ke
Sleep(50);

// HacTtpoiika AVZ

SetupAVZ("UseQuarantine=Y"); // BknwounTb KapaHTUVH
SetupAVZ("nw=Y"); // CeTeBOMN pexum KapaHTuHa
SetupAVZ("Priority=-1"); // TOHWXEHHbI NpuopuTeT
SetupAVZ("EvLevel=3"); // 3BpuCTMKa Ha MaKCUMyM
SetupAVZ("ExtEvCheck=Y"); // PacwupeHHbli aHaiM3 BKJIYEH
SetupAvZ("DelVir=Y"); // BknwounTb nedvyeHwe

// AKTUBMpPOBaHME CTOPOXEBOro Tanmepa Ha 15 MUHYT
ActivateWatchDog(60 * 15);

// 3anyck cKaHunpoBaHus

RunScan;
// [obGaBneHne paHHbIX 0 umeHu MK
AddToLog("----————=—————- ):

AddToLog("lMpoTokon ¢ kKomnblTepa "+GetComputerName);
AddToLog("MyTb K AVZ = " + GetAVZDirectory);

// ABTOKapaHTWH

ExecuteAutoQuarantine;

// CoxpaHeHne npoTokKona
SavelLog(GetAVZDirectory+"\LOG\"+GetComputerName+"_ log.txt"
)
// 3aBepuweHve pabdoTbl AVZ
EXItAVZ;

end.

MapameTpbl 3anycka AVZ B 3TOM criyyae:
\\my_server\AvVZ\avz.exe Priority=-1 nw=Y ng=Y HiddenMode=2 Script=\\my_server\AvVz\
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netscan.avz

npv 3TOM npegnonaraeTcs, 4To AVZ Haxogutcs B nanke \\my_server\AVZ, a CKpunT COXpaHeH B

channe netscan.avz.

HekoTopble KOMMEHTapUn Mo CKPUNTY U NapameTpam 3anycka:
Priority=-1 - 3anyckaet AVZ ¢ NOHWXEHHbIM NPUOPUTETOM, YTO6bI OH HEe MeLuan paboTte
KOMMNbloTepa. JTOT KN4 Ay6NnpyeTcs B CKPUNTE U KOMaHAHOM CTPOKE W B NPUHLMME He
06s3aTesieH B C/lyyae CKaHMpOBaHNsi COBpeMEHHbIX MK
NW=Y - aHasI0rM4yHo, Ay6NnpyeTcsl B KOMaHAHOI CTPOKe 1 ckpunTte (ay6/impoBaHme 3TO He
06s3aTesibHO, A4OCTATOYHO B O4HOM MeCTe). DTOT K/toY NepeK/IYaeT KapaHTUH B "CeTeBOl pexum"”
- B HeM B nanke Quarantine nosBAseTCA eLe 041H YPOBEHb - 0 CETEBOMY MMEHU KOMMboTEPa
HiddenMode=2 - 3anyck AVZ B CKPbITOM pexunme - B TpEe Ha BPeEMS CKaHUPOBaHWUS BUAHA NKOHKa
AVZ, HO JocTyn nosib3oBaTe s K opraHam ynpasneHus AVZ-om 6nokupoBaH. Manky Quarantine
Heo6X0AMMO NpefBapuTesiIbHO CO34aThb M BblgaTh N0O/Ib30BaTENSAM NpaBa Ha 3anucb B Hee
Savelog |13 (GetAVZDirectory+\LOG\'+GetComputerName+'_ log.txt'); - B ;aHHOM Cryyae
coxpaHeHune NpoTokKona naet B paboyem katanore AVZ, npuyem npoToKOsT COAEPXUT B UMEHU UMSI
kKomnbloTepa. Manky LOG Heo6xo4Mmo npeaBapuTesnibHO co34aThb M Bbl4aTb NOMb30oBaTe1sIM Npasa
Ha 3annchb B Hee
Bbizos ExecuteAutoQuarantine 1151 B ckpunTe ans 06bI4HOTO CKAHUPOBaHUS crieyeT
3aKOMMEHTMPOBATh - 3Ta PYHKLUMS cObUpaeT Bce haiinbl, HaxoAAWMecs B NamMmsAaTh UM aBTo3anycke
N He OMO3HaHHbIe Kak 6e3onacHble N cMCTEMHbIE. COOP Takux doaiioB yao6eH Ans ux
nocnegytoulieii NPOBEPKM HECKOSTILKUMW aHTUBUpPYCaMu
Mposepku BUAA "if pos(‘nepBble 6yksbl MMeHW', GetComputerName|108]) = 1 then ExitAVZ;" u "if
GetComputerName = 'nms2' then ExitAVZ;" ecTecTBEHHO He 06s3aTesibHbl 1 NO3BOSIOT
UCK/0YaTb U3 CKaHUPOBaHMSA KOMMNbIOTEPDI C 3aaHHbIMKU CETEBLIMU MMEeHaMU. ITO YA06HO Ans
OTK/TIOYEHNS eXXEAHEBHOIO CKAHNPOBAHUA KOMMbIOTEPOB aAMUHNCTPATOPOB ceTn 1 IT-
crneynanncTos (HO Npy aToM AVZ y HUX HAXO4MTCA B aBTO3arnyCcke U B Cliyvyae Yero MOXHO yoparb
ounbTp 1 BKAKUNTL UX MK B CkaHMpoBaHMe).

15.42.9 O6HOBNEHME 6a3 C NPOTOKO/IMPOBAHNEM

3afayva: BbINOMHUTL O6HOBIEHNE 6a3bl B "TUXOM" pexume (6e3 oTobpaxeHus GUI) ¢
NPOTOKONMPOBAHMEM YCNELLIHOCTY ONepaLmii. 3TO B HACTHOCTU YA06HO B c/yyae pasmelleHns AVZ Ha
cepBepe - B 3TOM C/iy4ae npoueaypy 06HOBMEHNs 6a3 MOXHO BK/IHOUUTb B NIAHUPOBLUVK U B
pe3ynbTaTe Ha cepsepe byaeT HaxoauTbca AVZ c akTyasibHO 6a301i.

CKpI/II'IT nMeetT Bna:

var
S :© string;

begin

// O6HoBneHve 6a3

iIT ExecuteAVUpdate then S := "06HOBNEHME MPOWIO YCMEWHO"
else S := "Oumnbka o6GHOBNeHMA 6a3 AVZ®;

// TpoTokKosimpoBaHue
AddLineToTxtFile(GetAVZDirectory + "avz_upd.log”,
DateTimeToStr(Now)+" "+S);

// 3aBepuweHue pabdoTbl AVZ

EXItAVZ;
end.

3anyck AVZ B laHHOM Cc/lydyae [0/HKEeH NPOU3BOANTLCA C napameTpamu:
avz.exe HiddenMode=1 script=update.txt
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B gaHHOM criyyae npegrnosiaraeTcsi, UTO CKpUNT coxpaHeH B nanke AVZ B haiine ¢ umeHem update.txt.
MapameTp HiddenMode | %=1 npegnucbiBaeT AVZ 3anyCTUTbCSA CBEPHYTLIM B Tpeii. B kauecTee
YCOBEPLUEHCTBOBAHNS B AAHHOM CKPUNTE MOXHO NPUMEHUTb OYHKLMIO ExecuteAVUpdateEx 111}

15.42.1MNpumep yaaneHnsa TPOSHCKOW NporpaMmMbl C U3BECTHbIM UMEHEM

MocTaHOBKa 3aga4u:

ALMUHMCTPATOPY N3BECTHO, YTO Ha KOMMNbIOTEPE NO/b30BaTENSA UMEeTCH TPOsSHCKas nporpaMmMa v ee
ncnosiHseMslin hainn ¢ nmeHem c:\windows\system32\trojan.dll, npnyem gaHHasi nporpamma
arpeccuBHO 3allyLLaeTCs OT yaasieHus.

PelueHne 3agaun:

begin

// **** llar 1. AktuBupyem AVZGuard

iIT SetAvVZGuardStatus(True) then
AddToLog("AVZGuard ycrnewHo akTuBupoOBaH")
else
AddToLog("AVZGuard - owunbka akTmBauum®);

// **** |lar 2. Ypanaewm ann
DeleteFile("c:\windows\system32\trojan.dll");
// *** llar 3. UYucTKa CCbIIOK Ha yAasieHHbIi (ain
ExecuteSysClean;

// *** llar 4. CoxpaHeHue npoToKosa
SaveLog("del _trojan.log”);

// *** llar 5. lepe3arpy3ka CUCTEMb
RebootWindows(true);

end.

MpuBEAEHHbIN BbIle CKPUNT MOXET ObiTb YCOBEPLUIEHCTBOBAH - MOXHO 3afeiicTBoBaTb cucteMy Boot
Cleaner| 75, 4To CylECTBEHHO NOBbLICUT BEPOATHOCTH yaanenus aiina:

begin
// **** |lar 1. AktumBmpyem AVZGuard
IT SetAvZGuardStatus(True) then
AddToLog("AVZGuard ycrnewHO akTuBUpOBaH")
else
AddToLog("AVZGuard - ownbka akTuBauumn-®);
// **** |lar 2. Ypanaem @aiin
DeleteFile("c:\windows\system32\trojan.dll*);
// **** |lar 3. /MNopT cnucka yAasieHHbIX (aiioB B HaCTPONKMU
Boot Cleaner
BC_ImportDeletedList;
// **** |lar 4. YncTKa CCbi/IOK Ha Yy[aneHHbln hain
ExecuteSysClean;
// **** |lar 5. CoxpaHeHue npoToKona
SaveLog("del _trojan.log®);
// **** |lar 6. AkTmBauusa gpansepa Boot Cleaner
BC_LogFile(GetAVZDirectory + “boot clr.log”);
BC_Activate;
// **** |lar 7. lepe3arpyska CUCTEMbI
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RebootWindows(true);
end.

B onucaHHbIX NpuMepax paboTa CKpUNT 3aBepluaeTcsl koMaHgoii RebootWindows 131, yto npusoauT K
aBTOMaTUYECKOl nepe3arpyske KOMMbIOTEpPa C akTVUBHOI cucTemMoli AVZ Guard| es’.

15.42.1T1lonck Nogo3puTesibHbIX 06 bEKTOB N0 MMeHaMm

Mounck dhainioB MO UMeHaM Mano3dhPEKTUBEH A/151 6OPLOLI C COBPEMEHHBIMY BPEAOHOCHbLIMU
nporpamMmamMu, HO OH MOXeT NPUroAUTLCS B KAYECTBE OAHON U3 hOpM CBOEO6Pa3HON 3BPUCTUKM.
JloCTOMHCTBO MeToa - BbiCOKasi CKOPOCTb NOMCKa 1 NPOCToTa peasim3aumn.PaccMoTpyM HECKObKO
BapVaHTOB peann3aummn 3Toro noumncka npy NOMoLLM ckpuntos AVZ

Mpumep 1. MNpocTeiiwnii NOMCK N0 UMeHaM

// Tlonck aina c ykasaHHbIM UMEHEM
function CheckByName(Fname : string) : boolean;
begin
Result :-= FileExists(FName) ;
iIT Result then
AddToLog("dainn "+FName+" nmeeT nogo3puTesibHOE MMA™);
end;

begin

// TpoBepka hannos

CheckByName ("%WinDir%\cservv32.exe");
CheckByName("%WinDir%\services.exe");
CheckByName("%WinDir%\lsass.exe");
end.

B paHHOM npumMepe o6bsaBnsieTcs dyHkumss CheckByName, 3afadeli koTopoli sBnsieTcst npoBepka
Hannuus cpaiina c ykasaHHbIM UMEHEM Ha Aucke. B cnyyae o6HapyeHusi nogo6bHoro chaiina dpyHKums
BO3BpaALL@eT true 1 AenaeT OTMETKy B MPOTOKO/Ee Npy nomoLuym dyHkumn AddTolog/112. HegocTaTkom
OyHKLMM SABASIETCSA TO, YTO CNUCOK (haiifioB Kak TakoBOM OTCYTCTBYET - BMECTO HEr0 MayT
noeTopsowmecs Boiz3oBbl CheckByName. B 60/1ee CNoXXHOM NpyMepe MOXHO YCOBEPLLEHCTBOBATb
MOWCK, pa3MecTMB CMNCOK MMEH B OTAE/bHOM dhalinie, KOTOpbIi byaeT BbiCTynatb B posv 6asbl
[JaHHbIX.

Mpumep 2. MoOUCK MO UMEHAM C UCMNO/Ib30BAHMEM 3arpyXaemoro Crnvcka gainos

// Tlouck aiina c yKasaHHbIM MMEHEeM
function CheckByName(Fname : string) : boolean;
begin
Result := FileExists(FName) ;
1T Result then
AddToLog("%ainn "+FName+®" wvmMmeeT nogo3puUTeSibHOE UMAT);
end;

var
SuspNames : TStringList; // CnncokK MMEH noJo3puUTesibHbIX
aiinos

1 - integer;
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begin
// TpoBepka (haiyioB No 06HOBMSAEMOI 6a3e AaHHbIX
iIT FileExists(GetAVZDirectory + "files.db") then begin
SuspNames := TStringList.Create;
SuspNames.LoadFromFile("files.db");
AddToLog("baza umeH 3arpyxeHa - KO/INYECTBO 3anuvcen =
+inttostr(SuspNames.Count));
// Unkn noucka

for 1 := 0 to SuspNames.Count - 1 do
CheckByName (SuspNames[i]);
end else
AddToLog("Owmnbka 3arpyskum crnmcka MmeH (ansios");
end.

B gaHHOM npuMepe Ucnonb3yeTcs yxe cHakomas no npumepy 1 oyHkumst CheckByName, kotopast
BbI3bIBAETCA B LyKne. [lns paboTbl CO CIMCKOM chaiinos npumeHsieTca knacc TStringList/ish),
MpepnonaraeTcs, 4TO CAMCOK oaii/ioB XpaHUTCS B TeKCTOBOM chaiine files.db, KoTopblil pa3meLyaeTcs
B kaTasiore AVZ (nyTb K 3TOMY KaTasiory onpegensieTcsi npy noMoLu GetAVZDirectorvﬁﬁ

Mpumep 3. NMoncK No MMeHaM C UCNO/Ib30BaHMEM 3arpy>aemMoro cnucka tannos n AV 6a3 AVZ

// Tlouck anna c yKasaHHbIM VMMEHEM
function CheckByName(Fname : string) : boolean;
var
S : string;
begin
Result := FileExists(FName) ;
if Result then begin

S = "";

case CheckFile(FName) of

-1 : S = ", pocTyn K (ainy 6nokmpyertcs”;
1 : S =", ono3HaH kKak Malware ("+GetLastCheckTxt+")";
2 - S := ", nogo3peBaeTcs (ainoBbiv ckaHepom (*°

+GetLastCheckTxt+") " ;
3 : exit; // be3onacHsle alins UrHopupyem
end;
AddToLog("dainn "+NormalFileName(FName)+" umeeT
nogo3puTenibHoe uUMA™+S);
end;
end;

var
SuspNames : TStringList; // CnncokK MMEH nofo3puTesibHbIX
aiinos
1 - integer;
begin
// TpoBepka (hanyioB No 06HOBMSAEMOI 6a3e AaHHbIX
iIT FileExists(GetAVZDirectory + "files.db") then begin
SuspNames := TStringList.Create;
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SuspNames.LoadFromFile("files.db");

AddToLog("ba3za umeH 3arpyxeHa - KO/NYECTBO 3anucein =
+inttostr(SuspNames.Count));

// Uukn noucka

for 1 := 0 to SuspNames.Count - 1 do
CheckByName (SuspNames[i]);
end else
AddToLog("Ownbka 3arpy3kum cnmcka umeH hannios®);
end.

B gaHHOM Mpumepe NosiBAseTCA elle 04HO YCOBepLIEHCTBOaHMe - oyHkumsa CheckByName
npoBepsieT 06HapYXXEHHbI NO MMeHN dhaiina no 6asam AVZ. ns aTux ueneii npuMeHsaeTcsa pyHKUms
CheckFile 133 (oHa nopaepxmBaeTcs HauMHas ¢ AVZ 4.23). AHanN3 pesybTaToB CKaHUPOBAHMS
charina no3BOSET UCKNKOYUTL U3 NPOTOKONA Be3onacHble dalinbl u dalinbl, NpoweaLne KOHTPOIb No
katanory Microsoft. ®yHkumst CheckFile npuemHsietTcsi coemecTHO ¢ GetLastCheckTxt gnsa nonyyeHus
NUMeHM 3/10Bpea B c/lyyae ero AeTeKTMPOoBaHUs Uin nofo3peHns. Eue ogHon 0CobeHHOCTbIO
aBnsieTca npumeHenne dyHkun NormalFileName 1451 gis Hopmanusaumm umenm daiina (kotopas, B
YyacTHOCTW, Npegnonaraet 3ameHy NpUMeHsieMbix B AVZ MakpocoB). [JONO/THUTE/TbHYO NHGIOPMAaLMIO
0 noucke ¢haiifIoB MOXHO NOCMOTPETb B paszene "[lovck daiinos 1 nanok s+

15.42.1:bnokmnpoBKa NOBTOPHOIO 3arycka CKpunrTa B TedeHune gHA

B cnyuae npumeHeHust AVZ aist aBTOMATUYECKOTO CKaHNPOBAHUS KOMMLIOTEPOB B CETU MOXET
BO3HUKHYTb 3aAa4a 6/I0KMPOBKY NMOBTOPHOTO 3anycka OAHOIO 1 TOTO-XE CKPUMTA B TEYEHWUU AHSA. DTO
Mo/sie3Ho, Hanpumep, 4151 6/I0KMPOBKU NMOBTOPHLIX 3anyckoB AVZ nocrie Kaxaol nepesarpysku
KOMMbOTEPA UMW [/151 OQHOKPATHOTO 06HOBMEHUS 6a3 B TeYeHUN AHS. PelleHne gaHHo onepauum
[lOCTaTOYHO MPOCTOE U CBOAMTCS B YCTAHOBKM B PEECTPE OTMETKM, COAepXallell BpeMs NocieqHero

CKaHMpOBaHWA.
var
LastScanDate, CurrentDate : string;
begin
LastScanDate := RegKeyStrParamRead("HKEY_CURRENT_USER®", "Software\AvzZ-

CurrentDate := DateToStr(Now);

iT LastScanDate = CurrentDate then begin

AddToLog("bniokupoBKa NMOBTOPHOro 3anycka. CKpunT yxe 3anyckasica "+Last

EXItAVZ;

exit;

end;

RegKeyStrParamWrite("HKEY_CURRENT_USER®, <“Software\AVZ®", "LastScanDate
// npoponxeHne ckpunta . ...
end.

MpuHUMN paboTbl JaHHOTO CKpUMNTa OCHOBaH Ha TOM, YTO U3 peecTpa CUMTbIBAETCS napameTp ¢
nmeHem 'LastScanDate', xpaHswuiica B knove 'HKEY_ _CURRENT_USER\Software\AVZ'
(eCcTeCcTBEHHO, YTO K104 M UMSA NapaMeTpbl MOXHO 3a4atb /o6ble). Ecnn cuntaHHoe 3HayeHne
COAEPXNT TEKYLLYIO AaTty, To paboTa ckpunTa npepbiBaeTcs U Mpon3BoanTCs Bbixog 13 AVZ. B
NPOTUBHOM C/ly4ae NPOM3BOAMTCS 3annCb B PEECTP OTMETKU C TEKYLLER AaTOW.

15.42.1:CkaHnpoBaHmMe N oTrnpaska pe3y/1bTatoB MNo noyre

[NocTaHoBKa 3a4a4u:
Heob6xoAnmo BbINOAHUTL CKaHUpoBaHue gncka C: KoMNbloTepa, Noc/ie Yero OTNPaBuTb Ha yYKasaHHbIi
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afpec NMcbMo, cofepxallee NPOTOKO CKaHUPOBAaHWSA, Pe3y/bTaTbl UCC/IeA0BaHUS CUCTEMbI 1
chaiinibl, NOMELLEHHbIE B KAPAHTUH.

begin
// Pa3pewnTb Mcnonb3oBaTb KapaHTUH
SetupAVvZ("UseQuarantine=Y");
// CkaHupoBaTb guck C
SetupAvVZ(*Scan=C:\");
// 3anyck cKaHupoOBaHUA
RunScan;
// BbinonHeHve wnccrnefoBaHUSA CUCTEMb
ExecuteSysCheck(GetAVZDirectory + "syscheck.htm®);
// CoxpaHeHue apxmBa C (aiinamm KapaHTUHa
CreateQurantineArchive(GetAVZDirectory+ quarantine.zip®);
// OTnpaBKa nucbma
SendEmai IMessage("mail.my_mail_server.ru®, “AVZ®, "my mail@mail.ru”,
"AVZ email alert”,
"Report from computer " + GetComputerName + "' "+#13
"SuspCount = " + InttoStr(GetSuspCount) + #13 +
"DetectedCount = " + InttoStr(GetDetectedCount) ,
false, *", "7,
GetAVZDirectory + "syscheck.zip”,
GetAVZDirectory + "quarantine.zip”,

);
// Bbixog n3 AVZ
EXItAVZ;
end.

B gaHHOM npuMepe uccneaoBaHne CUCTEMbI NMPOM3BOAMTCS NOC/E CKAHUPOBaHWS, NO3TOMY B
MPOTOKO/ UCCNEA0BaHUS BK/IHOYAETCS MPOTOKON CKAHUPOBAHWS.
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